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1.2 BRBE

1.2.1 8ERAR

1 EW50 )
TETENBMRAERS pcs

2 Cellular Antenna 2pcs

Power Adapter
3 (DC 12V/2A) 1pcs
(*4)

3 HBERE 1pcs

4 ARHERE 1pcs

5 (Fagi3 1pcs

7 DIN-Rail 1pcs

1 The maximum power consumption of EW50 series products is 7 Watts.
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1.3 FERSERTE

> AIfR[E
Serial LED Reset
Port Indicator Butto
3G /4G Auto MDI/MDIX RJ45 Ports
Antenna 2x GE LAN to connect local
XEEIZH

BERMRERMR F —EREBERNERKERRE - FERETEERI 6 WiE - RERH - ZRER
EERLMIERE -
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> A E

SIM A SIM B
Slot Slot

MicroSD
Slot

DI/DO )
3G/4G (Aux) . USB 3G/4G (Main)
Terminal
Antenna Port Antenna
Block

Power Terminal
Block
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LED Z&~zs

W

1E5S: S8 61~100%
all R Cellulan 2 r,ﬁ(au\) 1:.5 s@rﬁ 31~60%

» : &ﬁﬁﬂﬂ@t USB 18 &
= uss e
LAN 1 ~ LAN 2/WAN #6

REMEIR 1 H#E

it

A

b #E ot #

: BRI B8 USB 18EEH)
. LAN B 4BEEs WAN 45 @
D IEEEHERNE -
5 REBPEBARSREERE -
N 5= mERIIRERER -
- SE e PR . RAE R BEBRIIE S -
2EI(EW) : FRELEE TIE
IEERENRE . REENKEENEEARE
A= . KEHZRSIM
BE svas e 1BRI(SH) : 1BIZ SIM A/B TSR
852 : Cellular 332 INEII(TE SIM A/B T)

2B

2h

]

Status  #REE B

i
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1.5 ZEMHEE

1.5.1 %#FK

Gigabit #9& RJ45 #¢
3G/AGTTEN B A

IEEE 802.11 a/b/g/ac fEARMHEEE Pl
10/100/1000 #8-+ B
BEUTREMEE:

HEEE

il

If:

3
%

Windows® + Macintosh SiE i Linux BE2£ &%
MR
BEBER:

Internet Explorer 6.0 St E SR
Chrome 2.0 Sk E SR

Firefox 3.0 st E =ik
Safari 3.0 BLE S AR

=
1
N

DIl

Of

\
o HpEEHAMaRERER\BNERIESR. EHBY
BREBREBNERZGRA , JEZBEEEmM.
o FZHTHHANIEBEIIR. MREMBE , F1AIFER
= EBR , WESHERVRE P OETHERE.
\_ J
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1.5.3 BEBHREZ/R

Burn hazard.

Hot surface inside.

Allow to cool before
servicing.

e e
=

 EBINEIREREUREIFES! FHEEBRISENVIRERS - RE®E
RAZERANERARED - iERIFRERSHTT -
a Z) B E SRR ! |
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1.5.4 CERED ZXMEmEM
WEEESEREFMPERU T ESAR, MBERRH CERED TX

(1) 38% & RAINE
la TV EANELIRT

L TEsER B AN IR
LTEFDDBAND 1 | f&: 1920-1980 MHz
T&: 2110-2170 MHz
LTEFDDBAND 3 | {&:1710-1785 MHz
T&i: 1805-1880 MHz
LTEFDDBAND 7 | {&: 2500-2570 MHz
\ 23 +2.7 dBm
T & 2620-2690 MHz
LTEFDDBAND 8 | -{&: 880-915 MHz
T&: 925-960 MHz
LTE FDD BAND 20 | -{&: 832-862 MHz
T&: 791-821 MHz
WCDMABAND 1 | -/8: 1920-1980 MHz
T&: 2110-2170 MHz
24 +1/-3 dBm
WCDMA BAND 8 | -/#: 880-915 MHz
T&: 925-960 MHz
E-GSM f#: 880-915 MHz
‘ 33 +2dBm
T&: 925-960 MHz
DCS fE: 1710-1785 MHz
‘ 30 +2 dBm
T&: 1805-1880 MHz

2AREN AN EREBRRRE/BUNEHES & EU/EFTA &R - ¥503F CE/EFTA IR - 52
HENERRE -
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1.b Wi-Fi #4589

R BRIEIRR EABEINE (EIRP)
24G 2.4 -2.4835 GHz 100 mW
5G 5.15-5.25GHz 200 mW

(2) 5150 ~ 5350MHz ZR{ERIRIR
REmACH |EEE 802.11ac A 5GHz #ARSIIRRAH - 1R#B RED 25K, 5150 ~ 5350 MHz S5 &=
RBEEREANER -

(3) BREIMNBEIRBE (AR AR S5GHz iVEREm)

HREMB/BOMNERES & EU/EFTA, LEMIJLEREZBBAERMEBNERESREIX -

AT BE cY DK
DE EE EL ES FI FR HR
HU IE IT LT LU LV MT
NL NO PL PT RO SI SK
SE TR UK

(4) RF S13ERBIRIR
EESERFEGET, ZEMNAKRBEVEBERESE 20 27 -
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1.6 IEBEZ %
R RN R AR E

1.6.1 iR
EW50 23 EmOLUERZER A (E2280 DIN Rail E4) ARZEER £ - KRS #ERA DIN
Rail B8 £ - ZERAEHELBRAREEEm L - BAHEHNEM DIN Rail EHFLZEEEmL -

1.6.2 A SIM k£

5 BMASRER SIM Fr, FEARREZSRSEHAE -

SIM RIEREURREINRNAIR © 2 Mzt SIM REAZULZESET SIM F - i SIM K-
AZAZE, & SIM FHEAZEARIEES -

SR 1 T ER 2:

% N1z iR ARSE NI B 1% KB A oA 2R
PO IR 4 SIM -EZED]IE
SIM RHAR - SAR - i -
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1.6.3 EHEEIR

EW50 5| Em o @BEE —EMEERE Rl EESRMHE - ZIEE 12 3 48 A% DC ERER
WA - NEBNERLFSHMEE - B AIRETEED IEENERF KNS

£FJR PWR1 1 PWR2 ol R EZ/FEXRIDERED, BEEURR PWRL A PWR2 RYEEE -

R PWR1 1 PWR2 ZEIEREARR 5.0 KK E2EAMEAEIINPRIBNOEIRIIER, 1 48V
24V), AIERZEHIERTEFTZ2/REMAEREN N LIF - BEARSERNERERSEIZINER, 5—EH
HEER - BE, RAFERHEERFBERNER Pol B, RASIERLIRWENR, AERASRSE
REE R E I E R PoE 3214 -

gA%R PWRL #1 PWR2 ZEMWEEE/R 0.5 R (E2EAMEEINIRSBHIMIEERVIENR, 10 48V), Rl
BRIEHEEER LS E N TF - PWRL A PWR2 BFEZEER, [I5E R PoE 52 -

5*6@1?9#%%5)@&%%@%%%%’%E’\JE@ﬁ% - MREIRWIE, DIEEENEREFERIILIETHER,

1 6 4 IF{/\L‘EE&
BERHERZER  (EEEEEEERED - CARRINBEESERBINER - DIHBRIRERS - U
TEBERZEEHA -
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Z % AC M EBIRAR
RS 100-240 4R AC B, 50/60 FEERMAL - RHER AWG 18 TR -

RImM U AmeSRECE L FPvR
Pin No. | Assignment

1 FG @
2 AC/N
3 ACIL
WHEAR - PUAMENRERTEENE -

7%

> i DC E/)ILEE,/}?/“\H ;E':E
ERHEER RSB A MAE R ERE DR AN -

EIRETH, AN NFA7R - B e AWG 18 EIRAR
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HEMEIRARIEA PWRL 87 PWR2 - +V #5323 PWR, A%-V E#2] GND 4R - A%, HE&RREA
R RIZRVIEE -

Gl

BE - BERANEREEIEE L - ERHERSEZHRBLAERNRBREERER -
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1.6.5 #&##z DI/DO %A
EER#&ImE (Terminal Block)55#E—1E DI (digital input iz A) F1—1& DO (digital output Eifir
W) 18 - FF2EUT AR DI A DO SREEREIARE -

-0d
+0

1a

+1a

R BREE (%) BIESMR 1:5v ~ 30V
gﬂﬁliﬂﬂA o 2 R SEHS S Y . -
IEBEE (1K) BIESRO0:0v~2V
. BB (PAEET) HURIR NGRS - R RER S 30V
Al
BRANEMR 1A
EiE
Gateway External device
DI
Button closed is logic "1"
Button open is logic "0"
VSRC BUTTON
O oy I [ =
o Lo [DOT 7 1 o D
P lerel Do i
DO
Logi "0"Alarm of (it e &

21
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1.6.6 EEFIIRE
EWS0 EAREEEIFSIREN 6 #tROANKE - HRANE RS-232/485 ME ki WEESF5IR
BEEIRRE (TR -

Pn 1 2 3 4 5 6

Pinl | Pin2 |  Pin3 Pin4 Pin5 Pin6
Port SPort-0 SPort-1
RS-232 RXD TXD GND GND RXD TXD
RS-485 | DATA- | DATA+ GND GND DATA- DATA+

1.6.7 E#EFF MK Host 1
EW50 124t RJ45 $£ 155 10/100/1000 Mbps 4858 - ELET L £ 8his AIABES e 3% i okt S B 3 47
S0 - 4 (EARRR S B IR TSR R RIAS 1B (LAN), SAEIB MRS 15 105 — I8 A BISHOMBRSIE - fith -

Ent—Ft

RO AR RJAS A8R8 4R 3813 Host 4% EBhE PC NARIRLIRR ERE -

22
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1.6.8 HABETHEHEITRE

RO BREETERRERE -

IP #7131t B (http://192.168.123.254)>

€& Windows Internet Explorer
Il = (&) 192168123254 ~[>[x]

BREZNBEAEME  BAKSE ‘admin’ , 28 ‘admin’ ‘WIZT ‘Login’ %$h -

Welcome to the router configuration interface.
Enter the password and click "Login®

password : [N QD

3 ZEEERTER LAN IP ithib2 192.168.123.254 - MRMEEE - M BRI/ IP i &8k -

4 BREF TR IRROERBH BN AR ERS -
23
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% 2 & EXEE
2.1 WAN & Uplink L&

Basic Network

WANE& Uplink
[ plink |

Physical Interface

-
Internet Setup Interface Name Physical Interface Operation Mode Action
WAN-1 3G/4G Always on | Edit |
Loading Balance (AR i Disable Edit

RlEr e 28 WAN 7T, oeFREIE=R Intranet PN E FInE #3818 ISP ZE CHRAERE - BHERS
ey ISP AEBARREEHE, ERERNEHABNRERA ISP, RRBBARBERIRISELSDE

ElItE, WAN E#EnsFREE WAN HEErE ST E (Physical Interface) ~ WAN A2 E (Connection
Setup)® WAN A8 & &% (Load Balance), LIBFEARAEZEI A RAR - EREE WAN 7TE, &4
ASIEEHEERNH, AR BERERAHEEZET ISP - HREEREBSZE WAN /THE, Bt U2 E
ERNANRSHEESFH FLEINGE -

24
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211 BiETHE

Physical Interface

W Connection Setup

-
PI'IVSICBI Interface Name Physical Interface Operation Mode Action
Interface List WAN-1 3G/4G Always on | Edit |
WAN-2 Disable Edit
Interface
- - ~
Configuration
Item Setting
lsem » Physical Interface 3G/AG v
< Phys":al > » Operation Mode Always on ¥
Interface » VLAN Tagging Enable |0 | (1-4095)

J,Select
: Operation Mode :
-Al\lﬂlayson
% M2M EERBEREESTE WAN MELUZEARRN WAN EEHFE - oI#E
WAN NE—EZE —ExRESBESEEFRARAEBNRE - 2ZERRINRERU
%% WAN NTENRE -

RE—{E WAN MMERELES WAN EiZREZERMEARNERERE, "B TH" EEA7R -

£ "Physical Interface (Bf2/TH)" BEE T, BEMERERE, "Physical Interface List (BT EBE)"
A "Interface Configuration (/T EERTE)" * "Physical Interface List (BN EISE)" REENPIA DR
KERS/THE - £ "Physical Interface List (BETEEE)" RETE— N TER "Edit (4RiE)" ZH1E, &
IR "Interface Configuration (MHERRE)" RE -

BT HE:
- M58 WAN: fEiEzsB —E=l 218 RJ45 WAN IR 0] E 2R ERE WAN -
BRI EER KR -
- 3G/4G WAN: FEzzAE—{E 3G/4G TEITUABEE 1% WAN &% - ZE17E=0 WAN 5 1 3¢ 2 {E
SIM =3E4E -

Rall B #EEEIMR DSL

25
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4 )

HwASEE siMm AT |, BB ERER.
MREFBRETIRFIBEBAZINDG SIM &, SIM FOJ
PEE1EER,

= —
/ =

N\ /

FEIFIELL:
BRBERFEII "Always on XKiERE" , "Failover &5 E" |, M "Disable BF" BRIFRIVEE -

Always on XiERE : BRE UL WAN MEH—ERE éiﬂﬂk - EMEZZE WAN 22217 "KEHRE"
BRI, BHEREEBE WAN EE T ERE &R

Failover 85181 :
Failover THE2MWMEFXrZEBENEIREE - ERNERASE WAN BIREGL, HBlREESZE
DIBREEERE -

Diagram For Failover

B g~ WEPH WAN-2 BEE WAN-L WAN-L 7
IsP-DSLAM @Fai.overj —  BREEE "HCERIE" METEE - WAN-2 K E
ce"ulagg / EENRIE WAN-1 BoPETER - & WAN-1 E5k

WAN2 Failover WaNT e o AR 1855, BISERIESERIBE - ILE, WAN-2 &

RIRALLE -

Q @} Connection Recovery ()
'@—. —_— -
ISP-DSLA]

(&) Failback to WAN-1|

()

Cellular ;’f

WAl Gateway Seamless Failover E#E R 2 E:

(B WAN-2 Terminate Connection

WAN-1 WAN-2
Physical Interface: Ethernet Physical Interface: 3G/4G
Operation Mode: Always on Operation Mode: Failover (WAN-1)

*WAN-1 Failback, WAN-2 Terminate

26
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Diagram For Seamless Failover

| @Disconne,cted
|5 e
: . N IWAN-I

(D)

ISP-DSLAM B
@ Failover
WAN-2 Gateway

) /
CB"“'”K& @ Change Routing to WAN-2

“WAN-2 Failover WAN1

DL\

WAN
(5 Failback to WAN -l‘

«y)

Cellular ),Jf

(g»

(@ Connection Recovery

Gateway

-
-

-
-
-
-
-

’@ Keep alive, no traffic

“WAN-1 Failback, WAN-2 Keep Alive

ENERBHREIFERENH - BiE%E;

VLAN Tagging t£5&
B, 1 ISP FEZH[EE

#ais VLAN Tag 1Z&ciE AR WAN &

L9k, | AT Failover #1FEIURY "Seamless " #I1&E -
FEAERTERETH "Seamless " HERIB)RAZIEIR
K, =2 Primary E#A Failover EZEFEZRM
EMFAWERE - BRAFZEEIENTEREG
i, M Failover BiERERI R 2 RGEZNFEMNE -
—B X EFERE(Primary), 2FBUMEISERE
(Failover)i&E#

& "Seamless" IV REREI ZE, BOlLIRFFE
ERENHEEARMEEEER - &£ WAN 7TE £
BWERNBRERER NMEER  EERERERE
(Failover) B2 hARREIHRE - EXBEESPE
B, AEBPENEREFERNEREHBUNZEAR

EENREBENEAT BB R -

/4’7 P PUETTRE VLAN BHIRT - 35
iR, RAMEAM ADSL B TH

YA VLAN 1Z2&5C(vlan tagging)ii7E WAN B NTHE TR EES
SIRIETNEE - BABARRE 3G/4G WAN T EE RS -

27
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Physical Interface E &7 EH

o

ax AE

%l Basic Network > WAN > Physical Interface EH -

BRMTHEAFREER

WAN 77T EAEZE WAN 175 -

AR DI WAN MEEERESRME -

Interface Name Physical Interface Operation Mode Action
WAN-1 3G/4G Always on | Edit |
WAN-2 Disable | Edit |

Z1% T Edit (4REE) 1%ih - SHIR Interface Configuration (MERE) EH - 52 WAN-1 T EM

gl -

Interface Configuration (77 B E):

28
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& Interface Configuration { WAN -1)

Item Setting
» Physical Interface  Ethernet |
¥ Operation Mode
» VLAN Tagging (] Enable (1-4095)
NEBRE
IEE REE it
1. WERE WO RN E MIEEPEE—EFRBN E -
Physical Interface 2. WAN-1 2FE7N BURR BB EL5R - Disable(3R)M Failover(BiE1%8)EIRZ 0
= EAE H HHRES E’:‘%ﬂﬁl WAN RyREESS - WAN-2 ~ WAN-4 N EETAERZ WAN /Y
Always on (KR fiEss -
&) -
EENTENRERL -
EEIEKIE Always on fE IIE WAN KEEEREENRES -
#1Z%EH Disable ZA It WAN 77H -
Operation Mode Jo— BEIZREBE Failover, Z1E WAN 2 %& Failover Operation Mode °
(BRIERT) = WANL 7T EAE WAN N EEZEMEBE IR WAN-2 fEEN
E(FEZZE NIER) -
ER:HH WAN-1, 35 alway on(KIERE)EIET A -
‘2)% Enable(RY ) 1ET# A ISP IRHAIRRCE - BRIBUHEEZE
18 -
VLAN #£3 OJERRE #HE1E: 1 ~ 4095.
SER: IEINEERARAR 3G/4G WAN ERE RHEE -
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2.1.2 Internet Setup (#AFRAAEEERTE)

Internet Setup =
Interface Name Physical Interface Operation Mode WAN Type Action
Internet . -
WAN-1 Ethernet Always on Dynamic IP Edit
Connection List i Y I—I
WAN-2 3G/M4G Always on 3G/M4G Edit
bepea{ Edit I—I
WAN-x -
3G/aG Ether;o%tup Item Setting
——— » WAN Type Dynamic IP +
Internet Connect
Configure (WAN-x]
-
Select
< Item Setting
WAMN Type
» Host Name (Optional)
p
obuE , ISP Registered MAC Clone | (Optional)
xxx WAN Type Address !
Configurat » Connection Control Auto-reconnect v
» MTU 0 (0 is Auto)
SN
.“ » NAT «| Enable

~SEE WAN ERiETERNTHE, VWRERTEERE profile, UIERBRANBHIBEE Fln T E o LUE
ZARAEES

£ "Internet Setup (FEEFEAKRE)" BEE LA —LERTERE: "Internet Connection List (AIFRAS S &1
B E8)" ~ "Internet Connection Configuration (#ERAEEEREE)", "WAN Type Configuration
(WAN #RF)" MRS E WAN FRNBERERE - BREE WAN NMTENERERRE, T0%E
BciaEHE WAN SR EETHE, 228 5% WAN REERHENSHETE -

#—"F "Internet Connection List (BEAAKERBE)" GETER/THEHN "Edit (REE)" L€, BHE~
"Internet Connection Configuration (AFAEEEERTE)" HE, ALEEREESARZER T HHA
WAN 288 FHE SRS ERE - RETEN WAN E8, oD ESEEENRERE TR ENERN

28 -

ey
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Internet Connection List (#8405 E1Z 5 E) - WAN 455

= Internet Connection Configuration { WAN -1 )

Item Setting
Internet Connection List 5
» OWAN Type Dynamic IP »
w Dynamic IP WAN Type Configuration
Item Setting
Internet Connect !
- » Host Name | | {Optional)
Configure
ISP Registered MAC Cl n
> one |(Opt I
Address | | (Optional)
( WAN Type= > » Connection Control | Auto-reconnect v |
S TU o ] oeAu
DynamicIP b NAT [« Enable
Static IP -
PPPoOE r IGMP
» WAN IP Alias (7] Enable [10.0.0.1 |
' L4 Setup
""" XXX WAN T‘pr = Network Monitoring Configuration
Configuration Item Setting
» Network Monitoring & Enabl
L4 Setup Configuration ¥ Enable
Ethernet Connection . DMNS Query v
Common Configure * Checking Method Query Interval 5 {seconds)
|« Enable
Co » Loading Check Latency Threshold 3000 (ms})
)‘( Fail Threshold (Timeas)

R EI A T E R WAN 52
Ethernet @ M2M BER&=E R WAN 1 LENHE - BE S xDSL HAEFE R ER, MoIRE
WAN &% - ESTEEE WAN F2RER ISP #1TiEE -
- Static IP(FFRE IP): 1N ISP R HET IP - FFEZILEIR - ERELLREE - BHREZEAEX
REZE -
« Dynamic IP (E1%& IP): DHCP f@AR#3 % WAN S ECH IP It BREAE - ELERER, BER/BEE
EFER -
« PPP over Ethernet (&iZ#8 PPP): #&4 PPPoE - Itt WAN $E8E;Z A ADSL #yEHE -
ESW IPAEEAERN -
- PPTP: It WAN #8817 — L (WG ZEH) RZEL.
« L2TP: It WAN $BIEF LR (MNP Edl) R=ZED.

ik

BRELR

Ethernet WAN & &

% F Edit(4m48) %8005, ZH IR "Internet Connection Configuration (4FR4ARE i 1%5%
= WAN-1 /T EEas) -

)" EH - E

il
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WAN %88 = Dynamic IP (Eh%& IP)

@ |nternet Connection Configuration { WAN -1)

Item Setting
» WAN Type
#IEE, 1§ IR " Dynamic IP WAN Type Configuration (E1£5 IP it WAN ECE)" - IRE FIREMN T
PR

# Dynamic IP WAN Type Configuration

ltem Setting
b Host Name | | (Optional)
ISP Registered MAC .
" Address | || Clone | (Optional)

Host Name (E##& . WARBRHEBRANEKZSE -
O3ERRE
%)
ISP Registered MAC WAL ERRBSIRHEFEMA MAC Uil - stEZ—T Clone(#8R)#%
Address (ISP sEfl8Y  TI%ERE H#G PC si2saatE B9 MAC B REICREN -
MAC fizii) EREZ PCH MAC it D, :EERDFERAR -

WAN %58 = Static IP (%55 IP)

# |nternet Connection Configuration { WAN -1)

Item Setting
» WAN Type
EIER, IR " Static IP WAN Type Configuration (F#£5 IP ittt WAN 28 E)" - IRBFMREW T
FR7R:
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w Static IP WAN Type Configuration

ltem Setting

» WAN IP Address | |
» WAN Subnet Mask 12552552550 (/24) v |

P WAN Gateway |

|
» Primary DNS | |
* Secondary DNS | | (Optional)

Static IP WAN Type Configuration (5$£& IP WAN $EEEE)

18H iR AA

WAN IP Address oR— WA RS R WAN IP Al

(WAN 458 1P firi) o ©

WAN Subnet Mask o B A BRTS IR E R A0 WAN TR ES

(WAN FHEIRIES) SRR

WAN Gateway GBS B A RS IR = R4 A0 WAN B 1P fizdlk
NELTE

(WAN 4BE8 i) =

Primary DNS (F* i A RS IR E R A9 WAN DNS [P fizit
WEERTE

DNS)

Secondary DNS (%X . & A PRTF IR &= 12 a0 WAN DNS IP firilk

DNS) O EERE

WAN #5%= PPPoE

# Internet Connection Configuration { WAN -1)

ltem Setting

b WAN Type
#IEZ, 1§ HIR " PPPoE WAN Type Configuration (PPPoE WAN $8EIACE)" - IBEMEREW AR
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% PPPoE WAN Type Configuration

Item Setting

b IPv6 Dual Stack [ | Enable

¥ PPPoE Account

¥ PPPoE Password

|
|
» Primary DNS | | (Optional)
» Secondary DNS | | (Optional)
b Service Name | | (Optional)
» Assigned IP Address | | (Optional)

PPPoE WAN Type Configuration (PPPoE WAN $E 8L &)

IC]= FREE B

IPv6 Dual Stack 1. OBERRE B— T 2B REEED IPv6 E17 512 TN5E -

(IPv6 E1HHE) 2. TRRRRIE

PPPoE Account N W AR IR TS BRI R #tAY PPPOE IR % -
R TE

(PPPoE 1EF)

PPPoE Password N o N ISR BR 75 (B 12 (A9 PPPOE 2% -
R TE

(PPPoE 22%)

Primary DNS (E - & A3 DNS #9 IP ik -
OIERRE

DNS)

Secondary DNS (& - & A2 DNS #9 IP ik -
OIERRE

DNS)

Service Name (falfR T A RRREE - NREW ISPBEK -
OJEERR E

821H) )

Assigned IP o N ERBR 75 (R FERS 2 FCAY IP Sk -

Address (DECEY IP  TERRTE

firik)
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WAN #58= PPTP

= |Internet Connection Configuration { WAN -1)

Item

Setting

F WAN Type

PPTP v

EIEE, BHIR " PPTP WAN Type Configuration (PPTP WAN #B&IEE)" - IHE MR EN TR

= PPTP WAN Type Configuration

Item

Setting

¥ |IP Mode

'Dynamic IP Address v |

b Server IP Address [ Mame

¥ PPTP Account

¥ PPTP Password |

¥ Connection 1D |

» MPPE [| Enable

=l

axX A&

IP Mode (IP #&=) WERTE

= PPTP MBIRIERSEIZFFAR I P AL -

@ =35 Static IP Address(FF4E IP fiilh)f5, T ZH A WAN IP
Address (WAN [P fiziit) -~ WAN Subnet Mask (WAN F#33&
#®E) - A1 WAN Gateway (WAN Fi8).

B WAN IP Address (WAN IP {iTilt)( M ERTE) : AR
FER IR #EH9 WAN IP firdlt.

B WAN Subnet Mask (WAN FHRRES)(MWERE) : WA
RS M FER 1R (A0 WAN F ARSI =,

B WAN Gateway (WAN F38)(WERTE) : WARFEHLERD

124tA9 WAN R3&E 1P Azt
®  =3%IE Dynamic IP(EN5E IP) 5, AHEZE LIEERE -

Server IP
Address/Name (8 MWERKRE
BR2S IP fiIilt/2%E)

& A PPTP Gl Rz 283K IP fizdlt -

PPTP Account INEEGTE

WA RFH BRI R0 PPTP EHES -
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(PPTP 1RF)
PPTP Password e
i N TE
(PPTP Z3%8)
Connection ID (3E# S
OERTE
ID)
MPPE OJERTE

W AR BRI IR A0 PPTP EEEE -

o AR5 PPTP iEm2HE -

#£3Z Enable(EYF) ol 7 PPTP &#REUE MPPE (Microsoft Point-to-
Point Encryption , Microsoft $H¥I 35 1%) L2 -
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WAN #581= L2TP

@ Internet Connection Configuration ( WAN -1)

Item

Setting

F WAN Type L2TP v

EIERE, IR " L2TP WAN Type Configuration (L2TP WAN #HEIFCE)" - I8 B MR EM NI

w L2TP WAN Type Configuration

Itemn

Setting

¢ P Mode

' Dynamic IP Address v |

b Server IP Address [ Mame |

¥ L2TP Account |

¢ L2TP Password |

b Service Port |U5&r‘dEﬁ“Ed

v | 1702 |

» MPPE [} Enable

o

2 L2TP MRS E R AP RR B R IP ik -

= 1212 Static IP Address(FF#E IP fililt) 5, I8 Z 8 A WAN IP

Address (WAN [P fiziit) -+ WAN Subnet Mask (WAN F#33&

#®E) - A1 WAN Gateway (WAN Fi8).

B WAN IP Address (WAN IP {iTilt)( M ERTE) : AR
FER IR #EH9 WAN IP firdlt.

B WAN Subnet Mask (WAN FHRRES)(MWERTE) : WA
AR 75 FEE R A WAN FAERR IR E.

B WAN Gateway (WAN F38)(WERE) : WARIEHLERD
A WAN 38 IP firdl.

= #1Z Dynamic IP(Eh& IP) I, AFBEZE LIERTE -

WA L2TP EIAR=3 28 IP fizdlt -

- =
o
IP Mode (IP &) INVEERTE
[ )
Server IP
Address/Name (8 MWERKRE
BR2% IP fiilt/2%8)
L2TP Account (L2TP MWEXTE

WA L2TP R HEERENERE R -
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=)

L2TP Password N
NS TE

(L2TP Z215)

Service Port (AR#5 N
N TE

18)

MPPE O[T

WA L2TP IR BB R HAOEE -

B A\ S RS RO AR TS IR -
BoBEE

® Auto (BE)): BRWEENHEC.

® 1701 (AR Cisco) : iBRRFFIERER 1701 BLUERES
CISCO falfwas -
® User-defined (fEREEZRA): 3 AR HED R HAORE
18 .
E4E Enable(RX ) ol % PPTP Z#:EUA MPPE (Microsoft Point-to-
Point Encryption , Microsoft B 26 IN%) 2214 -
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afl LTE EE=s

[ i3 A i i i

BFECE

camm Senfisurs » Connection Control Auto-reconnect v
Select —
Cannectiel-:ln » MTU 0 (0 is Auta)
Control —
L
Setup » NAT nable
MTU =
I -NAT Enable? b IGMP Disable
Enable » WAN IP Alias Enable |10.0.0.1
MNetwork
nMonitor Mo
—d

Yes
ip Select

*DMNS Query
*ICMP Checking

lr Setup

*Loading Check?
*Check Interval
*Check Timeout
*Latency Threshold
*Fail Threshold
*Target 1

*Target 2

Emable
IGMP Enable?
WAM IP Alias?

Item

Setting

» Metwork Monitoring

#| Enabl

Configuration nabie

) DNS Query v

» Checking Method Query Interval |5 (seconds)
«| Enable

+ Loading Check Latency Threshold 3000 (ms})
Fail Thresheld |5 (Times)

» Target1 DNS1 v

» Target2 Mone v

Network Monitoring Configuration (%75 &%)

Start

“Check Loading

MNo

Enable?

alive checking
*FQDMN Query or

*ICMP Check

“Checking
Timeout"”?

Yes

Wait for

R EEEEREERER
"FQDN &&" - EEERERAR -
BIAR - DRSS RERB T OEEEN
"HEEET LMFEERE - RBHE

8f)" EESESRERFLERSE

wmEHE

Loading(t# &

“Check Interval”

A

Fail = Fail +1

Exception Handing
System Re-initial

,—E:A/—A—/ %

EOEREEE "REik"
TR0 - ARE
F1E" - RIEE

taibiEs - B

AR 1T
,.\HEQ§F$E?Q$EH?JE¥EE§(§D o

=M "ICMP *ﬁﬁ" Qi

- B)EJJ:
! Checking

@ "eEfER" '?/ﬁéﬁ:ﬂﬁé%ﬁ °

SET "EEERE K ORCDERBRR "TEE"
"R TR
BH ”S'EEQ" ETEARERER "KM
RIERF L BREHNY]



EWS50 17&n3&: LTE FE=s

i%E "Ethernet Common Configuration (Ei%4E R E)"

MTU

NAT

Network
Monitoring

(s EETE)

1 BERTE

2. Auto(0) BB E
3. FHREEHE

1200~1500

1 oJERTE

2. NAT FaREE

Ed)

R

MTU 5 E R XEE#HETT - BIEETHEBBERNEAERIEX
I\ o

SE® Auto (1B "0") ¥, BHEREEEREN MTU e EERARKE
#RMEE -

£ WAN ##4R_-FiA NAT (Network Address Translation 438l i
i) - BUBBEEZETEDIZER NAT -

= R ARTE B PR ThAERS, BB 23S £ A DNS &9 ICMP EHaE

B SEEEAA RS,

e  #1Z DNS Query (DNS &3) 5 ICMP Checking (ICMP &%)
DUtgRl WAN 3845 - 1838 DNS B3 - 2483538 DNS B & 3
BEFINEZE 1 MER 2 PIEENEERBEELR - 538 ICMP
BE - ZFEREAREE 1 MER 2 PIEENBEIZREZE ICMP B
SKERH BRI EELR -

e Loading Check(BTE&E)

B AR EREATEHSET WAN SEETE AR RRKKE
€19 DNS &85k ICMP :E3K - E& & 7 ML AR AVER R AR

e Check Interval(i&E/”IMR) £ &M {E DNS &85 ICMP & E
68 7 B B R -

e Check Timeout(##&Ei8l;) &S @ DNS &:/ICMP HIBRF
& e

e Latency Threshold ( ZEfFIFEIEI{E) EREIERENAZRHE -

e  Fail Threshold (5FARBA1E) f5E 23R WAN ER 4R AR 2%
BRI EIRERARAR RS - TERERDERAR 20 - 8 A S (EGRI R 4R 5
REE -

e Targetl B#Z 1(DNS1 B %% E) {5 E % 3% DNS &78/ICMP
ARNE—EERZ -

B DNS1:#FEDNSHERERZ -

B DNS2:#RXDNSRHERER -

B Gateway(FiE) S HABEERERER -

B Other Host(Efth %) A Z sk % B &89 IP Al -
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e Target2 (None BFastE) f6E %25 DNS &78/ICMP 355KH
E_EERZ -
None(#%): 22 Target2
DNS1:#* DNSRERERE -
DNS2: %X DNS RER B -
Gateway(Fi8): K EHAIFERESER -
B Other Host(E fth X #%): 8 A Z 5% BEH IP il -
RYFd WAN IP Alias (BI38), A% & A BRFS (L ER IR HAY IP Azt -

EEEE Y

WAN IP Alias (5l) ; ?E;;;i@% WAN IP Alias(5l#) Bz, WA HE _H WAN IP, DIER
LAN #9812 € WAN IP fizdlt -

Save (17 %F) (IR %) = #—F Save (IRF)LURERTE -

Undo GEF) GEFR) # #—TF Undo (ER)EUHRE -

Network ‘2)% Enable H1ELIRI B AR B R INAE -

Monitoring 1. oPERE

Configuration (& 2. \RRRREARE

EREE)
#1Z DNS Query (DNS &3f)) 3% ICMP Checking (ICMP &)1
A WAN 3845 - 7838 DNS &3] - 2483518 DNS S E R H 61345

- BR1IMER 2 PEENERRIBEER - B8 ICMP 8E - 2&#
Checking Method ; ;‘zéi\ls query EBHEIE 1 MEE 2 PIEENEERE ICMP HXER L OkiRS
s . FARR R e .
(BERZE) (DNS B38) EiR

Query Interval (E:fEFR) EZMIE DNS &85 ICMP @& &R E1 2
B B E .
Z)# Enable HER AR E@E TS HERTE WAN SR EAKR
&R [EIER DNS &E:85( ICMP 353K - 524 1 B LSRR ETARARES -
Loading Check (&8 1. OJERE
TRE) 2. FRRR B R A Latency Threshold ((EFRIFERIE) EXEIERBENAZRE -
Fail Threshold (kBIREE) fe E i3 H Al WAN ER 4R 1A RE 2 AT
RIZIRERARARNES - TEMERDERAR 2B - WA SERRETRIFEARE -

1. OBERRE Targetl specifies {5 EB1R 1 f5E &% DNS &5/ICMP BRI —
Target1 (B1R 1) L
2. Y= 5 DNS1 EERZ -
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Target 2 (B1R 2)

Save (&%) (IR %)
Undo (BR) (iEIF)

1. oJEERE
2. 838 5 None ()

7
P
7
P

DNS1 : #* DNS :#2EABZ -

DNS2 : &% DNS e EARBE -

Gateway(Fi8): K EHAIFERERER -

Other Host(ELft E#): i A Z 545 B 1580 IP it -

Target2 specifies 15 B1R 2 15E 3% DNS &5/ICMP :EKmWE
EEZ -
DNS1 : i E=DNS RERBE -

DNS2 : #x DNS & EH/BZE -

Gateway(B%E): K HAIRERERBR -

Other Host(EfthE4#): S A Z 7R B1Z/Y IP il
#%—"1 Save (IR%)LURZFRE

#— 1 Undo (ER)EUHRRTE
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Internet Connection (#8485 iE1E) — 3G/4G WAN

Configuration

WAN Type= >
3G/4G

3G/4G WAN Type
Configuration

L4 Setup

Configure
SIM-A/ SIM-B

L4 Setup

SIM-A/ SIM-B
APN Profile List

‘Ilnepeat Add/Edit

APN Profile-x

SIM-A/B APN
Profile Configuration

L4 Setup

3G/4G Connection
Common Configure

Sonnaatton Lixe = |nternet Connection Configuration ( WAN -2)
Item

Setting

» WAN Type

[3G/4G »

Item

= 3G/4G WAN Type Configuration

Setting

» Preferred SIM Card

SIM-A First » | Failback : (] Enable

= Connection with SIM-A Card
Item Setting
» Network Type Auto v

D Profile

Name APN

Item

= SIM-A APN Profile List L=

Account | Password | Authentication

Priority

= SIM-A APN Profile Configuration

Setting

Enable Actions

» Profile Name

|Profile-1 |

Item

=] 3G/4G Connection Common Configuration

Setting

+ Connection Control

| Auto-reconnect v

» Time Schedule (0) Always
» MTU 0 | (0is Auto)
» NAT #| Enable

B SIM £ - L7 Dual SIM Failover

HR 3G/4G MANRBERGR - —ERANITERANEHERERZII—E WAN & - ZREEBRRFR
AiaBHE (Failover)#hlpy—E% SIM F1R4EH - ©EHREDE SIM Failover BEETZHE - IETIBEEUE L)
RoJART)E ISP - & "€ SIM BEBE" 5, BRREEHSE, &5 "SIM-A First (SIM-A &5%)"
"SIM-B First (SIM-B &5%)" #0 "Failback (Bi&[EIE)" RAES, LUK "SIM-A Only (2R SIM-A)" #1
"SIM-B Only (££BR SIM-B)" -
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SIM-A / SIM-B first without enable Failback EZ& &[E]1€ SIM-A / SIM-B 8%

_Disconnected gy EFERR"SIM-A BT HRBRARERITEEN ISP £ETEREH -
((( ))) & "SIM-A 858" =% "SIM-B &5%" BIER N, MERSEREBEH
/& SIM-A £38F SIM-B FREBRFNAEE - WRER, BERSEEIRE

FERHEM SIM =1EAER, ~A2UI2RIERERKR SIM &, BRIEE AT

((( ))) : # SIM £t Er4E - B SIM-A #1 SIM-B ERZHEER, BEEA]
}.& hI ERIDAGER, U —REL B EEEmER -
*)A Connected

i"

ISP2 Not back to SIM-A

SIM-A / SIM-B first with Failback enable & #&[E1E SIM-A / SIM-B &%

Disconnected . SIM-A MAAELIEEIEE, "SIM-A BX" BERELRE, H
(®) ) & | L) BREBTRIER SIMB - # SIM-A REERE,
f&c Q 5 CEIEERIE R SIM £ -

ISPI Fail}ver _

() -y b b )
/A¢Connected " )
I1SP2

& 3G/4G WAN 3£E

2%~ Edit(4m¥8) %I - & HIR Internet Connection Configuration (AAREERE) 1 3G/4G
WAN Configuration (3G/4G WAN 7€) =@ - ABIPERA WAN-1 18 -

-

Item Setting
- AN Type
-

Item Setting
» Preferred SIM Card Failback : O Enable
» Auto Flight Mode O Enable
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3G/4G Connection Configuration (3G/4G E#RR7E)

IHE REE AR AR
WAN Type (WAN 1B TE T AIBE D, EiE 3G/4G WAN EZNERERTA - RB 3G/4G
i) 2. ¥R 3G/4G alF -

EEAREREN SIM & -
= SIM-A First (SIM-A {&5%) 3 SIM-B First (SIM-B {B5t) # 2%k,
FONEGZBER SIM A/SIM B 11/ - MRERKK - 25181
BEIEAM SIM £ - WEHBRES,  BIEEER -

. MR ZAE T 1& SIM-A only (f£BR SIM-A) 5% SIM-B only (£FR SIM-

1. WERTE 2 s e g o
Preferred SIM Card 2. 7858 1E SIM-A Ez ' %%H?Eﬁﬁﬁf%ﬁﬁﬁﬁz Slz —Ej%ﬁ 0 ;
(= SIM ) First &= 2) Failback(B#E[E1E)F - ERZFMRAERPIENE SIM K1

SRER - ZMABERTIERIE SIM F2IEE -
i1 #WREBERE SIM &Rt Em, 2B SIM-A Only EIRTIA -

3. 8R& R A Failback

%t 2 : Failback RE& 7 SIM-A First 1&g} SIM-B First # 2 3E 4 o]
-
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iRE SIM-A /SIM-B +
FUL, BOILMRBFIRENTE BN EHR EE -

« Connection with SIM-A Card '

Item Setting
» Network Type
» Dial-Up Profile (Manual-configuration |52
» APN ( )
1P Type
» PIN Code 6000 ) (Optional)
» Dial Number C ) (Optional)
» Account C ) (Optional)
» Password ( ) (Optional)
» Authentication
» IP Mode v
» Primary DNS ( ) (Optional)
» Secondary DNS ( ) (Optional)
» Roaming (O Enable

7f_1: SIM-B ~HIRREBEMN SIM-A ~HEEIHNHREA - EERKM SIM-A FIRIERBHIF -
#F 2: RA7E SIM-A First (SIM-A &5%) 2k SIM-B First(SIM-B {&5%)# 235, Connection with
SIM-A Card (R SIM-A £i&4%8) 1 Connection with SIM-B Card (F SIM-B Ei##5) A =&, TR
SEgEt—E -

Connection with SIM-A/-B Card (F3 SIM-A/-B &%)

IC]= sREE a AR

#E Auto(BEh) B BIREMAE, MAZEREBEE -
#E4Z 2G Only ({Z 2G) £51 2G #98 -

N #1Z 2G Prefer (2G B5%) t0RoIlL - B5eaEM 2G 4885 -
1 MERE

Network Type (488& . #4E 3G Only ({# 3G) {251 3G 48K -
) 2. FEEL#EEIE Auto (B . N
$ERY) ) #E1Z 3G Prefer (3G B%) IR - BFFEM 3G 4355 -

#1Z LTE Only (f£ LTE) 1251 LTE 4888 -

AR EEOBERAERME -

Dial-Up Profile (1 1. MWERTE 1B 3G/4G RARHERSRECR EERLEE - oJUE Manual-
BERTERE) 2. 78583 1E Manual-  configuration(F#1E&%E) - APN Profile List (APN ECE1EHIBE) 5
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APN

PIN code (PIN %)

Dial Number (355

BRTE),
Account (1R3E),

Password (Z15)

Authentication (%

A3
g

IP Mode (IP =)

configuration (FF&%

7E)

1. WEREE

2. FHEN BT

1. OERE

2. FEHBAET Y

1. &R E
2. FBEN BT

1 BEREE
2. TREREHE Auto (B
&)

1 BERTE
2. ¥Rse ¥+ Dynamic
IP (BHEEIP) -

Auto-detection(B &= l) -

#12 Manual-configuration(F&1:% 7€) o/# APN (Access Point
Name & A B2 %E) - Dial Number(35%555E) - Account (1RB)#]
Password(ZB) A E AN EEHRENASRA -

#1Z APN Profile List (APN BcBHERIBE), RZEREEREDIKE
Bt HIRUERKAL - REBEE—ERREA - ARFAEN - BE
%l Basic Network > WAN & Uplink > Internet Setup > SIM-A
APN Profile List -
EEEIEA O ERRR BB RFENFIARE - 7AZER SIM &
8 IMS| EAELE R E L EE P Bl AV RO SR AETELHY -

#F_1: s ZUEEEIE Manual (F&h)3k APN Profile List (APN ECE1E
BB IEERPRMAL - BRY ISP FEIR MBI BRERRE -

i 2: WR#EIZE Auto-detection(BENMEHR) - iSO pEZEER A IEME
RIS, SEEER ISP HEIBAI APN -

WAZRARNEIIERERN APN -

MR T EEE Manual-configuration(FENERE) (E AR EE T FAI
WREEILRE -

MRFEERGE SIM £, B8 A PIN (Personal Identification Numbe
EPNG AR

SR ISP 1Rt Y IELERRE, Bl A D ENBIRRE - IRSRAN RS -
AR ELEREETEETFHRTERER -

#84Z PAP (Password Authentication Protocol ZZi530 55 i ) M7 55 FH
IE 17 % B B A A AR F e E TR0 -

%12 CHAP (Challenge Handshake Authentication Protocol & &81E
FFA0RE hak) L 5 AR UG 177 i B &2 IE R RO AR F5 2R A T R0 RE ©

EIZ Auto(BENFS - RRR A LA PAP 2t CHAP mIfR#z3 &7 S
5aeE -

=34 Dynamic IP (158 IP)5 - EREZRARF S EDNEIRFE
HFRE IPECE W B ERERRE -
MRGCEHEEFHREHNGERAREN  TEFZECRE IPEE,
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Ao PUt])#2 % Static IP(FFRE IP)IET, WIEEFTRMFTBESE, W IP I
i~ FRBESAFRE -
FEE: IP Subnet Mask(FHIBIES)Z N ELTE ° e R ELE

T -
. 1. oJERE A IP i3 LA F DNS (Domain Name Server 4313 2 5 @A 2S)
Primary DNS (£ N . in U —— oy o 4
DNS) 2. F&84&3: IP Atk B - MRKIES, ARSI ES R -
(IPv4 #a7Y)
Secondary DNS (% 1. oJERE A IP L E g% DNS (Domain Name Server #31g, % 5 @ AR 22)
DNS) 2. F&84&3: IP Atk HE - MIRAKEE, FARBMUILASEDERSTRIEME -
(IPv4 #a7Y)
TEZEMRIIER - AIFEFMREREE  MARERAREF -
Roaming (i2i%) FRER AR D

AR MRBRRERED, ATBEEEEWNER -

ZI17/47#5 SIM-A / SIM-B APN Profile List (3% E#5/5 &

A AR BN INFTAY APN R EHE, EBUHILZA APN REENWASR - EZEEE Dial-Up
Profile (¥2555&2 E1E)7EA APN Profile List (APN R EEBE)SA o] -

J Add Delete

Profile

ID‘ Name ‘ APN ‘Accmlnt Actions

Priority ‘ Enable

Authentication

Password

ERAINMEIIFTA APN BREE, iEmERBRER
% APN Profile List (APN 52 E&EEE)FA A -

W

22T Add #2815, 15887~ APN Profile List (APN 32 & /E8E)EH -

i - B EREIZE Dial-Up Profile(SREREE)1E
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-
Item Setting

» Profile Mame Profile-1

r APN

¥ Account (Optional)

» Password — (Optional)

¥ Authentication Auto v

* Priority

» Profile # Enable
Profile Name (5% 1. Profile-x E¥&85% BAZ B EEE IR EE ST -
EIEBE) 2. FEEN EEXF
APN FEEN: ETEXFE EAZRNREIIELZN APN -

WAZRRBMNERENIRFEHE -

Account (iR PR ERXF
ccount (1RF) FHfEL ERXT #E1E 0 ~ 53 E=T

Password (Z218) FEEN EFEXF MAZRARBEHRENERE -
Authentication 1. WERTE BIE 3G/4G BN B MEBE R A -
B 2. JERRIEREE Auto(BEE)) sRTE{EHE Auto, PAP, CHAP, = None.

| pEn BABSENIER - ARER 15 16 - KB R/ NEKR X
. W= aEX
Priority (B5IER B -
rlority ( o sammwomw P
#EE 1~ 16.
AR BRI R -
B AR L e S R P S F L0 S 1 -

Profile (FRE1&) AR AL TR

Save (%) () &= % T Save ({R75) IMLURTZREME -
Undo GBR) GER) 7% T Undo (B 5015 BIBIE ErR 2 EE E—(EE -
Back (IZE)) = #—T Back (BE) 5155 - BESEEDE F—EEE -
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58E 3G/4G Connection Common Configuration (3G/4G Z#RiE/HRE)

UL, B ol LB 3G/4G WAN RYZE R

ltem

Setting

» Connection Control

Auto-reconnect

L

¥ Time Schedule

(0) Always

» MTU

0 {0 is Auto)

¥ IP Passthrough (Cellular

Enable Fixed MAC :

Bridge)

b NAT #| Enable

r IGMP Disable

» WAN IP Alias Enable [10.0.0.1

Connection Control
(GEZEEH)

Maximum Idle
Time (RAXBERMA)

Time Schedule (%
BR)

MTU

FERR #E1E Auto-
reconnect (EEIEH#
BER)

SEE =1 =2

1. OERE
2. TRERE@ A 600 #

dE=l—/

1. WERETE
2. TEEREEE (0) Always

1. MEREE

SE1E Auto-reconnect(HENEMER)E - EREEROUSAERE
B RBBREOKREARIFAEER -

MR AET Connect-on-demand (REERZ) - AIRTRRBEEERNZR
BERBERT BUIARER -

‘23 Connect Manually (FENER)S - ERENEIZ— T Connect
(ER) IR EEFENRIER - BEAFAEN - 583 Status > Basic

Network > WAN & Uplink B -

AR MR WAN MEEABEREAGE DS —E WAN N EREENE
(RZIN%) - RlEEEHI S mE WAN EEAOI R - BRAFNER
BERES "Auto-reconnec (BEIEHER)" -
EEEERRAEBREURERERNEABERERE -

#E1E: 300 ~ 86400.

EE: RA%E (Connect-on-demand EERFE4R) = Connect
Manually (FENER) SOEZELERIERH ER - B4 oA
#1E(0) Always =Rt WAN —BEHETT - REEMRIZETER - &
BHMEIR O HERE - ARFMAEN - 582 Object Definition >
Scheduling -

157 3G/4G #E4E8 MTU (Maximum Transmission Unit S A {5 &
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IP Pass-through
(Cellular Bridge)
IP BEiE (I2ER)

NAT

IGMP

WAN IP Alias

i

2. 7852 0 is filled-in

1. TR R &

2. B Fixed MAC &
=2X v

MAC fi ik, Ailan
00:50:18:aa:bb:cc

TRRR B

FERR #E1Z Disable (1=
F)

1. TR AR

2. IP fiit = #4E.
(IPv4 1&=)

Connection Control (ZZ1E1Z#)

'SP'[_’ LAM (D Disconnected
GO
(@ Re-connecting
Auto-reconnect

Gateway

7T)

£6E1E 512 ~ 1500, 0 BE &

#1Z Enable(BR)E®R, ERNIRER EERK WAN IP DEC4A5E—
B ARt LAN & Pl -

B2 - 29[ Fixed MAC(EE MAC) RIFZER - KRRBEA
IIE MAC i3ItRY %= Fiim 7 BEE1S WAN P izt -

ERE: B IP Pass-through (IP E3B) ER B RER: - NAT A1 WAN
IP Alias (BI®8) ATl - BEIZIEBREKER -

BUH 22 ELUE B NAT (Network Address Translation #3817 31E8&
+2) IhEE

1 Auto (BE) DIEXE) IGMP IHEE -

‘Z)¥E Enable (&) 7S1ELIEEE) IGMP Proxy (fCIE) -
HEEZAELIRIA WAN IP Alias (B%), SABESEHECRY IP ALl -

s EMEAEN WAN, IR ERE—SEEZNSH -

W

Auto-reconnect (BEIEFEE): —BHRF,
FEREEBEUARER, WEEZERE
EREMEE - - EZABRVEAENEEZEL
FE, DEERRESAREELR -

‘ Connection Control: Auto-reconnect (Always on)

&

ISP-DSLA

M (@ start Connecting

xDSL

Connect-on-demand : |
(D Request Coming

é Gateway

@ Disconnect when idle timeout?;

Connect-on-demand (BERFERE): T84t
Bl E3EE] WAN In 2R, BB AERGBEL
AEKiEREE - £ LAN F1 WAN ZEETIERER
Bgg, IREERBEISZABRERBNE,

0 L0004 HOL 1Ok

RICRIE =R TR WAN &
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ISP-D; @start cOnnectmg Gateway Manually (F&h): T2 MERETE PR "EE"

@. ............................ @ D AT, ULRE R R RRERTT WAN EH -

Y| @oisconnect when idle timeout ] #£ LAN 1 WAN ~RSi/T E & & @, 1

< Manually I EEBEEENEANBEBOE LRSS
[ 38 E -

w Network Monitoring Configuration

Item Setting
¥ Metwork Monitoring # Enable
Configuration
_ |DNS Query v |
» Checking Method Query Interval |5 (zeconds)
[« Enable
» Loading Check Latency Threshold 3000 {ms)
Fail Threshold (Times)
» Targeti DNS1 v
) Target2
Network Monitoring Configuration (A8 Bz 125 E)
EH SBE(E jﬂ&44444444444444444444444J
Network ‘2)3E Enable S 1ERIRIE) A8 B (R IRE
Monitoring 1. oERE
Configuration (#i8 2. FE B ARTE
ERERE)

#1Z DNS Query (DNS &:f) 5 ICMP Checking (ICMP & &) 1%
Bl WAN 2245 - 7838 DNS B3 - 2413558 DNS &85 R 853
BEE 1AER 2 PIEENERKIEEELR - 28 ICMP & - 2%

Checking Method =" 2 rie EBHEE 1 MEME 2 PIEENEERE ICMP EXERH OFiRE
2. Y852 % DNS Query

BEHE R -

( ) (DNS &)

Query Interval (EEMR) €& mfE DNS &2k ICMP @E&ERE 7
R E & E .
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Loading Check (&
R E)

Target1 (B1R 1)

Target 2 (B1R 2)

Save (f77F) (IR7%)
Undo (ER) (G&[F)

1 BB
2. EREA D

1. oJEREE
2. 858 & None (f£)

pa—

pa—

7)¥% Enable SIERIAREIREDFFIEMALRE WAN R HAKBR
B R[E1E /Y DNS BRI ICMP 553K - 2% 1 B LESARRAVERARARRE -

Latency Threshold ((EfRESEIRE) EXCERENAZERE -

Fail Threshold (M EI{E) fE EEIE =SB A WAN ER4R AR RS 2 AItR
RIZIREARARES - TERERENR 2R - WA SERAE R ESEIE -
Targetl specifies f5EB1R 1 15E 3% DNS &5/ICMP :BFKmWE—
EEE -

DNS1 : #&*= DNS RERBRZ -

DNS2 : #%Z DNS s EAEE -
Gateway(#iE): HEARFERERBERZR -
Other Host(E fth £ #): i AZ 5% B1E89 IP il -

Target2 specifies faE B1R 2 157 7% DNS &58/ICMP 5K
BEZ -

DNS1 : #*= DNSHERBRZ -

DNS2 : X DNS RERBRZ -

Gateway(#iE): HEAFEERERBERZR -

Other Host(E fth E#%): @ A Z 545 B1289 1P it

#—"F Save (IRTF) LURTFRRE °

#—"F Undo (ER)EUHRE
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afl LTE EE=s

213 BEFE

Load Balance

Enable

Load
Balance

Yes
Select one

Load Balance
Strategy

Smart
Weight

User
Policy

User
Policy List

2A%
= F WAN R H &I EAL WAN RUIER -

B FEHRE

B=fEaENRE VAR

@ WAN TE - 1B —

“By Smart Weight (It G EZ#E)” -

Item Setting
+ Load Balance # Enable
¢ Load Balance Strategy By Specific Weight ¥ |
By Smart Weight
By Specific Weight
- By User Policy
WAN ID Weight ‘ Action
WAN -1 a6 a — fb
WAN - 2 13 % Edit
- | Add || Delete |
ID | Source IP Address Dtx:;mll":: P | Destination Port |'::ﬁ:c‘__ Enable ‘ Actions
Item ‘ Setting
T

& WAN EZRrEEAEUSEEARRBREENEERE - RIo

“By Specific We/'ght (e PE 75

"'*fé’E) ” #1 "By User Policy (; /ZF,.../@/EEJ;?E,E/) 7 o IRIBEAZKIIRREZERE CEATEL NN
e |nma| . By Smart We|ght (ﬁ(““gii*gi)
WAN-1: WAN-2 = [Line speed 1): (Line speed 2)
Next time period, dynamic adjust: QD % = 7‘5/\\ " 1{- |/3\7,\:,{ %ED % *E E mo Eﬁ L %% H% ?}T{ }Eﬁ

WAN-1 : WAN-2 = Previous records of ratio
by Smart Weight algorithm

'ERNE EEEETEENRE WAN 7

e

m

—— RSB EER RSN R OBRLE -
T RBBE-BREEAEER 5 HEBEEELE
e WAN N EB#OENEO0EE  RHEER

T F—FEREBEE WAN NMTHEMNEESRPEE -
EEES0MUBEEAE —ERENT ERE AR
ERSREEzsPZE WAN T HEHRNESFHR

=G

Session Requests

\"@_

Load Balance: Enable
Load Balance Strategy: By Smart Weight

By Smart Welghg,.-

54



EWS50 17&n3&: LTE FE=s

Sessions always sent by ratio of
WAMN-1: WAN-2 = (67% : 33%) = m:n

- o m Mbps .

™ Subscribes ]
0 A 6
N T Iviops Administrator

Session Requests

Load Balance: Enable
Load Balance Strategy: By Specificweight

WAN-1: 67%

()

Gateway

(@)

Cellular1 -

\@ —;E\éi@m R
WAN-1:3G/4G

® Load Balance

[Load Balance]-[Configuration] E : :
Load Balance: Enable 192.168.123.x/24 9 | 192.168.102.x/24
Load Balance Strategy: By User Policy

[Load Balance]-[User Policy 1]
Source IP Address: 192,168.123.0/24

WAN Interface: WAN-1
Policy: Enable

" staff Network

[Load Balance]-[User Policy 2]

] WAN Interface: WAN-2
" | Policy: Enable

WAN-2:23% By Specific Weight

Cellular 2 (((‘&)Eﬁ:_::lﬂm E 1 EE

Source IP Address: 192.168.102.0/24 User Policy Based : Source IP/ _'i'l..'.‘.u'le't=

Google: -> WAN-1
Yahoo: -> WAN-2 (( i ))

@ | Cellular Jgg

~
Cellular 2 {(( ))) 7l
® Load Balance ‘;&WAN-Z: 3G/4G
[Load Balance]-[Configuration]

Load Balance: Enable

Load Balance Strategy: By User Policy
[Load Balance]-[User Policy 1]

Destination IP: (Domain Name)(www.google.com)

WAN Interface: WAN-1

Policy: Enable

[Load Balance]-[User Policy 2]

Google Access
1

Destination IP: (Domain Name){www.yahoo.com)
.| WAN Interface: WAN-2
*. | Policy: Enable

User Policy Based :

Destination IP / Domain Name’

By Specific Weight ({kER$5EH#EE)

SEE "KKBEEEE" K LFERE

| WAN-1 / WAN-2 ftb SR I 0 B

. @LLAIES 100% - SHELEBEEERIEBE
B WAN EERES - MBS0 RELE
EFSRIEFSE WAN NE LWSMRSthE
FTRRERIBIE -

By User Policy (fk52 BT #R8l)

MREE "KBAPKE" afFeExRE - 8
oI EHGRE IP - BiZ IP = BiIZIRMERIEE
B WAN TE ° % IP it A —E 2 E—E IP;
toJEER FASE IP & - BIRIROgERE—
EIRBEE - YR —EmeEE—E
BEREE IP it - WiFHEHMEESR "any
(ER)" / "All (ZE6)" BRIEZ 9N - 83 T]
Mt ERES TCP ~ UDP M -

ERBERERERFBRIRAIMEE - $—

| EERBTESERE P TESRSLE

WAN 7TERREE - RKEAEFHEERIFRE
BRI ERKIEEREERN WAN NHE - S
SolDURBIERENFEIHE WAN NEZE
MEaH -

F_EERR 7R EAEE BRI IP SiEmEH
ERFERBBEISE WAN MTEHNS —ERE
- MRFEATEHFEERNRR - BIFRE

SRRIRBEERERA(smart weight) ¥ E LL3I GLETIRAEE -
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REBEHFE

#2 3 Basic Network > WAN & Uplink > Load Balance EH

BHTEINEAREEZE WAN BR ZENEREFE - 2EF "By Smart Weight ((kKIBEZ#EE)"
/- 2 RERANEEREIERZEHEFEIFFE - (BE - SFEE "By Specific Weight (k58
IBEME)" 5 - BEEM "Weight Definition (JEEER)" RESER A TERFIA WAN TE ZE
BEPEENERNBRELLLER - K& - B#E "By User Policy (kBB FERAIER)" B - "User Policy
List (HPRIBERIIR) BERFAEEERZAPHERMARA - IH "User Policy Configuration (P
KIBERE) SENOHATREUYTER —REREEREARABAREASE—E WAN MHEIBBEZX

REFEER -

BE/EER T ERE

Item Setting
¥ Load Balance Enable
* Load Balance Strategy By Smart Weight
Load ‘73 Enable BRI & & F &
Balance (&  FERKWE
1)
BB H AR
By Smart Weight ((kIREE#E). 2 ENRARNEEREEE LB
Load 1. BESBFE BRIFR ST EINEE.
Balance 2. By Smart Weight 7822 By Specific Weight ((kIRIEEHEE). 2 AT ENRIEENEE WAN HEE
Strategy EiE FBEEFTA WAN hEEFEERAIEEER ©
By User Policy (kBB FHF BRI Al): 28 RIBEREERNARA, BE
B89 WAN N ESEREE.
S =
ave %) o 1T Save (1R%) BHAREREME -
(XA
Undo (iE[R) #& #%F Undo GER) Rt ER L —EREE.
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(ER)
=#E1# By Specific Weight (IKIRIEEEE)R - BFERAE WAN REREBEDLE - 2GS RESE

WAN RYE R EERIBHAAE - W Save (IRTF) (IRTF) IR M BB RIREEZIE -

# Weight Definition

WAN 1D Weight Action
WAN - 1 %
WAN -2 %
ight Definition (lEEE &)
WAN ID fm & o] - WAN NTE R E RIS
i AS{E WAN N HERREELLEX -
. 1. WERTE W95 FERLIET PR EEE WAN RUSEELEER -
Weight (# e e
- 2. FBRERR EEE WAN 1Y FE 1 ~ 99.
SAELEER -
R BEMARAEEAR 100% °
Save (1R7F)
7 S 171N hﬁﬂjf\ 71N En'_‘_‘ E
(2% T Save (fR %) ZELURTERE EY
Undo (&R
(é,;( ) T Undo (ER) 251LUEE L —EReE

= #1Z By User Policy (kBB B XKRER) 5 - /& 13I8 User Policy List (AERIZSIFR) =M - FIEMER
BRRIEREA - 2R RBELRREBEAHC AN WAN NTERE

B APXREE
DN Ada | Delete |
1D Source IP Address Deitijr:jartégg IP Destination Port In'::ff:ce Enable Actions

1%~ Add (1E10)#%Eh - #&HIR User Policy Configuration (AERISELE) EE
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= User Policy Configuration

ltem Setting
¥ Source IP Address Any
» Destination IP Address | Any v |
¢ Destination Port Al v
* Protocol
» WAN Interface
+ Policy [| Enable

User Policy Configuration (FAERISECE)

== el

Source IP
Address
(3RIR 1P fizit)

1 LWERE
27885 Any (BEE)

BINEEE:

Any (FEE): RIZHIFEMRIR IP - BEIBERBEARIE -
Subnet (F415): I5EBE2RIRH subnet - B AEICA: xxx/xx, {1
192.168.123.0/24.

IP Range (IP & &): {5 EBERIEFEN IP £ E

Single IP (B2—{& IP) : 15 & B ERIRE—RY IP It - AR A:
XXX XXX XXX XXX B3 192.168.123.101.

Destination
IP Address
(BZ IP fizilt)

1. MERE

2385255 Any (BB=)

BhiEEE

Any (BEE): AR ENBRZR IP - BE0IsEE @I EZ -
Subnet (F415): {5 WS B ZER subnet - BIARBI 2 xxx/xx, 1
192.168.123.0/24.

IP Range (IP & E)): {5 EBEEEW IP £E

Single IP (B2—{& IP) : faE:BEB1EME—H IP 73l - MAES:
XXX XXX XXX XXX B0 192.168.123.101.

Domain Name (4833 2 18): 15 @ E B EMNATEE -

Destination 1. WERE
Port (EI1Z18) 238355 All (2&h)

BIiEEE

All (Z8) : B BRHEFENEZRE -

Port Range (R&E): {5 EBEH B FREE

Single Port(BE—{EIR) : 5 E#MlE—WEFIR

Well-known Application(EAERAER): £ MOEEEZEMERNEH
ERERXNRBE °
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Protocol (B
1RIR)

WAN
Interface
(WAN 77H)
Policy (5RHg)
Save ({7 %F)
(R%F)

Undo (GER)
(EF)

1 WERTE

2. ¥85% Both (&)

1 BERTE

2. BE R WAN-1

FRRR AR 2

B={E#I5 - 8= Both  TCP #1 UDP -

EEERBEBEN H -
B X%, WAN 7T M s R R A WAN 7T -

)3 Enable HEX B REZRAY

%T Save (IR7F) IRELUREFREE

% Undo (BIR) 2o i Bl €A ERE _E—ERE.
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2.2 LAN & VLAN

REETAALANFIVLANRIEL E - R8RSR EZ G B VLANIIEE

2.2.1 @E4 LAN
B 1348 Local Area Network(LAN) ] IR ER R MM EM ZBE D ZER XM - NERA B
BN B BB AN AEES -

x05L and/or

4G Cellular EthernetLAN

1ZIBLA T 52 ARRE E IPVALI K AILAN -

Item Setting
» LAN IP Address [192.168.123.254
* Subnet Mask | 2552552550 (/24) v |

Configuration (&%)
REE
8 AR B 1P ALkt
AN (SRR TR MBS N EREF LR IB R0 LAN IP (THHE R S TR R A0S 1R
addross (g - VERE B BNHEHETEY,
2. 7858 192.168.123.254
% IP firkl)
SER: 221142 web UIHEE/VE) 9 1P (0t - MREX > EEE G N EED
BAETH IP (HHY EA web Ul
Subnet ; fs%zifzss ooy ETRRECERMENET AR
Mask (FIBHE ooi e FRRES Rt — EEES FEP RN ERNE - BN TERES
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EE) % 255.255.255.0(/24), ERTNE L FAP 2F & A 254 fE IP it - BZ,
Hop—E#%ZEER LAN IP b5 A, EIE LAN @B P &2 5AE 253
(EE=Y=
£E/E1&: 255.0.0.0 (/8) ~ 255.255.255.252 (/30).

Save (I7%F) & #F Save (f/7F) LEMLURZRREE

Undo (iBR) #& % Undo (BR) REIMVER E—EREE.

#B1I/4mE5Z89) IP (Create / Edit Additional IP)
IbRE R LAN IP BB THEE - ARBEHREIENEE - oG IEREEeEHIE LAN IP - 1735 @5 IE
IP EAltEBERE -

S Add ] Delete |

1D Name Interface IP Address Subnet Mask Enable Action

2%~ Add (1E/0)1%#h - #&HIR Additional IP Configuration (R85h IP 58 %E) =

# Additional IP Configuration

ltem Setting

¥ Mame | |

b Interface

» IP Address | |
» Subnet Mask | 255 255 2550 (/24) v |

» Enable a

Configuration (&%)

Name (&%) 1. oJEXRE BHARIZ IP AIR2TE -
Interface (% 1. pEHFE S
E) 2 lois set %EEQ ?ElIE) | E%Ei E_[EH:,ZE lo EZ brO.
1. o3ERTE
IP Address . .
P ikt 2. 78RR AR EIEM P it
( ) 192.168.123.254
Subnet L BRAE T RS R T RS

2.255.255.255.0 (/24) is
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Mask (F#433&
BE)

Save (1R 7F)

set ¥8&%

FRBESEERTE—AMEBEN FRAPLAFNERHHE - MR FHEBES

%% 255.255.255.0(/24), BFRTNEM FHEP FFERA 254 @ 1P fizilk - B2

Hoh—{@# 28R LAN IP Uit ia A, EIE LAN BB P&EZ A 253
(EEYIT

£p/81E: 255.0.0.0 (/8) ~ 255.255.255.255 (/32)

N Save (fRf7) ZERLUREFREE

1
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2.2.2 VLAN
VLAN(Virtual E#E LAN) 22l s Resae s FAVEERE - BRREARE VLAN ID WEFIRE
WM - ZREERISZIE Port-based 1B E R VLAN F Tag-based ZREE A VLAN - SLEINEEDET
AR B D HARM "virtual LANs EREEA" - E%—%E’%ﬁﬁfi%ﬁ@ﬁ%%ﬁ? - Bl SMB
hEZEEF] - E—EFIPRIPAE R Pln TR EEEA R ENE AERM QoS Bl - MoJLUABER
B89 VLAN SR EE A0 VLAN B2 EEFI D o A—EHR - AR IKBERE ﬁEQEE c ERELEERT
ISP OIREZ KIS R X IR R LLAR AV AR F5 (40 IPTV)AY “VLAN tags 1Z50”  BolRIE—EZREERDN
VLAN iR Z I ARERFIBRE D HE -

WREERRE—EERULHE LAN £ - AIRAEERR VIAN BREFEERKZETH -

> Port-based 18&E VLAN

IBEERY VLAN o DS LUK H8IR Port-1~Port-4 A Wi-Fi [EE#t## AR VAP-1~VAP-8 &£ E—iE#1T
HEEAE - SRERHRE - VoIP FEE(BRT - MERIERT - B) NAT Mg - dLIBRAREE
VLAN 24 - ol lI&—{E NAT VLAN 287 Ec—5 DHCP li#sss - UEZAHAERMEIERS IP (it -
B éI*%&%BTLXLLﬁ%&AEﬁ?L%ﬁE’\J NAT | Z A EREE - £ EREL N - ARERH
BREZEBTA VLAN REHA WAN RS AR AR RBHN LB HEE -

VLAN Group 1

= T = Wireless Network
P -,
. b
pe
N

WiFi

) )))

NAT

p—

4 wr Brldge'

Y ss-

Al

~ xDSL Modem

I Wireless Network

D@

{lnternet

VLAN Group 2
SBERMN VIAN R AW B AN REFERNVER AP LR—F48 - DUBAUEE LAN iR - IS
—fEBlF -
E—XnE - EEERET S 3 EMR . KB/Z&E - MRENERDL - ERGREESRT - 880
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MsEEA VLAN ID 3 FUAEE/EF#ZEE - VLAN ZEHBERHE NAT = 0A0 DHCP-3 BR#5 2577 Port-3
A VAP-8(SSID : Guest) - WAZEER VLAN ID 2 - VLAN EAHEFEECHE © NAT = DHCP-2 Ak
752809 Port-2 A1 VAP-1(SSID : Staff) - &% - EEE8EXE VLANID & 1 WER D LEE - VLAN

Pl

FHEHE WAN 7TE R NAT #2TURY Port-1 - 40 NEIFAVR -

Wireless Gateway ()

@ xDSL and/or
4G Cellular
Port-1 2 3

VLANID 1 % % VLANID 3

VID1: 3

DHCP Server: DHCP-1 ( )

VID2:

DHCP Server: DHCP-2 @ @ @

VID3: O O

DHCP Server: DHCP-3 @ Office Network  /

" VLANID2
VLANID2
P8R TEB 3 EUXHE LAN BRBEERN—RIBEN - IRBRERB—ELIKH LAN 8 - BIEE

RAE—ME VLAN B4 - £EEFER MR EREERRN VLAN 52 ER NAT B EER -

> Tag-based 1REE# VLAN

SEEMAY VLAN IHEE O LU LUK A8IR Port-1~Port-4 1 Wi-Fi [EE#E 3 A% VAP-1~VAP-8 247 A
@Y VLAN ZE S - DUBEFHEPEE - BIEEHRNERNAAR - IAERH R IUEFA
@Y VLAN 28 - SEERIR KSR ABVERM - RACMHEEARNEE - Z775RAE
IR UERNEH D ERIE—TIFEAIFEERH -

ZEEMRY VLAN 18875 VLAN Bh4€ - VLAN Trunk i¢EEH==RIWEBEB ARG VLAN ID FIEE RIS E -
Wi EMEZER AP - 125 VLAN PR VLAN BEEREURIKIE EEWRIR 2 AR VLAN ID B8 -
BIEE 0P A VLAN R KE VLAN ID #& VLAN RES B ABNEHR - UM —EHF -
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VLAN Group 1

= T = Wireless Network WiFi

— A -
Internet
*DSL Modem < ’w
WiFi -

Wireless Network

EHEERE /3 ERK  BERZE  gRENPLE - #%=2 VPN FESRT - EEES0LIRERH
VLAN ID 12 WA ZEIRIR - 2% VLAN ZE4EcE DHCP-3 fElikss A 17 192.168.12.x 48 - fthigfE A
VLAN ID 11 U EZZEEE - % VLAN Z#4FcH DHCP-2 @ik - ERNAEL 192.168.11.x F48 -
Ri2s - VLAN 11 2HPNEPGERBEIEARRER - &2 - tiEEREMERES VLAN ID
10 - % VLAN Z#Hfcfs DHCP-1 Afkas M #17 192.168.10.x 43 -

Gateway VID10 :

. DHCP Server : DHCP-1{192.168.10.x)
VID11 :

DSL and/or \D.-':-In(n::z server: DHCP-2({192.168.11.x)
4G Cellular )

DHCP Server: DHCP-3(192.168.12.x)
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>VLAN Z4HE A#ZH (VLAN Groups Access Control)
BB LIBFIA VLAN Z2AHEERFHEBE AR - tEQJLIERETML VLAN Z24HHB 585 -

VLAN ZEHMAEMAEIEE A (VLAN Group Internet Access)

EEEOLEE—E VLAN Z2HIREZ S LI ARERER - LN ~EREE VLANZH VID & 2
M3 O LIEABEAR - BVID B 1 WAFRPEEAEABBRRE - ER  ERENHENPRAELN
TEABOLIEABERR - BERLEZE - ERPOPHNER/EREFEEZEARRRERE - Bl
LDREREERIEEAEFER  EZBBLEBEETE

Wireless Gateway )

y  VIANID3

VLANID 2

VLANID 2
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VLAN FEZHEEH:

£ Port-Based Vlan RUIRECH - EE S olLIIEE—{E VLAN 2RI E EHA5030 AREE 5 —1{E
VLAN Z28ETEE - B2 —EEMEkY - —@ VLAN ZHE0DUNA S EBENRY - BEMEkELE
BIEM - tpi2en - MR AJDUE B &5 - WH B oJDIE CBfE - B ANKRATLIECEE -
HWERER 7 —EREE - VID1H 2/ VLAN Z4AC/DIGHEEA - BVID1H VID 3 ZEMUK
VID 2 #1 VID 3 ZE/ VLAN Z2HAREE

Wireless Gateway )

@ xDSL and/or
4G Cellular

VLANID 1

VLANID 2
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RE VLAN

#& % Basic Network > LAN & VLAN > VLAN EH
VLAN NEERFF S A A EI D B ARNEREINA @ BmclBEREESEEERH -

Item Setting
¥ VLAN Types Port-based *
VLAN Type  8&%#4Z Port-based EEZFEAN VLAN 83 -
() Port-based (REHE): BEHH VLAN 2 EREE LAN BRMMRA, 1

BEoIER VLAN D #1732
Tag-based(IZHE ) ZEER 79 VLAN FEAN0 VLAN ID, I4 1t
VLAN ID Z##ZEm E 7 DHCP falAR#% - %l Tag-based VLAN List ({fREE
A9 VLAN BE)EH

Save (R%F) & 1#Z'N Save (777 RELURGFREE

IR VLAN - Z11/45% VLAN 788l
IBERN VLAN nFHEBEEERSE LAN 1B - FARRRRIBRAIAE LAN BRI E - MR ES DMZ
12 B EER DMZ R E - RAINWEKEIHEURR LAN BRHE -

- Add Delete
Name VLANID Tg]ii;l:.: g NAT /Bridge | Port Members LANIP Address Subnet Mask Joined WAN WANVID  |Enable |Actions
DMZ 4094 H MAT DMZ Part 192.168.6.254 2552552550 AR -1 0 Edit
LA Mative WLAMN ® MAT Detail 192.168.123.254 255.255.2585.0 AlNVANS 0 Edit

Apply | Inter YLAN Group Routing

21~ Add (1&/0) #25h - 15 L3R Port-based VLAN Configuration (8 &1# VLAN 2E) =@ - &1 3
#8573 Port-based VLAN Configuration (38&H# VLAN 52 7E), IP Fixed Mapping Rule List (IP & E 5%
#HEAIFIZ), A Inter VLAN Group Routing (VLAN B ZAH)(ZHEN) -

68



EWS50 17&n3&: LTE FE=s

Port-based VLAN - Configuration ((8&E## VLAN 5% 3E)

# Port-based VLAN Configuration

Item Setting
¥ Name VLAN-1 |
» VLAN ID L]
» VLAN Tagging
» NAT / Bridge

¥ Port Members

[J PORTZ [J PORT3 ] PORT4
[ VAP1 [ VAPZ2 [ VAP3 [ VAP4 [ VAPS [ VAPB [ VAPT [ VAPS

F WAN & WAN VID to Join

(Al WANs v | |None |

b LAN IP Address

1192 168.2 254 |

¥ Subnet Mask

| 2552552550 (/24) v |

» DHCP Server/Relay

Server ¥

¥ DHCP Server Name

Starting Address: |192.168.2.100 |

P Pl Ending Address: 192 168.2 200 |
b Lease Time 86400 seconds

» Domain Name | | (Optional)

» Primary DNS | | (Optional)

b Secondary DNS | | (Optional)

F Primary WINS | | (Optional)

¥ Secondary WINS | | (Optional)

» Gateway | | (Optional)

» Enable (0

Port-based VLAN Configuration (& VLAN

. LERE EZIRANETE - BERFERE, BIAEBY -
Name (&#8) .
2. FREER. CABREF
VLAN ID INERGTE E# VLAN ID #R55, #5E %S 1 ~ 4094 -
VLAN Y828 S Disable(Z2F). #H8| Enable B{A, 151812 VLAN ID # Port Members(3& % 5):8 ERY
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Tagging (1%
&C)

NAT /
Bridge

Port
Members(i&
54=))

WAN &
WAN VID to
Join (TOA)
LAN IP
Address (fiI
it

Subnet
Mask (F#85g
i)

DHCP Server
/Relay (fal g
22/ )

DHCP Server
IP Address
(fEl AR =28 IP fiI
it)

(Zft DHCP
thi#)

DHCP Server
Name (AR
2E\)

IP Pool

TRRRESE NAT.

FRRR AR 2.

FaAZEE4E All WANS.

YRR
#£.255.255.255.0(/24)

FERLEE Server.

ERA -

#0l Disable 2R, #51R1E Port Members(3BRKE) 8 EREIZIRA -
UL AIEEREE NAT 2 05¢ Bridge 181#E -

EEZRMEIRA PRI LAN 185 VAP -
AR IR EBREREIURN EmELE -

EELE(E WAN = All WAN 7o & ARRAER -
R MREE TIREES, RIFEEE WAN A VID -

2B IP A1k 48 R 2R AR DHCP fEfkzs, It IP At RS IP -

% DHCP AR B EFHIBES -

E# DHCP fafR&F$HA -

B 18488 Server fFMREE - Relay P4E7N Disable ZA.

chif: BiEch 45 VLAN Z24A/A DHCP f4ETHEE - IMRBZEEA DHCP
fEAARER IP {3k B -

fAARER: EiE=ERER %S VLAN ZHRA DHCP ERERINEE - MHERTE
DHCP fElfRz:E -

2R EEZRMZA VLAN 2419 DHCP EAR 83 IhEE.
NSEE D AEIRTVA) DHCP MRS - A1 —18 DHCP faBR=: IP fill, &
#B1% DHCP 5K h 425 kA) DHCP faAkss -

EF DHCP fAfRzzmy&2H -

EF IPhEEE -
% Starting Address #E3a1iI it Al Ending Address &SR i it 17 - MR%=
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Lease Time .
WEBRTE
(T #0BS) =
Domain
Name (4313}
F18)
Primary DNS  |Pv4 &5
Seconda
Yo pvatas
DNS
Primary .
IPv4 &%
WINS
Seconda
Y pva st
WINS
Gateway IPv4 181,
Enable FRER R D

Save (fR7%F) i
Undo (GER]) #&

54 - IIRFZEVLANZAHKNDHCPEIARES -
(IPEIER S RRIFIZR) & -

FHEEN, FUXF

Pinitsx DHCP afR=8:EK IP fuilt, /&1 P StAVEEE A D EC IP Ak - .
€ B E DHCP [EAR=:E R IP W EIHARE - PR AR S

86400 7 -

It DHCP SR =3p0AZ =75 -

515 0 ~ 31 B=7T -

LIt DHCP falARR#5A9=E DNS -

LIt DHCP falARR#5A9R DNS -

LIt DHCP falARR#289E WINS -

LIt DHCP fal AR #2AIR WINS -

LIt DHCP faliR=2RVFA%E -

7J# Enable (&) JELIEENERERA -

T Save (I7fF) REBLURTE

RREE -

%N Undo (BR) RiLUER E—EREE -

BT Ui —LEIPFRRIZAANZE] IP Fixed Mapping Rule List

MAC Address

Add

Delete

IP Address

Enable

Actions

Item

Setting

b MAC Address

¥ IP Address

» Enable

Save

Sz NAdd (3B0)iz i - 1% H3R Mapping Rule Configuration (SR AIZRE) EE

MAC
Address (fiI

% DHCP FikERZE DAY MAC (Tl B 1R -
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=\ LTE &g

11t)
# DHCP EIAReE A BCHY IP il -
IP Address .
(i) WERTE QD%EtEE@’fFﬂmqﬂiﬁ)\T MAC i iEA9E K, DHCP f@R=3 BIZZ It IP
it D E4ATE MAC It E Bis -
Enable (&) fERARZDE ‘7J# Enable (&) FHEDIZENEEMRA -
Save (fR77) & N Save (frf7) B LRFREE
IR BRERENEARRAGTEVIANEEZE ZRBApply(ER)ZMMUEREX -
" ey
Name VLANID Tghgiﬂu NAT / Briidge Port Members LAN IP Address Subnet Mask Joined WAN WAN VID Enable | Actions
OME 4094 A MAT D2 Poart 192168.6.254 255285 2550 WA - 1 0 Edit
LA Mative WLARN kS MAT .ﬂ. 182.168.123.254 255.2465.255.0 AllWANs i] .E.
WLAN-1 2 A MAT | Detail | 192168.2.254 255285 2550 AllWWANS 0 ﬂ
Select

| Apply | Inter WLARN Group Routing |
Flease Click Apply button to take effect.
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I2EH VLAN - VLAN 28 A (Port-Based VLAN-Inter VLAN Group Routing)

#5228 VLAN Group Routing (EHIEH) %, #&HIR VLAN Group Internet Access Definition
(VLAN ZHE A BBRMAEER) A Inter VLAN Group Routing (Z4AREH) =@ -

# VLAN Group Internet Access Definition

VLAN IDs Members Internet Access(WAN)

1 Port:23.4; VAP :123.456738 Allow

@ Inter VLAN Group Routing

VLAN IDs Members Action

Edit

Edit

Save | Back |

212 Edit (4REE) i - FHIRELEESH -
= VLAN Group Imternet Access Definition

VLAN IDs Members Internet Access(WAN)

@1 @ 2 Port: 234 VAP:123 45678 Aliow | Edit |
& |nter VLAN Group Routing

VLAN IDs Members Action

9.0

Inter VLAN Group Routing (VLAN Z B &)

RIEE
VLAN Group YRR AEAA AR, ER NG AE VLAN ID B EE A WAN /TH -
Internet o MR K A% VLAN ID, BIZR’R VLAN ID 5 E AT AR AL -

FERR A EE EHIE e . _ .
Access JFE:VLANID 1 k0] - EE LAN R978:8 VLAN ID - Efth VLAN ID
Definition BERBEIEA TR -
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(HEREEARE

%)
#—F VLAN ID 7 #ELIRIA VLAN & ATNRE -

Inter VLAN N N N =

Group L \ Fas¢ AR VLAN ID PR EREEEE A - FE&RZZIE 4 1% VLAN £

Routing (2 FAR KR DE HEABHA - - ‘

AR5 ) BN, MR 2E Y ID_1 M ID_2, RIZFR VLAN ID_1 IR E 0] IE A
VLAN ID_2 W98, RZINA -

Save ({7 7F) = #F Save (fR77) REALURGEREE

IEHER Tag-based VLAN - #217/45#5 VLAN #R8|

ZEEMN VLAN 258 HKIE VLAN ID ERESE LAN & - R AIEE/RFrA LAN BHFA VAP
MERE - NMREHRES DMZ 18 - Mt EEE DMZ RE - ZEHBRZTZIE 128 EZEHEEREN
VLAN #RH| £ -

- Add Delete
VLAN ID | Internet Port VAP DHCP Server Actions
Mative - Edit
2 3 4 1 2 3 4 5 G 7 a8 DHCP 1
VLAN Select

2%~ Add (1&/0)1%h - #& IR Tag-based VLAN Configuration (28 EH VLAN 52E) 2 H

Item Setting
¥ VLAN ID 0
* Internet Access # Enable
» Port 2 3 4
F VAP 1 2 3 4 5 6 7 8
» DHCF Server DHCP 1~

Save

VLAN ID NWEFRTE E2 VLAN ID 4R5%, #E % 6 ~ 4094 -
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Internet
Access (B A
#AER)

Port (1)

VAP

DHCP Server

Save (fR7F)

TRRR LT 1E.
TRRR AR 2%
FRRR AR 2

DHCP 1 TRz E4E.

##—1 Enable RIS 1ELET VLAN EHE PRI E S ARRAEE -

& LAN 1275 1E DUINA VLAN £4 -

) "VAP"7SHEIA VLAN £4 -
AR RAERGRER VAP BE -

71t VLAN 248/ 55 5323 DHCP @RS -

22 s4meE VLAN /9 DHCP falfkes, 552 & Basic Network > LAN &
VLAN > DHCP Server

BhE Save (fR17) RELURTFRE

SR BT Save (IR%)RilE, BHEE—T Apply (EH)RIEER:

=

18
X
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2.2.3 DHCP falfkzzs

» DHCP falAk g3

RIEs &S E 4 5 DHCP f@hkss - LUmEREAE VLAN 24/ DHCP BR(BRFMERN - B2
% VLAN 898l 7D) - $Ba%E% < LAN IP Azt RIS LAN T EAEE - ERR FHEESRER
"255.255.255.0" - BARERIEEIRY Web Ul _ERY DHCP @ AR==5IZR EH L85 (IP Pool) IP it E

& ".100" # ".200" -

VLAN3

DHCP Server 3

VLAN 1

DHCP Server 1

VLAN1 }
: 1% LI
m
0
I ~ [0}
:
p=}
[0}
:

{é@‘@} s

@ Office Network

242 "DHCP Server List (DHCP fElfR23%5)R)" B HEA "Add(FrIg)" #%ERBIC]7AINE % DHCP & hks:
R - S BHEEES{E DHCP ER:RYRRIHAY "Edit (4REE)" %= - DUREEERIERE - IEAh - MO DUEE
—{& DHCP BiR=3 1 ZEBEE "Select GERE)" HIERM "Delete (MIBR)" iZEHiGEMIPR -

76



EWS50 17&n3&: LTE FE=s

> Fixed Mapping (Bl E ML)

= BIREFER DHCP Client List (DHCP EF %)= T - AP olLURERE IP D AR EEF
I MAC i3l - SRETRSTFENIB NN E ARG AR A -

So00

PC-A: 00-12-34-AB-CD-0A i i 192.168.123.150

: : Fixed Mapping : :
PC-B _). :
PC—C 00-12-34-AB-CD-0C : : 10.10.133.181

----------------------------------

------------------------------------------------
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DHCP faikzsa €

## % Basic Network > LAN & VLAN > DHCP Server EH °

DHCP falfzz35&

¥21I/4%# DHCPServerMapping B3
£ DHCP Server EZ=#E Mapping rules - %% % 64 EARAIE - E#% T Fixed
Mapping #Z &5 - #1338 Mapping Rule List EH -

& 28 /o AT I

ERFFAPRZUMER(E DHCP E ik 5RHs -

A& (LAN) LR E RS IP A7t -

J | Add | | Delete || DHCP Client List |

g:rsxfr LAN IP Subnet Mask IP Pool Lease |[Domain |Primary | Secondary | Primary | Secondary Gatewav | Enable Actions
Name Address Time | Name DNS DNS WINS WINS Y

DHCP! 495 168.123.254|255.255.255.0| 192, 168.123.100-) 555, 0000| 0000 |0000| 0000 |0000]| @ [FE9t :

Z1% T Add (1E/0)3zeh - 15 EI% DHCP Server Configuration (DHCP EfR28:E) EH

-

ltem

Setting

¥ DHCP Server

Mame

DHCP 2

F LANM IP Address

192.168.2.254

¥ Subnet Mask 255.0.0.0 (/8) v

Starting Address:
" P Poot Ending Address:
b Lease Time 86400 seconds
r Domain Name (Optional)
¥ Primary DNS (Optional)
b Secondary DNS (Optional)
¥ Primary WINS (Optional)
» Secondary WINS (Optional)
» Gateway (Optional)
» Server Enable
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DHCP Server 1 &#&=, AT

Name 2. WERTE
LAN IP "
1. IPv4 &=L,
Address (i > BB
k)
Subnet 255.0.0.0 (/8) is set AL
.0.0. s set ¥E&
Mask ! *
1. IPv4 &=L,
IP Pool 2 WBRE
Lease Time 1. I F B
2. WERETE
Domain .
FHEBI., EHOIXF
Name
Primary DNS  |Pv4 #&=(
Seconda
Y pva st
DNS
Primary .
IPv4 &%
WINS
Secondary .
IPv4 &=
WINS
Gateway IPv4 185
Server FRER RO

Save (f7%F) it
Undo (BER) &
Back(iR[E]) i

% A DHCP fAfRzs 2 7% -

LIt DHCP 3 AR=8A9 LAN IP fizslt -

LIt DHCP fal AR #3890 F RIS IR S -

It DHCP EAR 2819 IP St - 7E AR U Sh s A RESA R LR HE AR 7 S 88 A RO 45
RAAR -

It DHCP fEl AR 28098 AR R -

#6218 300 ~ 604800 seconds.

It DHCP fE iR =2RVAE &
It DHCP falARR#2A9=E DNS -

IIt DHCP falAR#2AIR DNS -

It DHCP falARR#2AI=E WINS -

It DHCP fal AR #2AIR WINS -

It DHCP faliR22RVFA%E -

Z)¥% Enable (&) 771ELIELE) DHCP fEARSS

T Save (frf7) ELURFREE

#'F Undo (BIR) Ll I iS5 AR €A B ERE_E—(ERE.

% —1 Back(R@)#ZiH#E EM|RFREZ DHCP Eik=EERH -

¥211/#REE DHCP RR#5 23 IR g1 iR BB SR
FiEas 0T T DHCP Bz EERIEMHERAIIER - HZXH 64 ERRIE - 2T Fix
Mapping(g El7EM:ET) izt - 15 L3R Mapping Rule List(A5#HRIZIFR) =@ -

Add Delete

MAC Address

IP Address ‘ Enable ‘ Actions

79



EWS50 17&n3&: LTE FE=s

Z1% T Add (Fri8) %1 - & H3IR Mapping Rule Configuration (RLg#R 1

AR E) EE

-

Item

Setting

P MAC Address

b IP Address

r Rule

Enable

MAC
Address

IP Address

Rule
Save (fR7F)
Undo (iZF)

Back (3X[=])

1. MAC fiziit = & 483L.
2. WERTE

1. IPv4 1&=.

2. WERTE

AR

IEBRES AR RIRY MAC Ak -

UEBRESARRIRY IP A7k -

Z)% Enable (&) S5 EEEEEMRA -
T Save (fR77) IELURFREE

%N Undo (BR) LB R E—ERREE.

#Z—1 Back (R[a))#Zil1E, EMAFRE DHCP Fik=RERH -

#%1$3/18 % DHCP EF w53 (DHCP Server Option List)
=1~ DHCP Client List (DHCP & Fiws3R)#% i = 37 DHCP Client List =&

LAN Interface

Copy to Fixed Mapping

IP Address

Host Name

MAC Address

Remaining Lease Time

Actions

Ethernet

Dynamic /192.168.123.100

James-P45V

74:00:2B:62:8D:42

00:4%:07

Select

321 DHCP 251 - 3% T Copy to Fixed Mapping (EZIE 2B E) 128105 - DHCP 2511
IP RZ3EF] MAC {36 B 8YE R4S E DHCP IR EABEHRAIFIE -

B Eh/kARA DHCP Bk g8 &8

DHCP Server Options (DHCP falfR=23E1H) st E/osF A s E DHCP %18 66,72 5( 114 - #4E

Enable (B(F)#z ¢ LI ES &) DHCP 2IBINEE - DHCP k2815 1E 325 DHCPOFFER DHCPACK 39 E1f5 18

M EREIR -
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Option Meaning ‘ RFC ‘
66 TFTP server name [RFC 2132]
72 Default World Wide Web Server [RFC 2132]
114 URL [RFC 3679]
ltem Setting
» DHCP Server Options () Enable

#11/4m%8 DHCP @Ak 28 E£1H
RIERR RS IE 99 EEIRRE -

= DHCP Server Option List ¢ PR

1D Option Name DHCP Sever Select | Option Select Type Value Enable Actions

& DHCP Server Option Configuration .- m

Item Setting
Option Name |Option 1 |
DHCP Sever Select
Option Select |DHCP OPTION 66 v |
Type | Single IP Address ¥ |
Value |
Enable [ Enable

DHCP Server Option Configuration (DHCP fa iR 28 EIEE% )

Option

1 meiEs, EEAXE -
Name (218 = 7 %A DHCP ARREESE -
21) 2. WERTE.

DHCP Server FRATIA DHCP fElfRssmy EEZEUILEIBEAZ DHCP GRS -
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Select MHIEE -
(DHCP f{aEBk
AR 1E)
I RDEE PEZFEEIR - 0] LUEE Option 66 - Option 72 5 Option
. 144,

Option L pEg

. WOV R AE. H A .
Select (E18 = _ Option 66 A3t TFTP;
- 2. Y883 4E Option 66 °
EiE) Option 72 AR www;

Option 144 AR URL.
BEERHAARINEELA -

B— |P it
DHCP fElfzz8EZr0 ML 66 s
Type == 8o = FQDN

BE N _
72 IPiEEE, B " bR
114 E— URL
FEER:
1. IPv4 &= ‘ sE =
2. FQDN #53, & |p firkt IPv4 3t
IES .
Value 3. 1P 3% %= FQDN FODN 787
4. URL &= _ =
N 72 IPfiEEE, B " 9% IPv4A =, B ") 2
5. WEHTE
114 BE— URL URL &=,
Enable(E2&l) E:RAKA)E ‘) Enable (X&) HIEEENILRE -
Save (I87F) # B2 Save (1R7F) IEBLURTERRE »

Undo (GBR) # %N Undo (BR)#Zil, EERFRE, BRAEMEN -
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545 518

4.1 EiRBE(Bus)& t#E(Protocol)

% RS-232 8% RS-485 Al HERE IP EHNESA LAN - BB ARIBEEERIIER - B8
SLEBAIFE - oIS i A B g R S s PR AR s _ i S R5RR s - B TJpE= " Virtual
COM)" 1 " Modbus" -

M2M-loT

atewa (( )) _’E == :
6 /]IP-basedEtherm:;[t\ . iégw ,E

Communication (s Virtual COM
Host Computer |\ | % II‘— il

|
O Interface: O Flow Control: . J

- = i =RS-232/Rs-485 =None/RTS,CTS i |  ~ A;I o'd;,;s """
: 0 Baud Rate: / DTR, DSR : e SRS e
SCADA & HMI i 12007460800 [ Parity: I )
O Data Bits: = None / Even : FRTU/ IED Fl :
i =7/8 / odd f o Se— = El
Remote i e : - -
Access & Control D.Slt;u;Blts. : =y uil AT :
R R P SO Ve - g
IEC60870-5
4.1.1 BARRTE
EEASTIENGEEEINEE (WEE COM 2 Modbus) ZA] - B ELKTE Eie B ERIE -
EREESHAHFEHAEABEARINEZREREEXMNERERT, B IREL —EBER B EIEE

AR - SR EREEAMEA R GARBERERME -
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-_LrL.—‘ﬂiE-_Ln.—‘—.

A AE

A AE

#2 % Field Communication > Bus & Protocol > Port Configuration B H

£ " Port Configuration (8:87&)" BEET - FAIE
oMiEERIIESE - SFREERS " Virtual COM (E#E COM)" -
BRMURE - FIEURE -

AR

4NN

E)" RE

TEAS "RS-232" 5 "RS-485"

R -

"DTS/DSR" & "None (f)" DIK&RER -

A
RER

B—EmERE - £/ " Configuration (5

"Modbus"Z 1

MEFERIA "RTS/CTS”

=

Flow
Serial Port | Operation Mode Interface Baud Rate |Data Bits | Stop Bits Parity Action
Control
SPort-0 Disable v RS-232 » 9600 v g 1 Mone ¥ Mone ¥ Edit
Serial Port (F # BRESIEID -

Fl3E)
Operation
Mode (IZ{Et&
)

Interface (7%
1)}

Baud Rate (ff
x)

Data Bits
Stop Bits
Flow Control
(FRE )

Parity (FFB1X

FEER L E Disable (Z2/)

YR ERS-232

FRRRERE 19200

FRRR AR ES

R EL

¥4 78 ENone (f)

¥E828 78 ENone (f)

FAENEEFEREERIRME -
BRI HEBEZENREER - REBESENAR, dRANER TR
Virtual COM ~ Modbus, #1 IEC 60870-5. -

#1E RS-232 8 RS-485 B MTELUEREIEEHRMTERBHIE AR

-

AFIREREEZEESNEE -
RS-232: 1200/2400/4800/9600/19200/38400/57600/115200
RS-485 o UE FIE = RY 230400 A 460800 =R - HURNELE

RIE -
BEl T -
BElm2-

REMZE

#1$E None/RTS * CTS/DTS - DSR RS-232 #&# = th RS 15l -
KBRS IR SR -
#3Z None(f&) / Even(iB %) / Odd(ZE)/ AR FBRE -
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)

Action (17&h) B — TN Edit(4REE) R ERFED - BB EEAERRFANTERE
NWEE -

#HZ Save (fR7F) MELURZRRAEE -

#Z8 Undo (BIR) ZEIUEUEREE -

Save (IR 7%F) i
Undo ((ER)

E=)

4.1.2 Virtual COM (E#t COM)
FERBHPC /EH R —EEECOME - LU MBS TIRIERFFBNRIIRE - BEANEB
Internet(E 485417 BV BN 4855 SR ISR B IR RIOF IR - BHWEAZ ABEBEN -

Serial Listen Max Connection Connection ldle Alive Check
Operation Mode Trust Type Enable | Action
Port Port Connection Control Timeout Timeout
SPart-0 |TCF’ Client » | 4001 Allow All Alwayson v 0 (0-60)min 0 (0-60)min Edit
TCP Server
- UDP
RFC-2217 | | | |

E#t COM RREEE DT AP ER COM BHRAEESKIAE - UEYLIEREARIIER - AR
BRIRENEENFRIRENER - TCP ZEFI% ~ TCP @ARs: - UDP #1 RFC2217 23 - SLEBIEET
W NE PR -

TCP Client EF ImtET(

EEEEAERERERIERNIZEREHNEL
EAYATE F AV TCP ERH5 - "E#H COM”" IhaE

:TCP Client

M2M-loT )

) G
] J ateway

IP-based Ethernet

\

1

-

1

1

1

. . I
Communication ]

UConnection Control:

: OTo Remote Host: | : 1 On-demand
"P:140.116.82.98 | OConnection Idle Timeout:
" Port: 4001 . 5 min :

@) Gateway get Data received from Serial Device.
@) Establish a TCP Connection and Transmit Data to Remote Host.

@ Terminate this TCP Connection once Idle Timeout reached 5 mins.

FIRIEEA T ZES "TCP Client (TCP &P lH) ”
B EEH COM WELRZEHIZE "On-demand
RER)"  —HBRERUESKNFRIRBEIR
Bl #8517 TCP ER BRI FSERHE
FREREW  BEREETHRE  BExREEH
FH TCP BB ERERRE - UE
TCP BEAAI EHRVGELR -
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TCP Server {@iRZZIED

M2M-loT
Internet Gateway(( )

\
I
1
1
I
1
1
I
'

------- >
IP-based Ethernet @
. Communication !]. »
Host Device . | Serial Device
R
. O Trust Type :
EI HostIP: ! Gateway IP: i wspecificIPs:
! #140.116.82.98 140 113.71.125 140.116.82.98
B EI ListenPort: 4001 El Connection Idle Tlmeout
i ®*5min

) Gateway remain Listening and Host will Establish a TCP Connection with it.
) Host Send Data then Gateway Transmit it to the Serial Device.

€) Terminate this TCP Connection once Idle Timeout reached 5 mins.

UDP #1{

Data is Transferred between Remote Host and Serial Device Directly

Gateway IP:

U Remote Host:
i 140.113.71.125

*|P:140.116.82.98

: = Port: 4001 . OlListen Port : 4001
BEERERIIFIEE -

2EHEERERERAEIMREINFINERTE KK
BEER - HEWRKEL TCP ERUUIERSIR B
ERNERE - "Virtual COM" IhEERIRIFRETNE

&4 "TCP Server” - EEEENT - FERT
TCP/IP #4338 F1RHME—RY "IP : 1B" fuil - HEE%
X 1% 4 BRI ES - FHItZEF o] U B E—

BRI EWEER - ERERATHE - BER
TCPREN B RN ERBRFARE - & TCP Z
RE BN ERERAR -
MREIHERNFIREDRFEEEFTERRBER

1#33 ’ sUEﬁE
SUER “UDP"

2800 “Virtual COM" INBERIRETE
ELETE‘E—F UDP &H}T]

VERERNZaERZEEE  EEEAFEE
EhIES U=

=in T o LU BRIEREEZRZE UDP EREF
PtE - ER O LU BRIERIEFIIREEZI
UDP Eifll - FER&RZXIE 4 A /i KERKE
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RFC-2217 ##3(

Host

with RFC-2217
Virtual COM
driver installed

Internet|

IP-based Ethernet

I
I
|
|
|
|
Communication |

: 0 Host IP: ! GatewayIP: i UTrustType:
\ 1140.116.8208 .| 140.113.71.125 |} *SpecificIPs:140.116.82.98 |
frrmsmsssrssmssssened | 0 Listen Port 14001 i U Connectionldle Timeout:

: ‘i =5min 5

&) send data to each other directly viaa transparent connection established

) Terminate this Connection once Idle Timeout reached 5 mins.

RFC-2217 % 1 Telnet 2R EREH
COM RiEHEIR - 2278 RFC-2217 feg)i2
N EH O RS R ERIIRNERFIIR
MEIn IR E - MBERE A FIIE—1% -
SRR E LRNERFIIERUR - FE
1EREE Z BT BAREKRY IP A7t -

EO5#8 RFC-2217 B =77 Beg 2 V&l ol L
ZERETED - BREENZBRRERFIIER
Y IP SR RES R E % ERYEHEAH COM 18
(IP:Port) - EEHMFEIRE ZERIIBEE

ERoIZBREREEOFRIRERZER - RN olZBREREFIREREINER - HES

BEE 4 aHEBER -
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2 2E & 5t COM

E# COM REBEAFALIBESR COM BNREERIEE - AHBEEEAFIER - 98BE
BAERNFFIRHENZMA - TCP ZF - TCP AR - UDP A1 RFC2217 B3 - R ERRMAE
T -

H2FEHER COM INEE - BARRTEZIEERIIRRIRIFET - # A Field Communication > Bus
& Protocol > Port Configuration B - #iZEE# COM 1ERTRRBEIFHEI - WeMAERIERTE -
RE B L E Menu 5E25# Field Communication > Bus & Protocol >BEHEEMHE L5 Virtual
COM Tab ESEERERE COM RENFARE -

EX#) TCP Client 23

ROl RE RS E A TCP (Transmission Control Protocol E#Z1ZHiHE)EBl% © £ TCP B RIH1E
T BAERZEEER  RAESEEIE TCP GRS/ TCP B4R - EERENRTZEMREBERIEEN
R - SREF L EIARERENAR - WO DIEIA TCP RIAREE 2 EAR -

Serial Operation Listen Trust Max Connection Connection ldle Alive Check
Enable | Action
Port Mode Port Type Connection Control Timeout Timeout
SPort-0 TCP Client MNIA MNIA MNIA Always on MNIA MNIA ﬂ
Operation Mode  MWERE EIZETCP BEF .
(BRI
Connection F85% Always on (fR¥5  #1Z Always on {R77 TCP 4R - & HIEE On-Demand (fkEEFTK) &
Control GE#RIZH]) EXE) HEHFZEHSE TCP &4 - WHEZHEBRRERELR -
Connection Idle 1. FEERERE O A BB (78) -
Timeout (EHRZE 2. £E 0 £ 60 7. iR EB R ER TCP E4R -
FIBHT) HE7 Connection Control (GE&ZRIZEHI) I P EE 7 On-Demand (&
BEX)E - ZRBEZ A -
Alive Check 1 FEREE 0 WA EEREBRNREER - 1R TCP EF LB WSS R E/C] B

Timeout (HEEIE 2. E 0 £ 60 7. BBBUBRERE - BERLL
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EiEl)
Enable (£&h)
Save (IR 7%F)

TRRR AR 2%

i
Vi

Z)% Enable (BUR) S EIRERVRIER UM B BRI FIE -
T Save (frf7) RELURFREE

IBEEZE N8 (Data Packing) 2 &

Serial Port

Data Buffer Length

Delimiter Character 1 Delimiter Character 2 | Data Timeout Transmit

SPort-0

0

(0~1024y | [0

(Hex) 0 {Hex) 0
Enable Enable (0~1000ms)

Data Buffer
Length (E 4
BHERE)
Delimiter
Character 1
(7 BRFFSRFTT
1)

Delimiter
Character 2
(P BRFEFSRFTT
2)

Data Timeout
Transmit (E}
TS E)

Save (IR%F)

1. OJERE
2.385HE0

1. OJERE

2.785E0

1 TERE
2. FRRE 0

1. oJERE
2.78:EO0

BWARIENERNEEERE -
#EE1E : 0 ~ 1024.

‘Z)3E Enable(BYEB) S ERIEI D FRRT5R=FIT 1, ABEA T/NERILHE -
Z6/E1& : 0x00 ~ OxFF.

2)% Enable(RUR) S ERIEI D BRI SRF 7T 2, REBW A 7SEAI(CH -
#0818 : 0x00 ~ OxFF.

WABEFRIERNERBRER -
AR ER 0 - ZRAHBITINRE -
#6818 : 0 ~ 1000ms.

%' Save (fR17) REBLURZFRREE
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{5 EizlH TCP Server iR z3

Definition
1D To Remote Host Remote Port Serial Port Action
Enable
1 4001 SPort-0 | Edit |
2 4001 SPort-0 | Edit |
3 4001 SPort-0 | Edit |
4 4001 SPort-0 | Edit |
To Remote N TE 1% Edit (#R#8) 1= & A= lm TCP fEAR2:RY IP fizilksk FQDN LUE#EHI F 5!
Host (Bl £ Bifd o
%)
Remote Port 1. WERTE g A TCP 1B4R5E - E52=ln TCP A R=3AESIZIE -
(EIRIR) 2. ¥R RE 4001 EEE - 1 ~ 65535,
Serial Port (FF  FE&&&’E SPort-0 ER TCP ARz ERIEENFIIR - BERFIIBUERKGEEZE 4 @
5l38) TCP fEfR =g -
Definition FRER RO ‘Z)#E Enable (RYF) S 1ERIA] TCP fEIARRSERE -
Enable (E&RL
F)
Save ({7 %) g %N Save (R f7) L LIRGFREE

EX &) TCP Server falfRZZ1EX

13 & 28 s E 4 TCP(Transmission Control Protocol &%E32 517 E) E RS - TCP AR EFFH =N
TCP BEFm AR EEFLIBENFIEN - ZRENTHAFPIEEREN TCP EF M A A FIIE
RHBEZE BB IEHIFR S AZHIRZERIER - TCP ARBRZZIE 4 BRDEFREVCREZE TCP &
FlntIFRIIER -
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Serial | Operation | Listen | Trust Max Connection Connection Idle Alive Check
Enable | Action
Port Mode Port Type | Connection Control Timeout Timeout
SPort-0 | TCP Server | 4001 | Allow Al 1 NJA 0 0 Edit
Operation Mode  WMERTE #8432 TCP Server (TCP @iRz3)1E -
(B EHE()
Listen Port (8588  F8&% 4001 FAR TCP i3RI B IRIR -
) #BEFE 1 ~ 65535,
Trust Type (I51E% 7852 Allow Al E1Z Allow All(FEF 2 8F) oaH @ TCP ERIRELR - BRIGFEE
idl) Specific IP($%E IP)PRHIF L TCP B F s -
Max Connection 1. &K 4 f@&E4 2 E TCP FIRERMNER KRB - TR IZ3E 4 8 TCP FIRSER -
(RKER) 2.78m% 1 HEE: 1~ 4
Connection Idle FEsR1E 0 A BB (218) -
Timeout (ERZE B8 ZE B I EARE TCP 324R -
EFE ) HHE7E Connection Control (E&RIEH) BT EE Y On-Demand (i
BEK)E - ZRABEA A -
Alive Check FAE O BAEHIREBRISEEE - 1R TCP ER LB WEEE R B Al RS
Timeout (EENR BB ILBRRE - FEWAEL
BEiEl)
Enable (&) TR R BE ‘2)% Enable (RIF) S EIEENRIFEXRBBRNFIIE -
Save ({7 %) i BLE Save (RTF) LHLURTFREE

A% A TCP Server fallR2315%E TCP Client & Bl
MRCEZEE IP EAEENLERE - BIEHIR "Trusted IP Definition (B[E(E IP €&)" =H - %
Y TCP EfRgs 1 RFC-2217 & B -

fill[3
|l
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& Trusted IP Definition (for TCP Server & RFC-2217 operation mode)

D Host Serial Port Definition Enable Action
1
2 Edit
3 Edit
4 Edit
5 Edit
:
?
8 Edit

Host (E#) MWEBTE AR TCP EFIHAY IP At E6E -

Serial Port (F FERAKRDE AEZFHEIEEMERSIRNREA -

lig)

Definition AR KR DE ‘Z)¥E Enable(BI ) S 1ERL AR AN -

Enable (B&R

&f)

Save (fR%F) = BHEE Save (RF) HHMLURGREE

Undo (EF) = 252 Undo (GEIR) 12EUBUERE
E&&h UDP t£3

UDP (User Datagram Protocol)@]f&E UDPSocket 32TV 8E40 52 7 311 AR &8 Serial Server EHIE 518
Serial Port #1735 - UDP =N IBRHFEEHZNBEET - FLREAREREFIREZHE

Multicast ZRIZEFH - K274 -

® Operation Mode Definition for each Serial Port

FitERENIFEERERRBE RS -

Serial Operation Listen Trust Max Connection Connection ldle Alive Check
Enable | Action
Port Mode Port Type Connection Control Timeout Timeout
SPort-0 uppP 4001 NIA NIA MN/A M/A NIA Edit
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Enable UDP Mode Window (E%&) UDP #E {8 &)

=)= RIEE a5t AE

Operation MERTE #1Z UDP 183 -

Mode(iE{EE )

Listen Port (8582  ¥8&%{E 4001 #87~ UDP E4RABREZIR -

I8) #0/F1E: 1 ~ 65535

Enable (E5&h) FERR AR ) ‘73 Enable (X&) A EIEEAIEIEREARE HENFIIE -

Save (& 7F) i 22 Save ((Rf7) IRERLURTEREE

Undo (ER) i 62 Undo (BIR) #BBUHRR E

B xiEy UDP
Definition
1D Remote Host Remote Port Serial Port Action
Enable

1 4001 SPort-0
2 4001 SPort-0
3 4001 SPort-0
4 4001 SPort-0 Edit

Host (E1#) IR TE 17 Edit(#m88) 12 $H ol 8 A= 0R UDP E4&AY IP Uit E6E -

Remote Port  FE&%1E 4001 BAREIRL UDP a9 UDP 18 -

(EImig) #0E1E: 1~ 65535

Serial Port (FF T8 E SPort-0 EM UDP X HEEEZENFIER - BEFIIERREEZRE 4 @ UDP &R
BlliE) 7

Definition TR R AE ‘2)% Enable(RIR) S ERVAZARA -

Enable (E&R

)
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Save (fR77%F) i 2H2E8 Save (IRTF) ZEALURTFR EE
Undo (EER) i 262 Undo (BIR) 1R ABUHRR E

BX#) RFC-2217 Mode 1

RFC-2217 E% 1 Telnet EMEHERIER COM BIZEFIEIR - £ RFC-2217 1230 - =in £ L&
BNEE RN FIERRE  MBERIIRFIIE—K - ERUAMFIERE LRERFINRE -
HEIEE R BRI EHAY IP A -

Serial | Operation | Listen | Trust Max Connection Connection Idle Alive Check
Enable | Action
Port Mode Port Type | Connection Control Timeout Timeout
SPort-0 | RFC-2217 4001 | Allow Al N/A NIA 0 0 Edit
Operation Mode  MERE BE FC-2217 18K -
(B EHE()
Listen Port (8588 4001 is set F8&% FA7R FC-2217 iEMRHIEREEIR -
1g) #0/E1E : 1 ~ 65535.
Trust Type (51E% Allow All is set F85% Z1Z Allow All(seEF 2 8B) I B FlniEsR - BRIFERE Specific
2) IPHRE IP)IRFIFELE Pl
Connection Idle FEsR1E 0 A BB (D8) -
Timeout (E4RZE BBz BB R TCP 4R -
FIBHT) HE* Connection Control (B IZEH])HEAI T EE 7 On-Demand (&
BHEK)E - ZABRA A -
Alive Check FAE 0 BAEHREBRISEEE - 1R TCP EE AW EEEN R B ATl RS
Timeout (EENE BB ILBRRE - FEWAEL
BiE)
Enable (&) TR R AE ‘2)% Enable (RIA) BT ERBRIFR TR EI HERIF IR -
Save (&%) kS BLE Save (RTF) LHLURTFREE
Undo (ER) T #E Undo (EIR) 12 IBUERRE
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REEANEREH
MRMEERE IP EREEEE - AIHIR “Trusted IP Definition (CIfEHE IP ER)" EH - BLERTE
¥t TCP fa8lAk=23 A RFC-2217 B EB M -

« Trusted IP Definition (for TCP Server & RFC-2217 operation mode)

D Host Serial Port Definition Enable Action
1
2 Edit
3 Edit
4 Edit
:
;
?
8 Edit

RFC-2217 Clients for Access Window (3§ RFC-2217 EFIREARE)

IEH REE &R AR

Host (E#) WL TE WARTNEFIRN P AIEE -
Serial Port (FF  TERIAKRAE NEZAEEEMERIIENRR -
Bl1g)

Definition FRRE AR ZE ‘2)% Enable(RIR) S ERIFAZRAN -
Enable (E&R

)

Save (fR%F) IS BLE Save (RTF) LHLURGFREE
Undo (&IF) = 22 Undo (B/R) 12 EUERR E
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.1.3 Modbus

Modbus £15 FBRFHEELIBE Y — - TIEBHHY RS-232/422/485 B ERE I 0@ 0
f - 2 T#%4E - 0 PLC - DCS - HMI - BERMEBHELERA Modbus FHElEBBEEE - ZF

REUANTEZRBEZENELSBE

BZE - AEEMRN Modbus BERRIGHFIIERHE AR - & ¥ 5/ Modbus 4 - ¥t G2
(B —(Elzk 2 ez & RS-232 #1 RS-485 BE/TERF518) o] LI#E Modbus TCP(Ethernet)

Modbus RTU / ASClI(Serial) i€ 2 B B E)1 & St ETHER - REFREE

Eer - MBRINVEFL LI -

FERY PLC 538 RS-485 &l

Operation Flow
Serial Port Interface | Baud Rate | Data Bits | Stop Bits Parity Action
Mode Control
SPor-0 Modbus R&-485 115200 a None MNane | Edit
IR . & Modbus &REERIFYEA Modbus BEZRE—FIIER - EL Modbus BREN AR

FREE#HERENEEHEEIEEMEE Baud Rate 2 ER Modbus RTU 2 Modbus ASCI) -

Modbus &z FER 6

Field Network

_—_———————

1)

i Senigr,ID=2

Multil/0, D=1

A

~ EE
SCADA ™~ <
Modbus/TCP Master ! PLC,ID=3
Remote @I U
Control Center l..__'__l___‘
Modbus/RTU
SLAVE Devices

(I} Modbus/TCP Master send the acquisition

message to Modbus Gateway Meodbus Serial Definition
(2} Modbus Gateway transmit the query QO Serial Mode :
message to Modbus/RTU Slave via serial = Slave
interface OLlisten Port:
(3} Slave Device reply the response message =502
to Modbus Gateway O Serial Protocol :
(@) Modbus Gateway transmit the response =RTU
message to Modbus/TCP Master

) Modbus TCP Master (SCADA 1R 28) 1748
& - PMBEAREHL Modbus =& E&kt -

Modbus TCP Master i&3K loT Gateway Bz 5
#8 Internet access ZEHIELEEE Modbus & R
Bl - BlUNE R ERE S S 8k 88 Register/ERIEL -
loT FEEMHMAEREEREERS -

EiSTERE ~ - Modbus TCPMaster [@)E1E
Modbus FE28r0% % Modbus / RTUSlave &
AR BN B TR i< - Modbus BEzs #1748
FRIE S K 4EREZE % Modbus / TCPMaster -
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Modbus Slave(Modbus TCP Slave) Scenario

Control Network

SCADA
Modbus/TCP
Master

Remote or Local
Control Center

HMI
Modbus/RTU
Master

Register Address

- ]

Modbus Gateway O Device Slave Mode :

U Device Slave ID :

bR 7 EB Modbus BEzE 9% - B —ERNEN
Modbus Slave #I1& - HR#Z 8 Modbus protocol
mizlm Modbus Master Itz & iA25 - W Cellular
#0 DI/DO A% - YA Slave #I8% - Modbus TCP
Master o] A[a loT & 288l Modbus TCP / RTU
Slave (EW50)z2 fBia K EaflEk 38X iEhlan < - #)Hk
HEE RN THEERIEZE Modbus TCP Master -
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Modbus & 3E

# % Field Communication > Bus & Protocol > Modbus EH °

FAETIPI#E Modbus %€ & H H 5 FE25:8 E1ES Modbus BB IT - WA EELAIEIGAAEN
Modbus TCP & EFEAR T B 23 F5IEM Modbus RTU / ASCII 3816 ZEETEA - —B5%E/m 7 AZE
B H) Modbus F&TE - BTEIRER EE H P #E1E Modbus IRIEET -

ABERIIEERE Modbus Gateway FEINEE

Serial Port Gateway Mode Device Slave Mode Listen Port Serial Protocol | Enable Action
: Slave Mode e m
» SPort-0 Disable Disable 502 RTU Edit

Serial Port (53] & BRI ERNFSIRIEHEE - fl SPort-0 -
18) FIRNEERALEME -
Gateway Mode ~ HR&ZEE Disable (R 5 Modbus R #sts2F3IE -
(REERR) ) o[z E 5 Disable (2H), Serial as Slave (Bgft %)=} Serial as Master
() -
—EFRFR O DIELSR E—E Modbus FEIARES, - SiE98EE — AN EREH
B
Disable (2R): ZFFTEF5ER Modbus FEEKE -
Serial as Slave (&t FF5l): ERELRNVFEIEREZEZE Modbus BEHEERE
s -
Serial as Master (E#EF5): EFTERIFSRERE—E Modbus X2 1HE
.
FRE AR Z)#E Enable(BYF)EZIRE) Modbus BEILINAE - WEIAZEHIAITEE ID
Device Slave EINEETLUER Modbus BB E - W B o] LUAMEKRE SCADA E3E2% 4%
Mode (& BEE #fE# Modbus IHBEIEETEA -
=) TERPIHTZEN Modbus @8% -« -
FEEE: 1~ 247.
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Listen Port (B552

18])

1. ¥852 502
2. #[E 1 2 65535

EEBERRRES - OIRBEERBENZEZNFINE - IRER 7 EE
= RIARERTE -
#E1E: 1 ~ 65535.

AR BEEFIENER - REARNFIIRREE -

Serial Protocol TR E RTU BEEMBERNEERBIRANEIHE.
(AR E) oJgE=& RTU 5§ ASCII.
Enable (X&) i FNEEN Modbus HERBZER - ZRIFAZZE Modbus 1%, &
%l #d Field Communication > Bus & Protocol > Port Configuration B
H, Wi RIFEIRE R Modbus -
REFERE

= Gateway Mode Configuration for 5Port-0

ltem Setting
» Response Timeout |1DDI’J ‘ ms (1~65535)
» Timeout Retries |'D ‘ times (0~5)
» 0Bh Exception (] Enable
¥ Tx Delay [l Enable
» TCP Connection Idle Time |3EID ‘ sec (1~65535)
¥ Maximum TCP Connections |1 ‘ connections (1~4)
» TCP Keep-alive [*] Enable
b Modbus Master IP Access
» Message Buffering [*] Enable

Gateway Mode Configuration for SPort-n (SPort-n HIREE R E

IC]= REE at AR

Response AR E 1000 ms TR TR R I ARRNEERE -

Timeout (BB MRBREEEREARDE - ABEREH -

) EEAR BRI T RS RIBIRIEN - B EERB R
KBRS AR BEH. AP 1 ~ 65535.

Timeout Retries  FR(E 0 MR ERBALBE LR, - AREE SRR BREEERPIE

(HBIFEHRE) K - IRBEEHRER null (8% 0) - AIFERSEEEZEK - MRI5
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=\ LTE &g

0Bh Exception
(OBh £%)

Tx Delay (Tx #E
i)

RRARDE

RRARDE

EIELSMIE - BE
ERENRE -

EEREEFRKFREETED  REBEAREFK

—BE3HA%  FEROoEEEREEE—IFERNR - B2  RFE

7 "0Bh Exception (0Bh £%)" 51& (R FM3l) - & %5 —1& OBh +/33&

URBERAR -

#0E1E: 0~ 5.

‘Z)%E Enable(BYFB) S 1ECIRLA - FE#% 0Bh EE LHEHE 5% Modbus
FHOB RN R BT BRERAREE -

2)3% Enable(BUR) S ETI LI BN E R B8 Z IRV R 3858 T —
A -

RUA o SRR, BEREER K ZEMEA tx IEE -
HBEE R 8 B th PR SE SRRt MRV R USRI -
RIESREEEFKZEBA—E Tx IEE - ZIEER TR E e RE
R EARA B FIRY SR ST NI UL (B B MRy UL -

AR

SEEAR 7 B SRV ]

R E AR EU Modbus Master 35>KHI TCP / IP 3E4R

PR Modbus TCP &

TCP Connection

Idle Time (TCP &

REEREE)
Maximum TCP
Connections (&
K TCPERE)
TCP Keep-alive
(TCP RE&EFR
#5)

Modbus Master
IP Access
(Modbus £ IP
ZA)

£ TCP #84& +

S EIB TP E TCP &
O[;ZER B TCP iR LIEE SN TR

1. ¥ER&ERE 300
2. 5:[& 1 %) 65535

1 yAR1E 4
2.EHE1E4

FRRR AR 2

FERZEE Allow All
(RFFZEED) -

B4R - DIEIRIH Modbus EIL O] PUE A Modbus FEEzS - 17
B -

WAZRBE UM AREN) - MRREERTENTERIBR ZBIARWEIE
TCP &3k - IG5 E 8% 1L TCP &4R -

#0E1& 1 ~ 65535.

AR TCP ERNEAHE -

EE1~4

7% Enable (BUR) 7 1ERELR TCP {RITELR -

157E TCP s LRy F 1M -

Z1Z " Allow All (Z8B5EF)" REF A HEEM MR ERES - &
RIMEPRASE AL AR E Specific IPs($FRE IP):EZZEN

2 Specific IPs(457E IP)#X 23R - #% 43R Trusted IP Definition(ZEER
IP EF) HFEIE -

& 05 EHY Modbus 14
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EERTE P - FREVACHE P MIHEEFRE T BEERFIERIIBENRE -

¥ Modbus Master IP Access Specific IPs ¥
1D Source IP Enable | Action
; Specific IP Address v h
¥ Trusted IP Definition 5 Edit
3 Edit
4 Edit
Source IP (3&iF R TE %212 Specific IP Address (457 IP fiIilt) RiE /o5 A9 IP RIS AN
IP) HIBETE B AR S -
#31Z |IP Range (IP #E) RZE A 1P #E R0 E7E AMMNBIEERE
EIRES -

#1Z |P Address-based Group (IP fiiiit B4H), RosFiREERA T IP
AR AT AN RETE I ARER -

AR BHENATRLER - ABUERA IR - F2H Object
Definition > Grouping > Host grouping * 320 DUEYE EANFRAIERE
RIS AZERUEME - IBNRAIZAORE TS HIBETIHOERES

o -
‘73 Enable (RUFB) S ERBLLIRA -
Enable FRRARDE ‘7% Enable (BXR)SERUBILRE -

ZE# Modbus g7
an ERrat - BRIV BEE T REEB PV AT EBKE Modbus FEALIL - BHER Edit(4RER)1ZEHLUE
BHELRTE -
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F Message Buffering

Ld

Enable

¥ Modbus Priority Definition

Modbus
Priority Base Enable | Action
Priority

» Modbus IP Address ¥

Priority 1

» Modbus Edit
Priority 2 R
» Modbus Edit
Priority 3 R
» Modbus Edit
Priority 4 E—

Message
Buffering GR2%
&)

Modbus Priority
(BEIERR)
Priority Base (f&
THEEE)

Enable (E£&p)
Save (fR7F)

3.

1. SRR

2. #®HZE32EH

K

E=)

FEE% E IP Address

FRRR AR 2

5% Modbus TCP BB % 1E
IR Modbus FULEEHE4RZE Modbus FEEzsHIRSIE - BIERENBE —TIEE Modbus TCP BB
2 LLO) 4R AT Modbus RTU/ASCII 88 88 4 3R K I 2B 47 AU Modbus RTU/ASCII R 88 3XER5K -

2)% Enable(RUR) HET B & ZE 32 ERBZEHAFEK -

WRZE 7 Enable(RUB) HERIE HIRER—{E " Modbus Priority
Definition BSEIEFRER "HFEIE - IRFRRBEREW - HE2RIGEL
ID (MNERFAFKK B FIERINER) - RITfPUE— DR ERENEFK - LUE
1338 KRITIBEIRFRRERE IP AEROBETE [ ARES, 30E #ER Function
Code 15 -

FAREEREMN Modbus HBEIEFRBE -

Modbus Priority 1 ~ Modbus Priority 4 -

{5 —fEE%E IP Address (IP firilt) - Slave ID (BE## ID)3} Function
Code(HEXHE) - FFEIETEITHAAEE Modbus LR B BT A
EITRE -

MRFBRKBEREHEZERE - Bl Modbus 8 H R KRB F IR EN
IP it EF 2R ENEBETS - WRBRKKERIEENTERE - &
iR Im R 33X E Function Code(EREILES) -

Z)% Enable (E&h) SEEEEITHE °

BLEE Save (1R7F) ILEHLURIHRE
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« Modbus TCP Slave List for SPort.0

D P Port ID Range Enable Actions

21N Add (F712) #Z5f - 15= 3R Modbus TCP Slave Configuration (ME 1L ILER E)E H

= Modbus TCP Slave Configuration for SPort-0

ltem Setting
kP | |
» Port | | (1~65535)
» ID Range o~ 124
» Enable O

IP WERE # Azl Modbus TCP BEfsa &Y IP itk -
Port (%) 1 BERTE 8 \JZ1% Modbus TCP BEA 585 E5 2R TCP 18(TCP 2SI B/
2. & & 1 %l 65535 K) -
FEE: 1 ~ 65535,
IDRange (ID &  #2E 1 3 247 @i A\ [l fE 120555 5K #9 Modbus TCP B&##Y Modbus ID & - BRT
E) FEEBEA S 1P RIS - BB ALIR B — (8 Modbus RIEEEREN

Modbus RTU &l - FEREEMNETEE Modbus RTU BEHEILERY
Modus ID & -

EEE: 1~ 247.
Enable (E5&)) FERE R D 7). Enable (E5&)) HELI LSS @A -
Save (1375) = 2528 Save (1R7F) HEBLURISRRE -
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L EEEE Modbus TCP Slave B Function Code

IERZR o] RIE 2 a1 E A ILAY Modbus Slave 51 ° 2 SCADA EIE A Aol FHERR R4 Slave
I pESTE MM E B E TR IBEE -

HEIZ S Modbus Modbus Slave B] 2 1% N 38 A B & 238 3G/4G Modem AREEARS °

THEERES : 0x03(/38)0%06(/5)
ik : 0~9999

B

Register . Read/
Register Name . . _
Address Write Register Range / Description
. » 0 ~ 6, 0=CERAR, 1=32#RF, 2=, 3=E#R
0 WAN-1 42K 85 R s g e
o, 5=558H, 6=CER
. » 0 ~ 6, 0=CERAR, 1=32#R P, 2=C&F4R, 3=E#R
1 WAN-2 3Z#R AR RS R e g e "
o, 5=%558H, 6=CER
. - 0 ~ 6, 0= 4R, 1=ER P, 2=BE&E4R, 3=l
2 WAN-3 4R AREE R TN N
o, 5=%558H, 6=CER
. - 0 ~ 6, 0= 4R, 1=ER P, 2=8E&E4R, 3=l
3 WAN-4 4R AREE R TN N
o, 5=%55E8H, 6=CER
- 0 ~7,0=2G, 1=, 2=3G, 3=3.5G,
10 3G/AG_RRIZ ARG R
4~6=3.75G, 7=LTE
. - 0 ~ 6, 0= 4R, 1=ER P, 2=8E&E4R, 3=l
11 3G/AG_E#RIRRE R TN B
o, 5=55E8H, 6=CER
12 3G/AG_ st E R 0~ 100
- 0: SIM =A% PIN &5 1: SIM RO H 2: £ SIM
13 3G/AG_SIM_iRE& R
+
14 3G/4G_MCC R MCC &
15 3G/4G_MNC R MNC &
16 3G/4G_CS #Effzsikag R 0: ReEfi, 1. Satff
17 3G/4AG_PS i&=RE& R 0: AR&EfH, 1: 25
18 3G/4AG_ 2R RE R 0: A8, 1. 8%
19 3G/4G_RSSI R RSSI &
20 3G/4G_RSRP R RSRP &
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3@:0 LTE FHiEss

Register ) Read/
Register Name . . I
Address Write Register Range / Description
21 3G/4G_RSRQ R RSRQ &
. - 0 ~7,0=2G, 1= 2=3G, 3=3.5G,
30 3G/AG_1R#H-2_BR¥SANEE R
4~6=3.75G, 7=LTE
0 ~ 6, 0=CERAR, 1=384R P, 2=C&F4R, 3=
31 3G/AG_t8E#H-2_1BARIRRS R e n N
o, 5=5F5EH, 6=CER
32 3G/AG_1R#AH-2_fSRaE R 0 ~ 100
" . 0: SIM RAZE PIN 5 1: SIM =oJ A 2: £ SIM
33 3G/4AG_t&E#4-2_SIM_ik&& R .
34 3G/4AG_tE#-2_MCC R MCC &
35 3G/4G_1&E#-2_MNC R MNC &
36 3G/AG_tE#H-2_CS aEfzsikas R 0: R&tf, 1. 252
37 3G/AG_t&#H-2_PS stfzsik 2% R 0: A&t 1: E&tfH
38 3G/AG_t8E#-2_215rk Rk R 0: A8, 1. )28
39 3G/4G_t&E#H-2_RSSI R RSSI &
40 3G/4G_tE#H-2_RSRP R RSRP &
41 3G/4G_tE#H-2_RSRQ R RSRQ &
70 ADSL_M&EERE R ADSL MEIEREE (kbps)
71 ADSL_tE®EE R ADSL E&EEREE (kbps)
72 ADSLSNR_TF#; R ADSL SNR "~ &1 (dB)
73 ADSLSNR_E1& R ADSL SNR :f&1& (dB)
74 ADSL BUBRIERINAE R 0: BE%R, 1. BER
. 1 2R, 2. S5Em,
101 | VPN IPsec i@ 1 ks R k
3: EE#R, 9: BRSP
102 | VPN IPsec Ji 2 A R | LEER2SERE
- 3: BE#R, 9: R
e e 1. BER, 2. E5EH,
103 VPN [Psec 878 3 fRA& R .
3: SEf4R, 9: AR SP
104 VPN [Psec 1 4 Hrt R 1 BiER, 2. 555,
sec &
3: SE4R, 9: AR
105 VPN IPsec 3838 5 ik&& R 1 BiER, 2. S5Em,
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Register ) Read/
Register Name . . I
Address Write Register Range / Description
3: BET#R, 9: B P
106 VPN IPsec Bi 6 45 R 1. BER, 2: £HEE,
sec 25
3: BE#R, 9: B P
e e 1. BER, 2: 55,
107 VPN IPsec 878 7 iA&& R .
3: BE#R, 9: B
e e 1. BERR, 2: 55,
108 VPN IPsec 878 8 A& R .
3: BE#R, 9: B
109 VPN IPsec Bis O I s R 1. BER, 2: 55,
sec A5
3: BE#R, 9: B
- e 1 BER, 2. 558,
110 | VPN IPsec @& 10 ke R )
3: BET#R, 9: R
- e 1 BER, 2. 555,
111 | VPN IPsec @& 11 #k#E R )
3: BET#R, 9: R
- e 1 BER, 2. 558,
112 | VPN IPsec i@i& 12 4R&E R }
3: BE#R, 9: BRP
1. BER, 2: 55,
113 VPN IPsec 3838 13 A& R
3: BE#R, 9: BRP
1 BER, 2. 555,
114 VPN IPsec 88 14 R R& R
3: BE#R, 9: BRP
- . 1 BER, 2. 555,
115 VPN IPsec @8 15 R A& R .
3: BEi#R, 9: BRP
1 BER, 2. 555,
116 VPN IPsec @8 16 fAR& R
3: BEiAR, 9: ER TP
150 DI_iR&&_1 R 0: OFF, 1: ON
151 DO_iRRE_1 0: OFF, 1: ON
R/W
152 DI_iR&&_2 R 0: OFF, 1: ON
153 DO_iRRE_2 0: OFF, 1: ON
R/W
154 DI_fR%&_3 R 0: OFF, 1: ON
155 DO_jRRE_3 R/W | 0: OFF, 1: ON
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Register ) Read/
Register Name . . I

Address Write Register Range / Description

156 DI_ik&&_4 R 0: OFF, 1. ON

157 DO_ikEs_4 (R/W) | 0: OFF, 1: ON

201 FF3IR-0_/TH R 1: RS-232, 3: RS-485

202 F5138-0_Baud Rate R Baud Rate &

203 FF%38-0_Data Bits R 75,8

204 Fr31)18-0_Stop Bits R 182

205 AR -0_mE 2+l R 0: 4%, 2: RTS,CTS, 3: DTR,DSR

206 FRHR-0_BF R R R 0: & 1. 58, 2. B

211 F3)8-1_TH R 1: RS-232, 3: RS-485

212 F5iE-1_Baud Rate R Baud Rate

213 F538-1_Data Bits R 738

214 F75#%-1_Stop Bits R 182

215 FAR-1_mEEH R 0: ##, 2: RTS,CTS, 3: DTR,DSR

216 FAIR-1_FERER R 0: 4% 1L HE, 2: B

221 F3)38-2_TH R 1: RS-232, 3: RS-485

222 F5Ii#E-2_Baud Rate R Baud Rate &

223 F5I1#8-2_Data Bits R 738

224 Fr5#8-2_Stop Bits R 1802

225 FAR-2_mE R 0: ##, 2: RTS,CTS, 3: DTR,DSR

226 FAIR-2_ZFERER R 0: & 1. &, 2. B¥

231 F38-3_TH R 1: RS-232, 3: RS-485

232 FF5Ii#%-3_BaudRate R BaudRate &

233 F5I#%-3_Data Bits R 738

234 Fr51)38-3_Stop Bits R 132

235 FHIR-3_REEH R 0: #/&, 2: RTS,CTS, 3: DTR,DSR

236 IR -3_ZFERER R 0: 4% L &, 2: BE

9999 el W HE 1 BAFEMFHE
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£ 5 & Security

5.1 VPN

FE BEAA A RS (VPN)ZE 12 2 AR (NARRAE) READ AR - CESBINEEHZ B ZTA N RE
MEWER  mFEERERIDARE X - BERIMARBNINEE - L2 NEERE - EE2BBE
AEEER - NNEAMEBNASRELERNMBRERAKTH - BERMABHERE - MBESX
MHashBE AR EEREE 1 - ERRRRENFEEENNER T2 -

- ——

8 @ VPN Concentrator M2M-loT :’ Multivo ~ Meter p ¢

S S Gateway l 20 g

VPN Servic : E R
IPSec

Serial Cable '

«E Rszsz/ass .
_’, FRTU/ IED =
et | O

@) : il

_______________

~ Host Computer

VPN Servic
OpenVPN

N " o —— o

Data over IP Packet

\. VviaVPN Tunnel &

’ ATM POS Host \I
VPN Servic : . :
L2TP | ‘3.97 |
' 2>
: - .
VPN Servic i g;g::;e I
PPTP |, | )
T i Ethernet Cable : P CAM 0 :
cation
ps';rvars RJ-45 i :
e i A
Access & Control Ethernet-based devices

ZEMPIZEABNBERN  DEZEKM ZERZTAREREHNEZE E - fBlan IPsec
OpenVPN . L2TP(over IPsec) - PPTPFIGRE - It9MESZIE—LEEFETINEE - W2 B3E - Tunnel Failover
BEAERE - BEAEFHFETunnel Load Balance - IPsec ERINetBIOS - NATTraversaI%[l% A8

Dynamic VPN -
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5.1.1 IPsec

-
ltem Setting

r IPSec Enable

» NetBIOS over IPSec Enable

» NAT Traversal Enable

¥ Max. Concurrent IPSec 3

Tunnels

. | Add | Delete | Refresh |

1D | Tunnel Name | Interface | Connected Client ‘ Enable | Actions

- | Add | Delete || Refresh |

ID ‘ -Il—:ljﬁll]r:-l.gl ‘ Interface S-I;:Lg:lg?ilg Remote Gateway ‘ Remote Subnet ‘ Status ‘ Enable |Actions

RS EZ Z (Internet Protocol Security IPsec)@ —1@E B EE MR EE IP BEMRERERIIE
RIRERERBHEIP)BENIHEEN - IPsec EEHENRBERABREZEIRNBZBENSHERE @ I
177 5 £ P ER BA RS 8 FRAO 2288 -

£ IPsec EFRImF{EAREs 2 BZE 7 IPsec VPN @& - A5t IPsec VPN EEIR4AEEZE - IPsec VPN
ARG AEREE - B ILRERREAARNAR  THEZERIRREZEIASEEE - £217 VPN
BLR VR MOBEREACREN T RER -

a2

IPsec BIEAHE

Network-A @
Control Center

$217 IPsec BER; - #15R IPsec &NEh
IPSec VPN Tunnel Scenario ::"“"‘::;";L@ ?éﬁﬁ"]f*%ﬂb&ﬁAEﬂ%ﬂE%ﬁﬂI*%
AIRZRARRFEBERZE IP Ao

Host -DC

S'rbr!et: 10.0.76.x Subne - 192.168.1.x
T

WA \ Security
] - Gateway| -Si N v s o
Tl e I o BT - HEERET - ALER
g7 | | 3.Mosttosite | /] N

= __ _t - i.l-l_ost_toiosltj_ l I
Global IP: 203.95.80.22 R d Initiat Global IP: 118.18.81.33 L N
Local IP:10.0.76.253 (53:::::7) er {f;i::,;f Local IP: 192.168.1.253 Slte to S |te . /fft _;H% g E m ﬂE Fﬁlﬁﬁ ;E %% EQ

€=——— > Site to Site: Tunnel between M2M gateway /w 192.168.1.x subnetand UTM /w 10.0.76.x subnet EE E Hﬁdﬁ Eﬁ ;E%g | P *D %%ﬂ ° | PSGC ﬁ;éi

LS > Siteto Host: Tunnel between M2M gateway /w 192.168.1.x subnet and Host-DC under UTM @ H?é , m1 Eﬁ ;E%g ?éﬁ E/\J 35 *%EJ J/\/{

€— - —> Host to Site: Tunnel between Host-Re under M2M Gateway and UTM /w 10.0.76.x subnet

<€— — > Hostto Host: Tunnel between Host-Re under M2M Gateway and Host-DC under UTM

109



EWS50 17&n3&: LTE FE=s

BEHEBEE -
Site to Host : IGFAZIERBRREFRTNEFInFIE MRS (EH) ZBETRESR - WEFW -
M2M Eig2R B ENE Fln o] LU B IL A EIF 4 VPN BiE e AURESIP O ER "Host-DC”
Host to Site : IRE—EXHEBHEAB)EAURAMFTHNEIR - clBARERIIEFTTE -
Host to Host : EHEIEHERNRNEMS K ZEZEL VPN BERVEIRRTE °

BUE “Full Tunnel £33 iE" I5EFIILEL

e £ "Site to Site” FED - EIRILAFHE Pln 1%
Network-A @ HQ Data Center © W) Network-B @ Small Office -
— 2o TLXLLELXIE’J IPsec BEZTABEMEMORIE
‘ﬁ get| flicky
Wl T2, s . HNEFRME - B . D DL ERAO B IR AR RS T AT
Application{ ADJ satah *T | zj\i L L l% ;:E WAN ;KLg.EK gu % //I__;: ﬁ Eg X g Lﬂﬁ'ﬁ IZIJ—:l
Server -S| “. atabase o
S Serer |y Full Tunne} X 1.Access the Int EE E/] ﬁﬁﬁ; ’+4Ij LLJJ:I: IPsec LLESZ EE E HQ
a Aecess “ = =i - [=]=] "2\ n
— X3 BRBEANEREREA) - BRE 2 mEE
=" . RE -
UTM Gateway 1™~ . IPSe:S.i-te_tgsi_te_Ttinr_lel . M2M Gateway 2
with “Static [P” -IrEranet Access 10.0.76.x with a “Static IP”

Global IP: 203.95.80.22 0. Eull Tunnel Enable Global IP:118.18.81.33
Local IP:10.0.76.253 ! Local IP: 192.168.1.253

Site to Site 89 "Hub and Spoke” #l

Network 8 @Branch-1 ATEESTOERBEERLEEEERNRLTE
28 VPN BB HE—ERFENRTE - BREE
I (Hub and Spoke) - #h#g( VPN BT
e HAEPEHI D OB RGN E IS HA
leb“:lpjsi:;‘:% E)WEABD - THIPOFTE Hub - RInES
ealibdRtsssLe EJZ¥}J¥/A”“?E*=* Spokes - RBEIHILERIFTA
PSR VPN BRI ES S  RERRAEEDSR
BRI BRI R IR E R ATFE - Bl —
{& Spoke ﬁ*ﬁ_ﬂﬁ%—1 Spoke 7EiE4E Hub -
SecurityGateway3 | FEIEfBIGE N EEHERNEPIR BN

with a “StaticIP”

Network-A @ HQ Data Center

S acs

S& server
Application ¢ 5
Server 5
%)

e
"@

Database
Server

e

Security Gateway1
with a “StaticIP” s S

Global IP: 203.95.80.22
Local IP: 10.0.76.253

Global IP: 120.20.22.33
Local IP: 192.168.2.253
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VPN &8 -

Dynamic VPN Server 2l

Network-B @ Branch-1

Network-A @ HQ Data Center

Security Gateway 2

with a “DynamicIP”

Global IP: 118.18.81.33

= Local IP: 192.168.1.253
Security Gateway 1
with a “StaticIP” ; + Network-C @ Branch-2
Global IP: 203.95.80.22 2 1
. < [l &
Local IP: 10.0.76.253 121 | é
=S
. - 5 o
@ Mobile Site g 15
:/ S(
6 \’l Host-2-Site Security Gateway 3
=

with a “DynamicIP”
Mobile user 5
sl Global IP: 120.20.22.33

Local IP: 192.168.2.253

B VPN @RS X2 AR IR E U ZEEE
WAL - HRIZHREBEE IPHNBEER
I - EERIER N - FERRBEFREkRRERE
F)AEe  THNWEER "B P 5
"FOQDN" - oJLIeRFaT% VPN &= Pl (B E) #3)
BRERRBELR BMSZ  BRBENE
5 VPN Al iR=3a2 € O s#AT % VPN = Plm#f o] 1Y
BRDEIRES - (B2 HMERTURFIMELE - AEF
ZEBEE VPN AR EEUMES Pln 2B H %
as -
HRBMESR - BILGEE WAN NTHERE—E
A& VPN E/R=S -
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B 7E IPsec
#23 Security > VPN > IPsec EH -

IPsec ERXE SDEFFE A& B IIFIERTE IPsec & -

BXEl IPsec
ltem Setting
b IPSec [ Enable
» NetBIOS over IPSec Enable
» NAT Traversal ¢ Enable
b Max. Concurrent IPSec 3
Tunnels

Configuration Window (& E R &)

158 REE AR \
IPsec FRER AR D ‘Z)3% Enable (X &h) S 1ELLEXED IPsec THEE -
NetBIOS over . .
P FERR AR ‘Z)3% Enable (5 &) S 1ELLE5E) NetBIOS over IPsec IHEE -
sec
NAT Traversal FRER D) ‘7)#E Enable (BX &) S1ELLEEE) NAT Traversal IHEE -
Max. Concurrent ShiA=c o IEEMEBIRFIEREER IPsec BEEENZAEH = - TARECEEE
HURR Em RS - s pzza
IPsec Tunnels REDFEME -
Save (1R %F) &= 2% Save (IRTF) ZIMMUREREE
Undo (iBR) i #Z Undo (BR) 2t LIBUBRRE

#1I/4%E8 IPsec tunnel
EE—DRTE IPsec BERTE ZH - 5RO LE IPsec FHIERF »

Tunnel

Scenario Remote Gateway Remote Subnet Status Enable |Actions
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212 N Add/Edit(3E /4R EE) 1L ER IS -

ZHIRBERTE - AMANEINLE - 504  IKE FEER - IKE BERE

-
%  IPsec PEERTN IPsec BBERMN—HIIRESH - KM= VPN 2B BEFMERE -

-
ltem Setting
¥ Tunnel Enable
» Tunnel Name IPSec #1
* Interface WAN 1
» Tunnel Scenario Site to Site v
* Hub and Spoke None v
» Operation Mode Alwayson v
* Encapsulation Protocol ESP v
Tunnel ({&38) TR R DE TERVFARIE IPsec BBRIE
Tunnel Name (B 1. MEH%E WABERM -
B TH) 2. 7B XF #EE: 1~ 19 B=T.

1 WERE

Interface (77H) 2. ERREEE WAN 1

1. NERE
Tunnel Scenario 2. fEsaEie
CBEHE) Site to site (J4 25 %!
U5 Eh)

Hub and Spoke L ﬂ:’féﬁ?
2. JBR % None

(EhEE=0) (&%)

BIEZHEHPEY IPsec BEMNE - TIRERE@M I AR WAN A LAN 77
E °

WEARI AW T RIS EhEE IPsec BEH X - EiZ Site-to-Site (142
Fn52) ~ Site-to-Host (15262 E1#) « Host-to-Site (E#:FIn524)

g Host-to-Host (E#EIE1H#) - MREIZFET LAN NE - BIRAEHE
EWMSERTA -

1 FA UL BA R DL BASY DL BA B E S EWEBIDLES - IPsec TEMIEE T T BT -
BEBRITERTRANEE - ERAEEEIER, IPsec EEBELTET -
WTHBEPBIEERERN D IPsec VPN HERERFE -
MREBEAZIREMRRN D ZNE, 5%E None () -

f IPsec ST PAUERE A EEE Hub(£428) -

£ IPsec ST PHIN T AEEE Spoke(£X) -

FE ERBRNO T EBANBESZPIEENIEEE IR VPN BE - K
o] R E)RE VPN 3B -
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(BRIEHE)

Operation Mode

1. WERE
2. TERREHEE Always
on

E# IPsec BEMRMEHRS - 42 Always On(ki& On)

5 Failover(&§#g8) -

MRIBEESRERABEBERE  CRETE—DREEUNEBRIEN
B

TR BEBEEN A LIRNE WAN WSS -

Encapsulation

%E)

Protocol (31851

1 BERTE

2. ARG ESP

itz IPsec BERY MIBEPEEHERBE - JHAYS ESP A AH -

#| Local & Remote Configuration

Item Setting
D Subnet IP Address Subnet Mask Actions
¥ Local Subnet List 1 |192.1BB.123.D | |255.255.255.D{:"24} v | | Delete |
+ Redirect Traffic Enable
¥ Full Tunnel (] Enable
1D Subnet IP Address Subnet Mask Actions
» Remote Subnet List 1] | |255.255.255.0(/24) v | | | Delete |
(Add |
» Remote Gateway | | (IP Address/FQDN)

(7 HEBEE)

Local Subnet List

NERE

R4 IP MU F AR IEE -
#—T Add (11m)simiER (Delete)i s UG NSk MIBR A1t 7 48 -

1 BEEBEESEPHEE VPN BIER - 8RB —EFH&MH -
FE 2. BEE BES RPN "EMBILEL" 3 "EREI " BIAR, i

ARG AT -
#£_3:3%#2 Hub and Spoke (¥#8 () " Hub and Spoke " 18
% BRE—EFHEIA -
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#—F Enable(RB) S EU BB EEIBISIAE -
Redirect Traffic - ARERBEEERRERENRDEEN MBI - FAREER - U
(BEE(E) B IEESMNEIRE A BRI 4 - SORBYAUEINAE - VPN EHEEAIFAIE
MR (BR LZE NAT BE) # o] I AER IP EAMBF4 -

Full Tunnel (£3& —F Enable(FﬁFﬁ)E*EEﬂZﬁﬁi‘?ﬁ?@

) ‘ N TR RBEEEANE E?swt*ﬂaf.%a@uma :
IBERIL A P AL A F AR i
Remote Subnet  — mase f—T * Add ()" = * Delet (HﬂUB% SRRV MR T 4
|_|S‘t (%Hﬁ%%lﬂﬁu%) VZ AN AE =] ) = elete /\) Eqi B = R 2= I E=ve
TE °
Remote Gateway ~ - LERE e
v 2. ¢§EET§E%IPV4 IBERIRFE -
(RIsRE) fir31t5% FQDN
Item Setting
» Key Management ,:|-:;<|-§;Z|r-::5h3r9d Key v (Min. &
v Local 1D Type: |UserMame v | ID: (Optional)
» Remaote ID Type: |User Name ¥ | ID:
fi£#% IPsec BRI MDS B hERE "B EIR"
IKE+Pre-shared Key (IKE + T@R%)) : CHREFTENT—ERH
(8 ~32Fm) -
Key 1. WEBRTE IKE + x 509 : FREFZANERNESR - RATEERRERER, 740

Management(% 2. FEHAZ#H 8 3

. - A IKE+X.509 - F2BAFMr &E" BoURBETERN P
S 32 @7t

1 Object Definition > Certificate -

Manually (F&) : ERERZHARE ID ETEMHERE - FERBR
EREZEN FEIRBERRE -

IEE I IPsec BERIAM ID DUIETE MRS -

EEAH ID B User Name(ER&EZHE), KEWAERES - FHER
JUBEHFEAEZMBEHF -

EEIEAM ID B9 FQDN |, A% E#A fqdn -

Local ID (A&t ID) O[3 E
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g 1D B User@FQDN - s A User@FQDN -
#iEAH D B Key ID (%48 ID) - ABWAZR ID (RXFHIHF) -

Remote ID (i&lf
ID)

1EELL IPsec BRI ID LUETE MRS -

#1312 User Name(EAEB1B) B iER ID WMAGEHESHE - £HE
ZOLBESHFEREZBHE2HT -

ZEEAM ID B FQDN |, A% & A fqdn -

iz 1D B User@FQDN - #&#@ A User@FQDN -
BIEAMH ID A9 Key ID (%48 ID) - #AEBARE ID (AXZHIHT) -
AR EE"BELR" W "B VPN" EIEF;, 2% ID & AT -

= |KE Phase

Item Sefting
» IKE Version vir
» Negotiation Mode  Main Mode v
b X-Auth None v || X-Auth Account |(Optional)
User Name : | | Password : | |
" DeadPeerDetection (OFD) %mizzfl:e (seconds) Delay : (seconds)
b Phasel Key Life Time 13600 | (seconds) (Max. 86400)

IKE Phase Window (IKE FSER R &)

I5H REE

IKE Version (IKE bk 1. pELFE

L |

BB IPsec BB IKE A - EIE vl 5 v2
TR MRBET "BEAE" PR " Dynamic VPN 58 VPN" 15, 5

Mode (HE#E)

) 2. RIER V1 =7 " Encapsulation Protocol #5sf5E" i 7 AH I8 - IKE iR
AR -
Negotiation $EE It IPsec BB BRI - 212 Main Mode(E83t)s

¥82& Main Mode

Aggressive Mode (8 & &) -

X-Auth (X-5358 FREZ#E1E None

IEEUE IPsec BB/ X-BEAE - B "Server(AmRRR)" - " Client(®
Eim)" 8 " None(#)" -
b RS B IZ AR A AL RS X-SR AIARSS - #— T " X-Auth Account
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(X-BRRIEP)" IHLEE R X-S M REEPIHIIIRE -
IERIEEEE Plnis S X-0E = Pli - BAZA X-REAREERR
BRI EFE R TIRES -

AR EEESRDPEEN "BE VPN BEEFHARAX-BNBREER
I o

Dead Peer 1. FER s #%—F Enable (X&) 1ERLF DPD K g - {5 CHBIFMEERRE UMW AE
Detection (DPD 3 2. 38&& Timeout fiI) -

SR 180s # Delay 30s  gggf: 0 ~ 999 #RBISANEIE.

PhaselKeylife 1 sz /52 Phasel TR AR -

Time PEER 1 288 2. ¥85& 3600s

TERR) 3. &K 86400s #EE : 30 ~ 86400.

= IKE Proposal Definition

1D Encryption Authentication DH Group Definition
1 Enabl
2 MD5 v Enable
: Enabl
s Enable

IKE Proposal
Definition (IKE 12
HEER)

WERE

1EEMER 1 & 757% - ol DES / 3DES / AES-auto / AES-128 / AES-
192 / AES-256 -

IEERE % - L2 None / MD5 / SHAL / SHA2-256 -

157 DH 24 - oJL=Z None / Groupl / Group2 / Group5 / Groupl4 /
Group15 / Groupl6 / Groupl?7 / Groupl8 -

)% Enable BUAR(RLE) T ELARB)ULRRRE -

& |PSec Phase

Item

Setting

F Phase2 Key Life Time

28800 (seconds) (Max. 86400)

IPsec Phase Window (IPsec F&ER R &)

JEH
Phase2 Key Life

REE
1. BERE

a5t BA
&% Phase2 W& RFERE UM REN) -
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Time (P&ER 2 Zi%
FERE)

2. ¥as% 28800s
3. & A 86400s

#EE1E: 30 ~ 86400.

# |PSec Proposal Definition

1D Encryption Authentication PFS Group Definition
1 Enable
2 MD5 v TR Enable
3 DES v (Croup2 | Enable
4 Enable

IPsec Proposal

WEEMETE - oILLZ None/ DES / 3DES / AES-auto / AES-128 / AES-
192 / AES-256 -

AR

NAELEHERES AH B4 I, REMAR ESP 32 -
IEFERETE - TILLE None / MD5 / SHAL / SHA2-256 -

Definition (IPsec  WZH7E SR RAEEERERER ESP# - None Al SHA2-256 4 B1f; il
REER) FARS AH $5 -
157 PFS Z4H - o/l None / Groupl / Group2 / Group5 / Groupl4 /
Groupl5 / Groupl6 / Groupl7 / Groupl8 - 4% Enable BIALLERE -
Save (fR7%) - ®HEE Save (IR7F) U REFREE
Undo (B/R) = #E Undo (ER) ZEIEUERE
Back (GR[E]) &= 242 Back (GRE) #Z#PURE F—&F -

FHRR (Key) EIE
NMRBREEHTAAZBEREEFHERR  BLHIRAMARHRTE - BOREBMFHEZNTF
&) IPsec BERE=MH °

Item Setting
» Key Management | Manually v
» Local ID Type: |KEY ID v | ID: | | (Optional)
» Remote 1D Type: |KEY ID v | ID: | |
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Authentication Window (B3 525 1R &)

I5H RIEE B E]

Key Management o Wz IPsec BEM TS E FEEE " Key Management ZgE2" -
s e W2 R E

(BRER) Manually(F&) 2EZERE -

157 Local ID(&it ID)5S Iit IPsec BEETEHRE -

Local ID (A& ID)  TIERE .
BE1E key ID (88 ID) AR ACH ID W EAZR S ID (FRHEF) -

Remote ID (&l —_— 5 Remote ID (il ID) A&t IPsec BEETS DR
O EE
ID) #1Z Key ID(Z18 ID)B &N ID WM ARBHAE (FEAEF) -
Item Setting

¥ Local Subnet |

¢ Local Netmask 255.255.2565.0

r Remote Subnet |

¥ Remote Netmask |

» Remote Gateway | | (IP Address/FQDN)

Local Subnet (4« N e N
INWERRTE IEEARMF43 1P AN F AR IR S -

- 49)

Local Netmask (4« @ e 7 A
W\ Z 5% B & A i ES °

i 4858 1 ) = - "

Remote Subnet

e e B EIm T 48 P firilk

(ZIHT48)

Remote Netmask

N N NWEFRTE IEEER FREBES.

(BIHREIES)

Remote Gateway ~ L+ ZERE s

e 2. IPv4 firsltsg, IEEEImREE -

) FQDN #&3t

EFERBEESMBRARTE ~ - AMAEE IPsec EifiEE—EFA -
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Item Setting
» Outbound SP! Ox
¥ Inbound SPI 0x
» Encryption DES v
¢ Authentication Mone v

Outbound SPI (&

& SPI)

Inbound SPI (A&

SPI)

Encryption (I01%)

Authentication (2

=2
g

Save (IR %7

)

Undo (iBR)

Back (3X[E]

)

TNEAET

TNEAET

1 WERTE

2. TREUET

1 MWERE

2. TREMUET

E=)

E=)

R LE IPsec BB/ L4 SPI -

#6150 ~ FFFF

1R UL IPsec BRI AL SPI -

#6150 ~ FFFF

FREMBTAMINEZE .

o] 9NN 73754 DES/3DES/AES-128/AES-192/AES-256.

DES &R KE S 16 - 3DES % 48 ~ AES-128 7 32, AES-192 7 48,
AES-256 % 64.

AR WMREE T HEPHW AH EIR, BINER A -
RESMRETANENRERR.

o HBINIE Z None/MD5/SHAL/SHA2-256.

MD5 &g R E® 32, SHAL & 40, SHA2-256 %5 64 -

AR MREE T HERBE RN AH 215, BIS5:% R0 None BEIERF A
oA -

BHE Save (fRf7) IRELLURTFREE

B2 Undo (BIR) ISR EUER E

Click Back (38[H]) to return to the previous page.

¥211/4%& Dynamic VPN Server List (E1%% VPN {@BR23513R)

=

ID |

Add Delete

Tunnel Name | Interface | Connected Client | Enable | Actions

BA DRBE/ 1 B ULRE/ T B EE IPsec VPN BEBEELL - 22T Edit(4RE) 2T - & HIRBER

AT 503

KMAZRIHTE © Fore

+ IKE B&ER ~ IKE 28R © IPsec BEERAD IPsec ZBTERKRTEEME ° MR TEE)
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u)y
i

& VPN fAfRzspIREs8E -
AR BOLISEE WAN NTEERE —EENEE VPN [FARES -

# Tunnel Configuration

Item Setting

9

» Tunnel [} Enable

¥ Tunnel Mame

Dynamic IPSec |

¥ Interface

¥ Tunnel Scenario

| Dynamic VPN v |

¥ Operation Mode

Alwayson ¥

* Encapsulation Protocol

Tunnel (&8) TR R A&

23 Enable(BYR) /7 ERIENE) 2 IPsec VPN 3B -

; 1. NERTE
Tunnel Name (&
( 2. FHEER., X

BEHHE) =

W ABESTE -
BEE: 1~ 19 B2

1. WEREE

Interface (/1TH) 2. JEERIEIE WAN 1

EEZEHPE IPsec BB WAN 77 -

1. LWERTE
2. TRRRiEE
Dynamic VPN

Tunnel Scenario
(BEAER)

IPsec BB XEEEEER VPN £ -

1. NWERTE
2. TAsZEEE Always
on

Operation Mode
(RIFRT)

O AMIRIEETNE Always On(KiREEED) - Eh8E IPsec HEATH
Failover(&ig#&18) -

Encapsulation
Protocol (13517
E)

1 BEREE
2. YARRIEE ESP

5% |Psec BB NIBEPEEIRIBE - JHNIIERS ESP F AH.

# Local & Remote Configuration

Item

Setting

¥ Local Subnet |

¥ Local Metmask |
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Local & Remote Configuration Window (Zith & iEi# R ERE)

JEH R EE B
Local Subnet (7« .
MWERTE BEARMFA IP ALk -

ith—F48)
Local Netmask (Z

N NERRTE BEAMFRKES -
4B R E) i

Item Setting
IKE+Pre-shared Key ¥ (Min. 8

+ Key Management c|haracters} | | |
v Local ID Type: |UserName v | ID: | | (Optional)
» Remote ID Type: |User Name v | ID: | |

Authentication Configuration Window (B3 i&:E 2 EHE)

o

-1 =

3% IPsec IBBEW FHISE PEIE "BiBEE" -
IKE+Pre-shared Key (IKE + FEHRAZER) : EHAEFERE—EZRE 8 ~

32 35T) -
Ke WEEEA =
y L E=RTE IKE + x 509 : AEEEARRENES - RAELRATERSE, 119
Management(% 2. BRI 8 & . - -
32 e Al IKE+X.509 - B2 BAFEMA "B BOMUBEE TERSN S

e
nEs #J Object Definition > Certificate -

Manually (&) : EREFZBAZR ID ETSMRE - FERRRT

B 7 B0 FENRREIRPRE -

18T IE IPsec BERIAM ID DUETEMERE -

EEARH ID B9 User Name(fEFE B18), ABWAERES - FRESZT

B EHFEBAETEHEZHF -

EEIEAM ID 9 FQDN , A% # A fqdn -

ERIZAH ID B9 User@FQDN - #A%# A User@FQDN -

EEARH D B9 Key ID (2248 ID) - REWAR® ID (ENFHEHT) -

15ZELL IPsec BBHIEN ID DUETTB MR -

#1E User Name(ERE B1B)AER ID WA FRESE - FAES
O TE OB EHFEAELEEAZHF -

EEIEAH ID B9 FQDN , A% & A fqdn -

EEEAM 1D B9 User@FQDN - A% #A User@FQDN -

Local ID (A&t ID)  TJEz:EE

Remote ID (&l
ID)
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ZFEARH D B9 Key ID (288 ID) - REWAZRIR ID (RXFBHEF) - F
REFEBEAR" TR "B VPN EIER, &k ID A -
FIesk0 IKE 53~ IKE AT

i EFR
BRI EMRRE - 7S

IPsec PEEZFN IPsec B iZEHRKRTE
S EARRERER -

A EE E—ER D T ARRVEZ L IPsec B
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afl LTE EE=s

5.1.2 OpenVPN

OpenVPN

LERREEI RS IARE B UL REE AR -
(NAT) A5 K i -

OpenVPN 7&FE1TE AR AR
SRBEEFRERENE
B UK SSLV3/TLSV1T T T2EHAZL
BRRE PInAE R BB R -
Hﬂiﬁa‘éﬁﬁﬂﬁﬁu% - OpenVPN & Flxdlg
ER - zEmZE OpenVPN @Rz OpenVPN EFIRAIINRE

EERes

AHEl AR es

OpenVPN #&3&

OpenVPN &

A TAP &1 TUN @if&@ OpenVPN :&

RN BREN _BLIKA TAP - R T
EEAA) OpenVPN 2

EROE -

OpenVPN TUN 5%

Redirect ..
Enabled

-

(787

4 =7X)
W2 A R Flﬂ

e TEETERMAMEBE(VPN)RHER - ARERBENIBERENE
AMH SSL/TLS %

BE =K

BESE -

e e e e e e =

VPN Gateway/Concentrator|
with a “Static IP” or “FQDN"”
and RootCA.

OpenVPN TUN Server

Gw

Global IP: 60.249.211.108
FQDN : main-gw.ddns.net
Local IP: 192.168.100.100

Access from
Control Center

M2M-loT Gateway
with “Public/Private IP”
OpenVPNTUN Client

GW: WAN IP: 192.168.168.111
LAN IP: 192.168.123.254 VPN IP:10.8.0.2

NB:

IP:192.168.123.21

VPN IP:10.8.0.22

1. M2M-loT Gateway (as OpenVPNTUN Client) connects to peer VPN
Gateway/Concentrator (as OpenVPN TUN Server).
2. M2M-loT Gateway will be assigned 10.8.0.2 IP Address after OpenVPN TUN
Connection estabilshed. (10.8.0.x is a virtual subnet)
3. Local networked device will get a virtual IP 10.8.0.x if its trafficgoes through the

OpenVPNTUN connection (when NAT disabled & Redirect Internet Trafficenabled).

4. SCADA Serverin Control Center can access remote attached device(s) with the
assigned IPAddress 10.8.0.2.

TUN = 2 & &

BREORGER -

N ERIR)AR
 ERARRBNREREEE - HEZEH OpenSSL NIEE
EHRZEHINAE -

nx}_DEI—_[J//{LH

I & A\ Bt P 2 T
50 ZF L A8 S (11

L

ETBRRIRRERCLZEZWE - BF

g H ARG - B EPinfEikasREPEAE -

0T

OpenVPN fafkzz i /EEBFFE IP =k FQDN :

EEEAAH IPER IP WEHERENEENILR - WS

- Bl e A ERYFER

B IP 3BE(TUN) - thol DI IIEE T
LERERARBAEPIHZI - BEIEEEFAM

"TUN" BERXNEEREHREX T EESE 3 BxE8—
RIRME - EEEEXT - VPN EFIHEE OpenVPN
BARERRIA I LAN AEF4 LS IP fill - BER

FEmEER VPN HERE ER 74 - EEREER
& » OpenVPN fElfRzz217—{E "TUN" TE - HBE
S8 IP it EA AR LAN RE - 8ARRR S
EEEAEER IP 1t - WEREEZE A OpenVPN
PRTERIfEIAR 28 -

MRECEERE IR EREA VPN RS - L
Z A VPN falfkez MrYEIR LAN EJR - B OpenVPN
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MEIFAR - M2M-loT Eﬁ‘ﬁ“”ﬁ E# OpenVPN TUN &Pl - W3E4R% OpenVPN UN fafksz - —B
2117 OpenVPN TUN &4 - 4 8) TUN &EFInfS % 7 Bc— B E#E 1P(10.8.0.2) - :zEH#E 1P BREE
SR ORI FRARNER A - BBERNER  ERMFAECORRABRERER - R
ERERREREE OpenVPN TUN ZE4R - BRI B e i IESERE IP 10.8.0.x; #EHI$/089 SCADA
EIARES O LB AR #E IP A13k(10.8.0.2) & A gl B R A4 -

OpenVPN TAP 5
e e TAP DEBEEEA TR 2 E—RRME - G
: = #EERXT - VPN BEFIRgESHE OpenVPN Gl
S o E2 N
=3 R- cue | LAN B = F B0 IP 14 - EEERET
Servers ( )
6@ < @ OpenVPN EFHIMEZEEARBEME - IRBA
i e ~ _ _ _OpenVPNTAP e N
VPNGateway[Concentra;(r __________ iD* VPN R}_Zlfﬂl'ﬁ}m’f ¥T§Q1E ;iﬂﬁﬁ LAN E/J;E 7—“( , E%
with a “Static IP” or “FQDN” M2M-loT Gateway
Spen VPN TAPSever | "TAP" 1BEARIL M EE OpenVPN -
R en lien: |:||:| o
e e NEFTT - M2M-loT RIE28%E% OpenVPN TAP
Local IP: 192.168.100.100 ocal IP: 192.168.123.
1. M2M-loT Gateway (as OpenVPN TAP Client) connects to }ul;aer\:"FPI\:ll92 e xﬁﬂﬁ'ﬁ ]I gﬁéu OpenVPN TAP 1—_| EE —EEH
Gateway/Concentrator (as OpenVPN TAP Server).
" GpeneN T Connecton evonihed (e sionetemconro ey 1 OpenVPN TAP 3B4R - JBARE) TAP & BImii 2
¥ e svsmed P Address 199 16500510, e et B—EEE 1P(192.168.100.210) - &k IP i)

POPRIARM FRERE—F4 - BBRUER - 2600/ SCADA EREFIAERESR P it
(192.168.100.210)F A igln E RN F I -

=2 € Open VPN

#2 3 Security > VPN > OpenVPN EH -

OpenVPN & EOFFFEREEIIMELE OpenVPN B -

EX&) OpenVPN
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RUA OpenVPN I EEFEERVR E (R RS Flin) U B8 21T -

Item Setting
» OpenVPN Enable
b Server/ Client

Configuration (3% %)

JEH REE
OpenVPN FRR AR ZE ‘Z)%E Enable &) OpenVPN INEE -
Server/ TRARIERE. #1Z Server (ARG - TEHRBERE-—DTHWEARFRERE -

Client (falBg28/ Server Configuration EEZ Client(BEFIR)F - MolES—EEFIRRER D PIEEE Plnk
= Fif) B -

% OpenVPN fal ik 28

WMREEZE T Server(fAfRzR) - FEHIR OpenVPN EIREEREEZME - OpenVPN EIRZRER EEE DT
R B OpenVPN fEfRERINEE - W #EiElH OpenVPN & Fin# AREE OpenVPN EARZRAIE SR IP i
AR SR ERFERE -

OpenVPN fafkzER < #E&% 4 18 TUN / TAP &% -
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% OpenVPN Server Configuration

ltem Setting
* OpenVPN Server Enable
¥ Protocol
» Port 4430 |
¥ Tunnel Scenario
b Authorization Mode
¥ Local Endpoint IP Address |:|
¥ Remote Endpoint IP Address |:|
b Static Key

s

b Server Virtual IP 110.8.0.0 |
» DHCP-Proxy Mode ¢ Enable
» IP Pool Starting Address: | | ~ Ending Address: |
» Gateway | |
» Netmask [255.255 255 0(/24) v |
* Redirect Default Gateway [J Enable
» Encryption Cipher Blowfish *
» Hash Algorithm
b LZ0 Compression
» Persist Key Enable
* Persist Tun Enable

b Advanced Configuration

OpenVPN Server Configuration (OpenVPN fa iRk 2E:%E)

at AR

#—F " Enable(R2F)" LA RXE) OpenVPN fal AR &3 THAE -

IER REE
OpenVPN FREZ AR T)E
Server (falAR

#8)

Protocol (17 1. MWERTE

EFEHEE OpenVPN ER=HEENHTE
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E)

Port (3§)
Tunnel
Scenario (@&
AE)
Authorization
Mode (IB#EE
)

Local
Endpoint IP
Address (&it!
lin %G |P {iilt)
Remote
Endpoint IP
Address (3&i

lin®h |P i)
Static Key (5%
Server Virtual
IP (fEAk 28 E 5
IP)
DHCP-Proxy
Mode (DHCP

2. FEREETCP

B TE
TR ERIE 4430
B TE

TR TUN

M EE=A o
INWEELTE

2. THEEREEIE Static Key

1. BEREE

2. R DB T 1E.

o E#ETCP =L UDP

-> TCP i FRE A OpenVPN fafgzs -
o EEUDP

-> UDP i IR E A OpenVPN faf=s -
e e E 2] OpenVPN EIARERHIIE - .
£6/E1E: 1 ~ 65535.

e EE#E OpenVPN fEIRzSEE 7 ERVEEY
TAP BET .

RERE R 443 18 -

i E s 1194 18 -

> o]BLZ TUN BEBEH RN

157 OpenVPN fER BRI IERET - .

e TLS

-> OpenVPN &£ F TLS #=#R T, LUT i #7R CA Cert., Server Cert. #l
DH PEM -

CA Cert I RE R EL - FERYHES > RE > REENRE -
Server Cert ARG P ELE - FLEMGER >RE>RIVERE -
o Static Key (F3REZ748)

-> OpenVPN REFAFER S (FRHA) HER, WKHER Local
Endpoint IP Address (A3t ip fizilt) - Remote Endpoint IP
Address (3&imln®h IP {iiilt) A Static Key (FRREZR) -

AR REEREARPEZETUNER - O] FHFFRRR -

15 IE OpenVPN REIERIE B A it imEh IP ik -

#EE: P15 10.8.0.x, x WEEER 1 ~ 254.

AR EEERERN TEEFREREE, AMhinR P A oA -

fEEHF OpenVPN FERIESEIRIRR IP ik -
#EE: 1P 807 10.8.0.x, x WEEER 1 ~ 254.
AR RAEREEN TEESRRRE, Binlmea P iAo/ -

AR RATRERN NEEFRTRE SRRSO -

1EE AR EHE IP .

FEE P 15385 10,y 0.0,y HIEER 1 ~ 254.

AR EREER P EERER NEZE TS 70 -

‘23 " Enable(RAA)" S HELIREIE) DHCP UIE#E.

AR RAEEERERBETEET TAP R - DHCP RE&EX A OIA -
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RIBER)
IP Pool (IP ith)

Gateway ([
i86)

Netmask (435§
BE)

Redirect
Default
Gateway (#m
s EE)
Encryption
Cipher (IN%%=
%)

Hash
Algorithm (#
RIEEE)

LZO
Compression
(B 4@)

Persis Key

Persis Tun

Advanced

Configuration

FERZIEIE - select one -

1. R RE.
2. R AR D)%

1. HERRE.

2. TRER # #Z Blowfish

FRRR¥EE SHA-1

TR 1 Adaptive

2. R DB T 1E.
1. OERRE.
2. TR DB T 1E.

.
it
i

#E OpenVPN EIARZRRY IP 5t - 157E #EYAMINL FIAERAIULESR
OpenVPN A FEIHHY IP It -

R IP A E D] BTERE R 2 1E TAP 1 DHCP-RIBE IR 2E (B
FA)R -

187 OpenVPN fEAIlRRHNFEERE - BER#W O I4ERE OpenVPN WAF
I o

TR RBERERFETERIE TAP R A EE (ZMH)DHCP RIEE - BB
7oA -

157 OpenVPN fEfRZH PR IES -
I o

EP/F1E - 255.255.255.0/24 (1323 class Q)

eIt

T D4R EE OpenVPN AP

1 1 RATEEEREDERE TAP IR 2)E (ZAH)DHCP I8 - 4958
WSO -

FE 2 BIERAETERE TUN ISt ol BRERES -

Z)3 " Enable(RYF)" 7S 1ELI RN B @ FRERRIE THAE -

T HIBE PEZEMBE -
#1Z Blowfish/AES-256/AES-192/AES-128/None -

WEMNIBEPEERRERE -
#1Z SHA-1/MD5/MD4/SHA2-256/SHA2-512/None/Disable.

157 LZO B#E 515 -
#1Z Adaptive/YES/NO/Default

‘23 " Enable(RYF)" 7S ELLELED Persis Key It -

‘2% " Enable(RZA)" S 1ELIEYE) Persis TUN IH&E -

#Z—"F " Edit (48)" 1ZiREMSRRE OpenVPN fafks -
MR 7L RIPE R ERIGRNE N E -
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(GEPSERTE)
Save (1R 7F) i 2HE8 Save (R1F) HMPURFREE.
Undo (GEIR) i 262 Undo (GER) LIBUHE N »
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= #1Z Advanced Configuration GEEEE)R - 1R OpenVPN AR EMRER EEMH -

# OpenVPN Server Advanced Configuration

Item Setting
» TLS Cipher | TLS-RSA-WITH-AES128-SHA ¥ |
» TLS Auth. Key )
(Optional)
» Client to Client Enable
» Duplicate CN Enable
» Tunnel MTU 11500 |
» Tunnel UDP Fragment 11500 |
» Tunnel UDP MSS-Fix Enable

¥ CCD-Dir Default File

¥ Client Connection Script

+ Additional Configuration

OpenVPN Server Advanced Configuration (OpenVPN f{al iR 23 S 5% %)

TLS Cipher 1 HERE. W T RIS DIEE TLS: None / TLS-RSA-WITH-RC4-MD5 / TLS-RSA-
(TLS 22%8) 2. TLS-RSA-WITH- WITH-AES128-SHA / TLS-RSA-WITH-AES256-SHA / TLS-DHE-DSS-

AES128-SHA FREEIE  AES128-SHA / TLS-DHE-DSS-AES256-SHA.
FETLS 5 E T AREEEEZETLSE -

TLS Auth. Key 1. OJ#:7E. 1 TLS B2,

(TLS BaE®IR) 2 FRENARNT sz TS DEETPAREREDEETISH -

Client to FaRR DEIL I E ‘2J¥E " Enable(R2A)" H TR AAE OpenVPN & Fln 2 BRBEE -
Client (FE 1% B SR S ET RS EIE TIS §S -

2 A5 i%)

Duplicate (N FRER AU T 1E )i " Enable(RIA)" SAHELUEEN S CN INAE.

(5 CN)
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Tunnel MTU
(Ope &EE
MTU)

Tunnel UDP
Fragment
(Ope i@iE
UDP RER)
Tunnel UDP
MSS-Fix (Ope
i#3E UDP MSS
1£18)
CCD-Dir
Default File
(CCD-Dir 785%
1%)

Client
Connection
Script (AE%
I 12 R &)
Additional
Configuration
(Pt INERRE)

1 WERTE

. Y852 1500
1 WERTE

2. ¥&s2 1500

1. Ol RE.
TR AR 2

1. OJERRE.
2. FBEN BT

. OJERRTE.

2. FHEN BT

SEE =1 =2

1. OERE.
2. FBEEN EBEXF

AR ERCN EURAREEEAEETISK -
EEWE MTU .
£6/515 : 0 ~ 1500.

15EEWE UDP RER - TRRSENEE MTU -
£6/515 : 0 ~ 1500.
TR 388 UDP R RETJHNERE UDP HE -

Z)¥% " Enable(RXA)" 771ELIR®)3E%E UDP MSS f818INAE -

TR 38 UDP MSS 218 &0 HiREE UDP HER -

157 CCD-Dir F&&&15.
#0818 : 0 ~ 256 &= TT.

15 7E P P iim 2 432 A 7S
#0818 : 0 ~ 256 fE=TT.

e E MR ZE.

#E1E : 0~ 256 A= 7T.

132



EWS50 17&n3&: LTE FE=s

{EB OpenVPN Client EF i

WREE 7 Client(= Flm) - RlZ 4R OpenVPN EFIRSIRER -

- Add Delete
. Redirect P
Client Tunnel | Remote |Remote Authorization
ID Name Interface | Protocel | Port Scenario [IP/FQADN | Subnet I!;:z#i'gt NAT Maode

Hash
Algorithm

Encryption

Cipher Enable

Actions

1% T Add (3800)#%zth - 1§38 OpenVPN Client Configuration (OpenVPN EF %% E)=H -
OpenVPN EFI#:REZHEAFFEIEE OpenVPN VPN BESIHFIENSE - #1810 "OpenVPN &Sl

g - NE - BE - “EESE’ . B IP/FQDN' - YEBFE . ¢ S
MEBEE " " BOIEER "MNBEKE -
-
ltem Setting
» OpenVPN Client Name OpenVPN Client #1
* Interface WAMN 1 ¥
* Protocol TCP v | Port: 443
¥ Tunnel Scenario TUN ¥
* Remote IP/FQDN
* Remote Subnet 255256 266.0(/24) -~
» Redirect Intemet Traffic Enable
» MAT Enable
TLS v
"+ Authorization Mode CACert: | v | Client Cert.: | ¥ | Client Key.: | ¥ | Please zet the Certificate.
» Encryption Cipher Blowfish ¥
» Hash Algorithm SHA-1 v
¥ LZO Compression Adaptive ¥
¥ Persist Key #| Enable
* Persist Tun # Enable
¥ Advanced Configuration | Edit |
* Tunnel Enable
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OpenVPN WERTE OpenVPN BFIRBEBREARESREFEPNE L -
Client Name £EE 1 ~32F7T
(OpenVPN &
Bin&E)
Interface (7% 1. LERTE ZHARLL OpenVPN EFInEENERTH -
) 2. TEREE WAN-1
Protocol (17 1. MWNERTE E#&E#% OpenVPN B FinEEIRE -
E) 2. TERREETCP o EIETCP I UDP
-> TCP #%F35 OpenVPN - B8 E%R 443 18 -
o E#E UDP
-> UDP #5F#¢ OpenVPN - i E%R 1194 18 -
Port (38) 1. LERE 15EEZ % OpenVPN EFIHRIE -
2. TEERTE 4430 #E1E: 1 ~ 65535.
Tunnel 1. LERE EEEEE OpenVPN EFIHBERFEMNEL - ofDUZE TUN BEHFEE
Scenario (@& 2. FEREEZETUN TAP BEHE.
AxR)
Remote W TE 18I OpenVPN H FinBERIEI R OpenVPN Bk 10 E IR
IP/FQDN (&l IP/FQDN - @A IP fiiits% FQDN -
IP/FQDN)
Remote W TE 15 It OpenVPN I FinBERIEI % OpenVPN B2 EIRF4 -
Subnet (&1 AR FRUIEAER FERIES
F4)
Redirect 1. o] ERTE. ‘A¥EEEnable (BIF) H1ELIE EIRedirect Internet Traffic (BE@4AIKERE)
Internet 2. TR R B Inee
Traffic (E @4
IBIEES)
NAT 1. OJERTE. ‘Z)#Enable (RXA) H1ELIRIEINATINEE
2. ARG R A
Authorization | 1. MWERE 157 OpenVPN AR ERER -
Mode (IZt#tE | 2. FEEIE StaticKey | o TLS
=) -> OpenVPN £ R TLS #=#4R T, LUT & EE7R CA Cert., Server Cert. 7l
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Local
Endpoint IP
Address (&t
lim®h |P {iilt)
Remote
Endpoint IP
Address (&0
lim®h |P {iilt)
Static Key (3%
REE4H)
Encryption
Cipher (IN%&%=
%)

Hash
Algorithm (%
RIEEE)
LZO
Compression
(B 4@)

Persis Key

Persis Tun

Advanced
Configuration
(EPEERTE)
Tunnel GB%E)

&
Al
K
it

N EE A=
INWEEET TE

1. HERRE.

2. TRER# #Z Blowfish

FRRR¥EE SHA-1

¥R 1 Adaptive

a

1. oERE
2. FER B IE.
1. OERE
2. R B S AE.

AR AR T

DH PEM -

CACert oI ERBIESE - A2RMHBEER>RE>ZEENES -
Server Cert OIIFERBIEL - FESEMHESR>RE>HMNERSE -

e Static Key (FFREZR1R)

-> OpenVPN i&EARFREZR R FEHMA) BEER, WiEHE R Local
Endpoint IP Address (it iin 4 ip fiIilt) - Remote Endpoint IP
Address (i&imlmEs IP {iIilt) 0 Static Key (FFREZRIR) -

TR RAERESETEZETUN - 70 ASERE -

1EE L OpenVPN B E Bt Im s 1P it -

£5E1E: P85 10.8.0.x, x WEEER 1 ~ 254.

TR EEEREEN NEESRRBE, AithinEs P At A9 -

IEE ¥ OpenVPN B E iR Inln g IP it -
ZEE: P A 10.8.0x x WEEE A 1 ~ 254,
AR RAERESN MEZEFRERIBN, EinlnE IP A4 ol -

O
mr

B

AR RAEREEN N EEFRRRE - SRERT UM -
TS PEZEMBE -
#1Z Blowfish/AES-256/AES-192/AES-128/None -

N

WEMNIBEPEERRERE -
#1Z SHA-1/MD5/MD4/SHA2-256/SHA2-512/None/Disable.

187 LZO B#E 5t -
#1Z Adaptive/YES/NO/Default

‘23 " Enable(RYF)" 7S ELLELED Persis Key IOt -

‘7% " Enable(R1A)" S 1ELIEYE) Persis TUN IHEE -

Z—"F " Edit (48)" 1ZiREMERRE OpenVPN &R -
MR 7L RIPE R ERIGRNE N E -

‘2% Enable (B2 &)L &) OpenVPN B3E -

135



EWS50 17&n3&: LTE FE=s

Save (1#%F) i

#HZ Save (fR7F) MEBLIRFRREE.

Undo (GEIR)

242 Undo GER) IBUHE X -

Back (3R[E) =

#HZ8 Back (RE) LIEF&E—H -

=#1E 7 Advanced Configuration (&2 E) € 13 OpenVPN Client Advanced Configuration

(OpenVPN % Fin PSR E

) EH

% OpenVPN Client Advanced Configuration

ltem Setting
» TLS Cipher | TLS-RSA-WITH-AES128-SHA v |
b TLS Auth. Key(Optional) P
(Optional)
b User Mame(Optional) | | (Optional)
+ Password(Optional) | | (Optional)
+ Bridge TAP to V0LAN 1 v
» Firewall Protection Enable
» Client IP Address
» Tunnel MTU 11500 |
* Tunnel UDP Fragment 1500 |
» Tunnel UDP MSS-Fix Enable
» nsCertType Verification [) Enable
» TLS Renegotiation Time(seconds) | 3600 | (seconds)
¢ Connection Retry(seconds) |'1 | (seconds)
* ons

OpenVPN Client Advanced Configuration (OpenVPN & F i R4 58 E) ‘

I5H REE

TLS Cipher 1 MERTE.

Wl

it FHDBE PHEE TLS: None / TLS-RSA-WITH-RC4-MD5 / TLS-RSA-

(TLS Z218) 2. TLS-RSA-WITH- WITH-AES128-SHA / TLS-RSA-WITH-AES256-SHA / TLS-DHE-DSS-
AES128-SHA FREEIE  AES128-SHA / TLS-DHE-DSS-AES256-SHA.
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TLS Auth. Key
( TLS EBRE £i8)
User Name (&
RE&E)
Password (2
i)

Bridge TAP to
(1BEE TAP E)
Firewall
Protection (Bh
K i fRE)
Client IP
Address (FHF
Iw P firdit)
Tunnel MTU
(Ope &iE
MTU)

Tunnel UDP
Fragment
(Ope #3%E UDP
RER)

Tunnel UDP
MSS-Fix (Ope
i®3E UDP MSS
Z18)
nsCerType
Verification
(nsCerType 5%
g

TLS
Renegotiation
Time
(seconds) (TLS
= it s

FRREE VLAN 1

FRRR AR 2

F828 #£12 Dynamic IP

1. WERRE

2. ¥85& 1500
1. WERRE

2. Y= 1500

1. R RE.
2. AR D)

AR AR T

¥RRR1E 3600

AR TLS B EURAREEENEZETISRK -
BE TLS BRERR.

AR TLS B E AN EEENEZTISRK -

MRERREK - FFEARREES OpenVPN EfR=RAEREIIRS -

T EREREETRREEEAEZETISK -

MRERRFFE FAZEES OpenVPN ERRHER -

BB EUTHAREERIVEETISRK -

182 "HRIZ TAP 2" TAP M EBEIEE R B TE L VLAN -
T R TAP 220/ TAP REZEBESRMNATE -
EEZITELURED B G ReE TEE .

AR KA REE T AREA NAT 5 - .

15EE#E OpenVPN BFEI%AY IP firit.
#1Z Dynamic IP/Static IP (E/%E IP /&5 5E IP)

15EEE UDP REr - FERRFNEBE MTU -
£5/81& : 0 ~ 1500.
AR 88 UDP R ERIETAIRERE UDP HER -

Z)3E " Enable(BYF)" 75 1E LRI 23878 UDP MSS {Z1EIRE -
7R 838 UDP MSS 21EETHREE UDP HER -

‘2)% Enable (B &h)LIZE nsCerType B&:EINAE ©
7E:nsCerType B8 E O ARBEEENEZETISR -

& TLS EMHERERERE
#EE : -1 ~ 86400.
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(7))

Connection FERRER -1 IEEEEERER -

Retry(seconds) AR -1 R RAEENTERER -
GEEEE (W) #E1E : -1 ~ 86400, -1 R~NABEEH -
DNS REREE 357 DNS HIRTE -

Automatically #1Z Automatically/Manually(E &) /F&h) -
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5.1.3 L2TP

[tem Setting
F L2TP |+ Enable
b Client'Server
Item Setting
+ L2TP Server [ Enable
b L2TP over IPsec Enable Preshared Key | | (Min. & characters)
v Server Virtual IP [192.168.10.1 |

k IP Pool Starting Address

k IP Pool Ending Address

v Authentication Protocol FAF || CHAF || M3-CHAF || M5-CHAF v2
v MPPE Encryption Enable |40 bits
¥ Service Port [1701 |

® L2TP Server Status [P

User Name Remaote IP Remaote Virtual IP Remote Call ID Actions

Mo connection from remote

= User Account List J¥E] PR

D User Name Password Enable Actions

Layer 2 Tunneling Protocol 55 _EBEHE(L2TP)2—EBERE - ANZIEEEAABEE(VPN)IL
ER ISP IREHIRIFEN—E 9 - EABSRNEZHEAINZB M - HRNIKETEBRENBENNZRHE
RIZHEER, - ZEERLIERFTE L2TP [ERESH L2TP Bl »

L2TP fAlfREE : EFmMNEEBEFR IP 5t FQDN AEEE1I L2TP #iE - CEAEAREPInE#FRE
B "EREIRPIIER" (EFRER/ZMH), B—EES (IP Pool) IP MASREZERN L2TP & F ik 7 Bo E #
P -

L2TP &Rl : s REAEE IP WEHkAZNEEAENRERS - NEET

B - FRIBm
RZERE" ~ "B MERRER IP- 3% REEBENERFREARSHEER -

Bn—{E8
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3@ LTE FE=8

ERIERE . S EEE
"Remote Subnet (:&lmT4E)"

S8 -

Network-A @ HQ Data Center

Security
Gateway
“StaticIP”

; 2 ___LZTP Tunnel

c=e
.;D:ﬁ’
Application G fickr *
Server Database pi L‘ 3

R FHLUBINBIRE
- KB I LIRE

SEREE
@A L2

Network-B @ Remote Office

Global IP: zus.ss.au.zz =

Local IP: 10.0.76.2

[L2TP]-[L2TP Server Configuration]

L2TP over IPSec:

Enable Preshare Key, 12345678
ServerVirtual IP: 192.168.101.253
IP Pool Starting Address: 10
IP Pool Ending Address: 50
Authentication Protocol: MS-CHAP
MPPE Encryption: Enable, 128 bits
Service Port: 1701

1D1:
User Name: Client-1
Password: 1234

4 Create tunnel by Client,
Authentication by Server.

2 Server assign Virtual IP,
Tunnel created.

Client subnet can access
3 HQ servervia tunnel.

Internet packets go through

4 Tunnel if “Default Gateway”

option Is enabled.

leen

M2M
Gateway
“Dynamic IP”

1~ - Global IP: 118.18.81.33

Local IP:10.0.75.2

[L2TP]-[L2TP Client Configuration]

Operation Mode: Always on

L2TP over IPSec: Enable

Preshare Key: 12345678

Remote LNS IP/FQDN: 203.95.80.22
Remote LNS Port: 1701

User Name: Client-1

Password: 1234

Remote Subnet: 10.0.76.0/24
Authentication Protocol: MS-CHAP
MPPE Encryption: Enable, 128 bits
Service Port: Auto

g

#1Z "Default Gateway (FE=RRE
TP BERBEHER "TRfEE

e
#a /1= 48"

H

B L2TP B 0% - L2TP AR E &0 BARO A
MERRERIRFHEIER - & L2TP EFIE -
BRURERAFHENERITEFKER L2TP
mEEn - At ARKE L2TP ZEFInEiRs
FIERERREBEETSR - B2 - IR%E
=inFHFERPEA 0.0.0.0/0 - AIZHRRS
L2TP ZEFIneNFha HRY "FARFERR"
- WHErEER (8 L2TP & Finéi
5 LR EA) B ER 21 L2TP
BB - Eaonzln L2TP EIAR 3 e REAS 12
HZRE L2TP %ﬂ}f'%%%ﬁﬁ%ﬁ SRS Hﬂ
RRE - BEEREES L2TP &

Enl
ax
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RE L2TP
23 Security > VPN > L2TP EHH °

L2TP SR E OFHEREZ IR E L2TP BB -

EX&) L2TP
Item Setting
b L2TP ] Enable
b Client/Server
Enable L2TP Window (B{&h L2TP 1R &)
I5H RIEE B8z
L2TP FRER AR D ‘23 " Enable(RYFR)" S 1ELIRIED L2TP IHRE -
Client/Server (& g RRIEEIE L2TP" Server(@fR2R)” = “Client (BFIH)" A& - UT
Ei%/ERR) FRE 2 LOTP AREME S ERE -
Save (IR %F) i 262 Save (IR TF) BRMPUREFRE -
{EE L2TP fafkRz:

E1£ Server(falfR#3) Z1E 7 Client/Server(ZFin/fERz:)E - LR L2TP ER=:&E -
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# L2TP Server Configuration

Item Setting
» L2TP Server [) Enable
» L2TP over IPsec Enable Preshared Key | | (Min. 8 characters)
» Server Virtual IP [192.168.10.1 |
b IP Pool Starting Address
» IP Pool Ending Address
¥ Authentication Protocol PAP CHAP MS-CHAP MS-CHAP v2
» MPPE Encryption Enable
b Service Port 11701 |

L2TP Server Configuration

L2TP Server (L2TP N . \
ARE) YRR AR T)E Z)% Enable (E5&h) S1ELIEEE) L2TP EIARER
L2TP over IPsec ~ TERRR T & EniE)I_e (E58)) SS1ELLEEE) L2TP over IPsec T REIEE IEHAZH (8
~ 32 @=7T) °
Server Virtual IP .
WEGTE 187 L2TP fEfR=REHE P -

(BB z= = 35 IP)

IP Pool Starting

1. WERE

R EHE P AT L2TP EAR=5RLE IP

eSS .
Address (IP LY 2 SERME 10, EE L~ 254,
fiz3lh) -
IP Pool Ending N . . e
. 1. WERTE IEEEEE IP A9 L2TP EARES 4R IP -
Address (IP st n .
) 2. ¥ER1E 17. FEE > = EEMIHLE < (B + 8) T 254.

Authentication

5 L2TP AR EEEEN ZES NIREBES DIREN L2TP B - o

1B)

Protocol (B 8E NERE
ﬁfifco (BhEE wEEE IS BB BES PAP / CHAP / MS-CHAP / MS-CHAP v2.
h XE
, IEE2ESIE MPPE BE - A% Enable (EX&)) 5 1{ERIE MPPE F7tt
MPPE Encryption NS ) ) )
(MPPE 71%5) UERE THrEEPE 40 bits / 56 bits / 128 bits.
SEE: BUFE MPPE INZ6S, S8R E PAP / CHAP BIEHS RO .

Service Port (R% 183 L2TP AR EANVIRESE -

INEEGTE

#EE/1E 1 ~ 65535.
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Save (IR 7%F) i %N Save (IR %) IRHLUREREE.
Undo (BIR) i #52 Undo (BR) ZHMPUERRTE - .

= L2TP Server Status LR o 0

User Name Remote IP Remote Virtual IP Remote Call ID Actions

Mo connection from remaote

L2TP Server Status (L2TP {3231k £8)

I5H R EE Bl

L2TP Server 7= 328 w " o s v e
Status (L2TP B8 4 BRER 12TP BERIGMERES « &lh IPW\_zz:l‘Iﬂﬁ}ﬁfii IP Fli=lm SR ID -
s2x8E) 2h2 Refresh(RIFF)ZERLIEH L2TP BEEIHEH -

& User Account List " '.

1D User Name Password Enable Actions
# User Account Configuration
User Name Password Account
| | | | [] Enable

User Account List Window ({EFB&IRF B EHRE)

== BEE & BR

EZ L2TP BMbadrEAEIRAIRE - olll% L2 TP VPN EREBRE
I % PlnZ I AEINIRS -

BHEE ADJ(IEM) LIS MNEREIRE - MAERE BN - RBAE
enable(BIR) AEMEIRFERZE -

2% Save (IR IRBLUIREMERAERS -

2LZ Delete(MMBR)1zER, o] UKA RIBREZN FERERS -

#EE: 1~ 32 EFT.

User AccountList &k 10 EEHEE
(EAEIESSE) F

EB L2TP £ 5%
EEE T Client/Server (B Fln/ARER) 8EHIR L2TP Client Configuration (L2TP BEFIRzRE)EH -
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= L2TP Client Configuration

Item Setting

» L2TP Client Enable

L2TP Client Configuration (L2TP EFI# % E)

JAH Setting RIEE E1: 2]

L2TP Client (L2TP ~ TRERARZE . .. w
. Z)%E Enable (B58)) FEMEEEI R B L2TP E Bl -

= Flif)

Save (127%) L 2hE Save (1R7F) IERLURTZRREE -

Undo (/%) ke 2528 Undo (BR) HEUERR EE -
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E1I/4mtE L2TP EF IR
_ “aief0s T Add || Delete | Refresh |

ID| Tunnel Name Interface | Virtual IP IIEFFHI‘.]]{E;?-I Remote Subnet Status Enable Actions

2% N Add/Edit(ENN/4mEE) MR - SRR —RSINREEH - B&ZJLUEM 8 f& L2TP =Rl -

| L2TP Client Configuration

ltem Setting
» Tunnel Name L2TP #1 |
F Interface
¥ Operation Mode
» L2TP over IPsec () Enable Preshared Key | | (Min. 8 characters)

» Remote LNS IP/FQDN | |

* Remote LMS Port |1?D1 |

b User Name |:|
* Password |:|

¥ Tunneling | |
Password (Optional)

* Remote Subnet | |

¥ Authentication Protocol [] PAP [] CHAP [] M3-CHAP [[] MS-CHAP v2
» MPPE Encryption [} Enable
Auto v
» LCP Echo Type Interval seconds Max. Failure Time § | times
* Service Port | Auto v 0
b Tunnel [ Enable

L2TP Client Configuration (L2TP EFif#z& E)

JEB Setting HREE &R A
Tunnel Name (& hEiaw BARBRE -
INES
£78) e WEE 1 ~ 32 BT
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ERI L2TP BENEENE

Interface (F7H) INERTE (BERIE WAN-1 T EF, WAN-1 A5 F)
EiEE AR EM WAN N E (5181 WAN-2).
1. WERE EFE L2TP WBRRIFRET - oJgER Always On(KiEEEE) Y Failover(&
Operation Mode 2. FARUEIR Always  puroqy) .

(ER1EER) MR LR Eﬁiﬁt’jé\r ARERE  TREEE—DEETERNIRE.
FRCE WAN WEER A RE RS H1E -
‘73 Enable (X &h)7/51EEX L2TP over IPsec, WiE—HIaEFaL AR (8 ~

L2TP over IPsec FRR AR 2 32 E=50)

Remote LNS

IP/FQDN (&1l LNS  MWERE B A AT IP ity L2TP fEARESAY FQDN -

IP/FQDN)

Remote LNS Port 1. BEDFE B ALL L2TP 3B38RYETR LNS 1§ -

(ZI% LNS 18) 2. 785 1701 #B/E1E 1 ~ 65535.

User Name (fEFZ& . BALL L2TP BLLE’JEFH%‘*ELXE B3| L2TP RSB RET B MRS -
) #EE:1~32EF

Password (Z45) NEETE i ALL L2TP BB BB LUTE 125 % L2TP IRERFFETE MO RE -
Tunneling

Password(Optional) FB:&A A% ALL L2TP BRERI B BB ETRE -

(BFEZS (O3E))
fERELL L2TP BENEEFHLUEER L2TP ARFs= -
=R FAEIULARZ P thilt/FEEE S (B110 10.0.0.2/24) -
AR L2TP VPN B AR=RRIAAE - B L2TP & Fln B R AR SR F 4889
IR EGEAE L2TP VPN BE B - M ARRE L2TP ERHENEZE

Remote Subnet (8 | "
WG TE BN E RIS ERIRETER -

Vi 48) MRERZEFPERTEA 0.0.0.0/0 - BHREA L2TP EF IR R EITE
HRFEERE - TAHIENE(EE L2TP EFIRENEE HEHRARERE T AN)
BB EIIA L2TP VPN #&3&E - 53k niziz L2TP VPN B ks 5512k B
L2TP BRI A ERE -

Authentication 1. WEERTE It L2TP @i — B ZERE i -

Protocol (Shgis 2 RN AE SRS HERETAS PAP / CHAP / MS-CHAP / MS-CHAP v2 -

HE)

_ 1. R 1572 L2TP AR 2E 18 MPPE 3% - 26% Enable(BLF) SR
MPPE Encryption 2. TR MPPE -

(MPPE IN%) e W . D s
AR B MPPE &R - 33:& W E PAP / CHAP EIRF AT A -
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1. 85% Auto

LCP Echo Type (LCP

Ell=201)

Service Port (AR#%
)

Tunnel (&3&)

Save (IR %) i
Undo (Z/R) i
Back (3x[=]) e

It L2TP @& LCP LB HE - #1E Auto(B#)) * User-defined(fE
& E %)=L Disable(2F) -

Auto(BE)) : AAREBRMRAKMRE -
User-defined([FAEER) : MARBRBRMRA KMREY - BRIE
HREE30Y  ZFAKURHZ6X -

Disable(2MA) : 2K LCP [BE -

#EE : BfRERA 1 ~ 99999, R4 1 ~ 999.

IBEEFEANLL L2TP BERRIEE - o] LUE Auto(EE)), (1701) for
Cisco) 3 User-defined(fE & ER).

Auto(BEh):HARERIRIEIR -

1701 (for Cisco): 2#tfER 1701 B5E4R CISCO L2TP fal Ak =s.
User-defined(fE BB EERR) : W ABKRIFIE - FARESR O

#EE 0 ~ 65535.

‘Z)¥E Enable (E£&h) SAELIEE) L2TP 38 -

252 Save (R7F) RHMLURGREE -

2 Undo (ER) ZEIEUSREE -

2528 Back (RE)#ZEALUREIRT—& -
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5.1.4 PPTP
ol
Item Setting
» PPTP Enable
¥ Client/Server Server v
ol
Item Setting
» PFTP Server Enable
» Server Virtual IP 192.168.0.1

¥ IP Pool Starting Address 10

» IP Pool Ending Address 17

v Authentication Protocol PAP CHAP MS-CHAP | MS-CHAP v2

Enable | 40 hits

¥ MPPE Encryption

- . Refresh
User Name Remote [P ‘ Remote Virtual IP ‘ Remote Call ID ‘ Actions

Mo connection from remote

- I,&dd || Delete .

1D ‘ User Name ‘ Password ‘ Enable ‘ Actions

Point-to-Point Tunneling Protocol 315 EE 17 E(PPTP) @ — & ET E R A BB E - PPTP fE
F3 TCP EAy#EHI3EE N GRE BERFIEE PPP ERFE - B2—BEPInME R38Rl - 5% PPTP
BE - BREBANNBMORENMNE - BEASHZE Windows PPTP #HZRRIEEINGE - HRARBNE

A

=N/l

& ZEMERLUINE PPTP VPN @ER "PPTP @fkz" A& "PPTP BEFIR" A& - siERK)
EEMEBE - PPTP BENRFLTE L2TP MH[E -

PPTP fAAkzs : EMWEEBFRE IP 3 FQDN DIHEFIGEI PPTP BE - CE#ERNRERIHE W
) "ERERPAIR" (ERER/EW), B—EES (IP Pool) IP A= EERK PPTP & Bk B E
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B IP -

PPTP EFin : Bt 2EA#HE IP NERIEHAEZNBEEREN RS - ZREEE - BIEM &
ﬁﬁ%%” - R NERBRNER IP - INEREREEBENRFEINREASIRER Y5 —
[EEEE TR B E T ERE R I NAARIER %:i-%?rfiﬂ‘a%}% "Default Gateway (FEz&fiE%8)"
g, "Remote Subnet (&InF4)" - MECILIEFRBENE PPTP BEMBEERMN "TEREER/ElH T
H 28-

Network-A @ HQ Data Center Network-B @ Remote Office Eﬁ 75&\ P PT P g E HﬁJﬁ ’ P PT P 1E_| EE %% %j- /E_’D_ %5 E/‘J W

psin E% BEZREERFEES - £ PPTP 250

%Fwﬂﬁg4,é§ S EAIR B A F B SR S G5 1558 PPTP
R P - BEEH - EA0ABKIE PPTP 2SI
Sateway \ i-,r-v;‘iﬂm‘*’l'ﬁ'---cfl{e S o | FUESRMEHREETER - B2 ORE

Global IP: 203.95.80.22 ~ — = — — — — — — {4 = — Global IP:118,15.51.33 EHiEFHA=ZEDE A 0.0.0. 0/0 - Bl A A

Local IP: 10.0.76.2 Local IP: 10.0.75.2

[PPTP]-[PPTP Server Configuration] ; [PPTP]-[PPTP Client Configuration] “-' ""“ " ogn =l
_ 1 Creste tunnelby Clent, PPTP EFImenhs B "TRsREas" RE -
Server Virtual IP: 192.168.101.253 uthentication by Server. Operation Mode: Always on

IP Pool Starting Address: 10 i ; Remote IP/FQDN: 203.95.80.22
IP Pool Ending Address: 50 2 iﬁ;eerl :::E&‘;I‘Ftl-lﬂ P U::: N:me: Client-1 :[I:E. ﬁﬁﬁ /‘I;l :tj ( ?ﬁ P PTP KJE ‘-'-' /-/_ ﬁ
Authentication Protocol: MS-CHAP Password: 1234

MPPE Encryption: Enable, 128 bits | 3 [ soeres Con 2%€%° | Remote Subnet: 10.0.76.0/24 B AR AARs T N &G 358 F211 PPTP @38

Authentication: MS-CHAP

::Jl: " o 4 Internet packets go through | MPPE Encryption: Enable, 128 bits s — Y 3o o s .
'ser Name: Client-. if “I " = = —] d A
Password: 1234 e e e St BRI RIG PPTP B AR Ei R RS2 HIZR B

PPTP 2 S e SN M AR H O E -
S L% 018 PPTP 1S

F“F
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& E PPTP
#23 Security > VPN > PPTP EH -

PPTP iR ENFFFEHEREIUNERTE rPPTP BE -

& &) PPTP
ltem Setting
» PPTP [ ] Enable
» Client/Server

Enable PPTP Window (Z5&) PPTP R &)

IC]= REE #AR

PPTP ER R /3% Enable (E58))1 25 &) PPTP IhAE -
Client/Server (& B 157 PPTP A E - #iZ Server(fEiRE2R) X Client(AEI®) AR - THE
B/ EIRLE) = PPTP AIRBFASHIRERE -
Save (I275) = 25 Save (1R72) IRMLUREREME -
{EE PPTP {GIfR 22

fiEsREx 2 < 1% 10 & PPTP EAREIRS -
E1£ Server(falfR#3) #1E 7 Client/Server(ZFPln/fEKRz:)EF - 1§ EIR PPTP @ARE8EE -
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.
Item Setting

» PPTP Server Enable

» Server Virtual IP 192.168.01

¥ IP Pool Starting Address 10

v IP Pool Ending Address 17

¥ Authentication Protocol

PAP

CHAP

MS-CHAP | | MS-CHAP v2

¥ MPPE Encryption

Enable | 40 hits

PPTP Server (PPTP
(GiliEs)

Server Virtual IP
(Al AR =S E 5 IP)

IP Pool Starting
Address (IP B84
fizlk)

IP Pool Ending
Address (IP 45 3R
fiz k)
Authentication
Protocol (B 1) &&
W)

MPPE Encryption
(MPPE 1N%)

Save (fR7F)
Undo (BR)

FRRR AR 2

ki

1. WERRE

2. ¥85% 192.168.0.1
1 WERTE

2. 818 10.

1. WERE
2. FERRI1E 17.

1. WERE
2. TRERAR D)

1. BEREE

2. RERAR D)

P
I
7

E=)

‘Z)#E Enable (&) FHELLZE) PPTP server role of the gateway.

$572 PPTP EARSZAEHE IP fiIdlk - BEHE IP AIUHISIER PPTP ES 1SS

DHCP RS - 7ER217 PPTP B4, B SIH15 5 BRI —(B RS IP frdt -

&2 PPTP ARRBHEHE IP DHCP RS - EREBTILUEEEHE PPTP
=505 IP ik FABRORIA 1P firdt -

#EE:1 ~ 254

&2 PPTP ARRBHEHE IP DHCP RS - EREBTLUEEEHE PPTP
=505 1P il FARRRE IP At -

FEE > = RIGATIEE < (RBAATHE + 8) 5 254,

5 L2TP AR EFEEN Z BB NRERES DIRER PPTP 21 - o
RS 1 52:E 7 EZ PAP / CHAP / MS-CHAP / MS-CHAP v2..

IEEREXIE MPPE 7€ - A3 Enable (EX&h) 75 {ERUA MPPE Fi T
5 B P #E1E 40 bits / 56 bits / 128 bits.

AR B MPPE NI, 515855 1% E PAP / CHAP ZEIE#E Aol /4.

B2 Save (fR17) HERLURGFREE -

2528 Undo (8/R) #B#EUER EE -
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« PPTP Server Status B0

User Name Remote IP Remote Virtual IP Remote Call ID Actions

Mo connection from remote

PPTP Server Status Window(PPTP @R 28 AR SR &)

I5H RIEE Bz

FANELR PPTP ERIRMERE R « &% IP - ZinE R P FlEInEESE
PPTP Server -
Status D

#hE2 Refresh(lal#f)iZsh LAE#T L2TP EFIRES °

& User Account List '. ..

1D User Name Password Enable Actions
# User Account Configuration
User Name Password Account
| | | | [] Enable

User Account L|st Window (EFEIRPEERK)

=] R EE EE]

52 PPTP S ERENFEREZIREEE - oll% PPTP VPN ERRFIENE
I % B Im i S FIG AR S -

28 AA(IEM)IRRIENERERE - MAEREBNRE - KB QE
enable(RYR) S EVRVBFERZE -

2hE Save(fRF) IRLUREF ERERS -

252 Delete(fIBR) %8R, oI LUK A MIBREZNERERS -
HEE:1~32EFT

User AccountList &k 10 EEHEE
(EREIIREEE) =

{EE PPTP EE %
# Client/Server(& Blf/@ R gs) P12 Client(BEBIH)IE - #HIR—%% PPTP BRI E -
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= PPTP Client Configuration

Item Setting

» PPTP Client L) Enable

PPTP Client Configuration (PPTP EF#% )

=)= RIEE AR

PPTP Client (PPTP

A, lent B0 733 Enable (E581) FAELBBIRIEEEH) PPTP 250 -

o]

Save (I %F) = PHE Save (IR TF) HHMLURERTHE -

Undo (BIR) = #52 Undo (ZR) IR tIBUHR EE -
#B1I/4%88 PPTP EF %

O e SR Add [ Delete || Refresh |

ID| Tunnel Name Interface | Virtual IP IIE.FF"{;{E;;?I Remote Subnet Status Enable Actions
S N Add/Edit(3800/4mE8) 1% 1S - i HIE—%5 PPTP BERInR EE=H
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= PPTP Client Configuration

ltem Setting
* Tunnel Name IPPTP #1 |
¥ Interface VWANT =
¥ Operation Mode

* Remote IP/FQDMN

¥ User Name

» Password

* Remote Subnet

I

¢ Authentication Protocol

[ PAP [] CHAP [ MS-CHAP [] MS-CHAP v2

* MPPE Encryption

[} Enable

b LCP Echo Type

| Auto

Interval seconds  Max. Failure Time El times

v |

¥ Tunnel

[] Enable

PPTP Client Configuration Window (PPTP EEl#:& ER &)

EE REE 25.8H |
Tunnel Name (B I ABEETE -
857 PR BEE 1~ 32 BT
EZELL PPTP BENEENTE
Interface (FTH) WEERTE (EE /A WAN-1 /T E R, WAN-1 0] F)
EtxEARE M WAN 7TE (5i0 WAN-2).
1. WERTE E& PPTP BEBHRIEET - OJAE2 Always On(KIZEE &)Y Failover(&
Operation Mode 2 TRRUEIE Always  euzoqg) o
(BRIFED) on MRIBEEREABHERERE  LRB2ETEEZEBWIRE.
ARE WAN WEER A REED I8 - |
1. NEHTE. i A\ Q3L P AIHEERY PPTP & AR&a#Y FQDN -

Remote IP/FQDN

2. BRTE ipva

(&1 IP/FQDN)

fir41t % FQDN
UserName (fEF3 AL PPTP B2ER B EBLIEEES PPTP IR SIBETSHRE -
=278) EE: 1 ~ 32 BT,

Password (B218)  MERE WAL PPTP B2EM B RBLIEEEE) PPTP IRESETS HME -
Remote Subnet  ME3a5E $E7E Il PPTP MBIEAYER T4BLUEE) PPTP FRISSE -
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(&=im+48)

Authentication
Protocol (B 17§

7€)

MPPE Encryption

(MPPE 1N%)

LCP Echo Type

(LCP BIZE#HA)

Tunnel (B%&)
Save (fR7F)
Undo (iZR)
Back (3X[=])

1 MWERTE
2. FRRR R B)EE

1. 785 Auto

FRRR AR T3

ERFAEBINLARZ P thilt/FEEESE (B0 10.0.0.2/24) -

FAR PPTP VPN fElBk=304E - EILFE PPTP &= Pk BAR U R E A F A/
KB EFES PPTP VPN BEEH - H AfSRE PPTP ERIRNEZE
RIE R E R0 IS RIS T -

MREEREFRERFEA 0.0.0.0/0 - FHRR PPTP EFInERR FHHITA
MEBERTE - TARIEIIE(E1E PPTP EF RN BHRARREE S A)E
BB EIIRY PPTP VPN 3B - B3 n a1 PPTP VPN fEliR=81£HI2R B
PPTP EFImAIET B ERE -

RIL PPTP BB e E — Rk Z (B8 5E ek

oA S M &E T A< PAP / CHAP / MS-CHAP / MS-CHAP v2 -

157E PPTP A28 2 &2 1% MPPE ###:% - 24% Enable(RYFR) S HERN A
MPPE -

TR - B MPPE MNZRs - B E PAP / CHAP EIE#F Aol A -

AL PPTP #@EEE LCP BRI IEEY - #iZ Auto(BEh) - User-defined(fE
& E%)Y Disable(ZH) -

Auto(BE)) : AAREFRBMEAKHRE -

User-defined(EAEER) : BARERBRNEAR KURE - BEROTER
BEE30W EARKURHZO6R -

Disable(22M) : Z/A LCP @& -

BEE: IREEEA 1 ~ 99999, MIEERRIA 1~ 999.

‘2)% Enable (E£&h) 5 1ELIZE) PPTP 3838 -

BHE Save (R7F) RELURTFREE -

#E Undo (ER) RERUBUEREE -

2HE Back (RE)ZEALUREIRI—& -
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Bas

5.1.5 GRE

-
Item Setting
* GRE Tunnel Enable
» Max. Concurrent GRE 37
Tunnels
- | Add l§ Delete |
T | 0 ti Keep- R t .
1D ‘ ﬁé‘;g ‘ Interface pﬁﬁj;ﬂll Tunnel IP ‘ Remote IP ‘Key TTL aﬁiﬁ sm?ef Enable|Actions

Generic Routing Encapsulation & B *1%%(GRE)Z Cisco BRIAK AN THBNBERT - ©EB
FERAE G ERERARETERSEHMNEEATE Y IESRVEBERHE -

HEIIARENE M2M FE=s -

58 A GRE @8 B Zh op 021 B RA AR - £ M2M FE=R%EH

HFBAE Pln £ E 0] LR ZFIf L REREENERFERETERESE

GRE BE 1 |Psec BELE L - BEFInA

SKERRERZIEE - EPmAGRSFEAUAEAERFFE IP 3

FODN - {Ha&iRiEE=RElE 2 EARE —EERENRAE I LUEREZ Pinsl GRS EH -

GRE @EFH =

Network-A @ HQ Data Center

Network-B @ Remote Office

=2 e
W ey’
Application G e §
Server Database _,L_" y

Security = L= =M _ L — = = = === M2M

cetewsy (/87 GRETunnel__ il wew

“otaticlP” 1§ o “Static IP”
' Clign

1-

Local IP: 10.0.76.2

[GRE]-[GRE Rule Configuration]

= Global IP:118.18.81.33
Local IP: 10.0.75.2

[GRE]-[GRE Rule Configuration]

1 Create tunnel by Client,
Authentication by Server.

Tunnel Name: GRE_A_B
Interface: WAN-1

Operation Mode: Always on
Tunnel IP: 203.95.80.22
Remote IP: 118.18.81.33

2 Any peer gateway can be
both Client & Server, and
must have Static IP or FQDN.

Client subnet can access

Key: 1234 3 serversubnetvia tunnel.

TTL: 255

Remote Subnet: 10.0.75.0/24 4 'ﬂler"r_lf F:fck:ts e through

DMVPN Spoke: Disable Tun_ne if “Default Gateway
option Is enabled.

Tunnel: Enable

Tunnel Name: GRE_A_B
Interface: WAN-1

Operation Mode: Always on
Tunnel IP: 118.18.81.33
Remote IP: 203.95.80.22

Key: 1234

TTL: 255

Remote Subnet: 10.0.76.0/24
DMVPN Spoke: Disable
Tunnel: Enable

% 721 GRE BE - BEHMEFTESEE
B IP ERBE P WEAHSLHNER IP
TERER IP -

SEER N RE—DIEE GRE AR 25T
NERR =R F4IEE - % GREEFI% - B
I ESRFEPRER I B15ZE 1R GRE &
BEEH - B ARSKIE GRE B PInENRRIE
=B RIEHEREETEE - B2 - IR%E
=in A7 EPE AT 0.0.0.0/0 - RIBHHK
8% GRE E FPInei#haHr)" Default
Gateway (FRRRFIER)" &E - WHRBE
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1 6)(B11E GRE ZEFInREn#L 2 BRI ARAEIS E A)iFEE #1717 GRE 18 - E3~i&ln GRE Ehkes
BB TEHIZR H GRE B FEnRN A E R EI0RE -

YN5R GRE @R 23 DMVPN Hub Ihgs(W Cisco B2 1E4 VPN £ 28) - 8 GRE BEFIm o] ITELL
&) DMVPN 2108t - RARE 2% GRE over IPsec BEETH -

=2 & GRE
# % Security > VPN > GRE B H °

GRE 38 E AR (£ H R I AR GRE 1B -

B &) GRE

Item Setting

» GRE Tunnel Enable

¥ Max. Concurrent GRE 37
Tunnels

GRE Tunnel (GRE

N FRRE R B ‘7)% Enable (X &h) 51ELIEE) GRE &L -

i)

Max. Concurrent

GRE Tunnels (&K {RIZEmELE EEmARRELR GRE BENEERGIREREEEMARL -
11T GRE #&#38)

Save (frR¥F) = BLEE Save (1R7F) LELURTFRE

Undo (i2/R) = 22 Undo (BIR) 2BV E -

#21I/4%%E GRE @&
- Add || Delete
1D Tunnel Interface Operation Tunnel IP Remote IP | Key | TTL Keep- Remote Enable|Actions
Name Maode ¥ alive Subnet

1%~ Add/Edit (¥ri8/4REE) %8R 13R GRE Rule Configuration (GRE ARRIFRE) EE
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#» GRE Rule Configuration [Help ]

Item Setting
* Tunnel Name GRE #1 |
F Interface
¥ Operation Mode
» Tunnel IP IP: | | MASK: |- select one -- v | (Optional)
* Remote IP | |
» Key | | (Optional)
»TTL |

[ Enable

* Keep alive 'Ping IP v | | Interval (seconds)
b Hemote Subnet |
» DMVPN Spoke (] Enable
» IPSec Pre-shared Key | | (Min. 8 characters)
» IPSec NAT Traversal Enable
» IPSec Encapsulation Mode | Transport Mode v |
* Tunnel [| Enable

GRE Rule Configuration Window (GRE #REIzZ ER &)

i=]=] SLEE T |
Tunnel Name (B N s -
o NERE W BESHE FEE: 1~ @2t
EEE) —

1. MWERTE . s

28 BENNE - OJgEE

interface (VE) S, RSN GREWEIONT - STAERETOIMN WAN A LAN AH -

1 WERE %22 GRE BRI - TI552 Always On(FKIEEE); Failover(&
Operation Mode ~ 2 AR Always  guzeqy) .
(RIEER) on tzu%ﬁtL ENTAREBNEE  AEEE—SEEENENITEE

-8 WAN HORSIBE FADE A a1 -

Tunnel IP (558 IP) TOIERE @nu}\LL |P AN FER F4ERE =,
Remote IP (&8 5\ U213 GRE BERENIEN 1P (1 - BEESIEN GRE BEN AL IP
IP) U ikt -
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Key(Zi8)

TTL

Keep alive (IRT74%
%)

Remote Subnet
(RImT4)

DMVPN Spoke
(DMVPN %)
IPsec Pre-shared
Key (IPsec FaH
IPsec NAT
Traversal

IPsec
Encapsulation
Mode (IPsec 3£
=)

Tunnel (B%&)
Save (1R7F)
Undo (BR)
Back (3X[=])

o

SEE 1=
O ¥ TE

1 WERTE

2.1to 255range

1. FERR AR BE
2. 5sis set &%

FRRAR

N EE L=
INEZETTE

FRRR AR T3

FRRR AR 2

FRRR AR 2

el )

E=)

@ A\ GRE ZRWE R -

Z6/E1E - 0 ~ 9999999999.

157E It GRE @380 TTL % (hop-count)EifE -

#EE 1 ~ 255.

2)% Enable(RUR) HERE "RIFERF" THEE.

4 Ping IP DURFEEENRAS, W45 IP AIt#A Ping -

& A Ping ISR (UM R EAN) -

#G/E1E: 5~ 999 7.

1572 It GRE BRI T 49.

Eif ARSI AZ P UL/AEIESE (B0 10.0. 0.2/24) -

FA7S GRE fElAR28E0%5 - GRE EFiIntigh B IRUNBAFRPNERIE
%3838 GRE BEHH - HithigiR1E GRE B FIHENNZ 2 RIEN BATHE
AREETE -

MREER FRBUPEA 0.0.0.0/0, RIFF#HAS GRE EFInHIAKRFE
ME - WHPTABIBIE(E1E GRE EFInEnE R BRRRAEEA) &R
BBZEIIA GRE BB - B3k~&lh GRE ARk 1EHI2RE GRE ZF %
ENRAV DI EIRE B2RURE -

fEEREZE G DMVPN GRE BEM DX - 2% Enable(RXA) 5 1EL
XA DMVPN X -

# A DMVPN B 5RE FEH AR (8 ~ 32 @5 7).
AR BHARIREIHREA DMVPN 232,

‘7)#E Enable(BIA)ME ] BUA NAT Traversal -
FEE:IPsec MNRKELAH DMVPN, B NAT Traversal #&o] A.

W TFHMEDIEE IPsec $TEEHER, - I8 Transport mode (E#tE )1
Tunnel mode(f&3E &) -

AR 2 DMVPN REUAHRS - IPsec HEAEAF AT -

TES 57T LI E) GRE @8 -

#H 2 Save (fR7F) MEBLURZRRAEE -
#02 Undo (BIR) LBV EE -
#6 %8 Back (3RE)ZHALUIREIRI—& -
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I
A

565

6.1 BECEXEHE

M2M:-loT :’ Linux Script cLl

— ! 4/bin/sh @b

Manage via Internet

N

Access & Control

Local Access & Control

& & ERZRERLENDHAARNEIE, 61F (BETERD) BiR% - EPAEEFZELT
M T BETHNEEMFMPAEANRNASERBENBEMNES - WREXEFZSL2AEERE, W
Command Script 3§% + SNMP fli&E#8Telnet TCLIES §9. BOIE "BEEMEE" S 9HWeb
Ul S LT -
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6.1.1 Command Script {5 <&

N =

Command Script IESHREE

ATEEEDMIN FREARER L ERMEIBERRENER -

%l Administration > Command Script > Configuration EH °

E&&) Command Script

==

AX AE

Item

Setting

Configuration

Enable

Backup Script

Via Web UI

Upload Script

Via Web UI

Script Name

Version

Description

Update time

Configuration

. FRRE AR T)E
(FRTE)
Backup Script =
(BHRIZ)
Upload Script =
(LR

Script Name 1. olE:E

(MAE&ME) 2. HOBMHIES

1 oJERE

Version (hRZ) 2 (Ff= s
Description(ff 1. o E
AR) 2. =5

2)3% Enalbe(RUR) S 1ERNE)an < I A TORE.

2528 Via Web Ul 5§, Via Storage 1Z U H txt BPHIRBMSHA - o
METMENRAZBPEEESES -

25% Via Web Ul B¢ Via Storage IZEHZERHEIEER ixt 18 LEIRBW DS
RS -

BEMABENIESES, BREEN HERSEEHE -

#EE: 0 ~32 [BF7T.

15 FE RN an SR AR R A SR -

#EE: 0 ~32 [BF7T.

REANm < HAR ABRERA -
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Update time

P8R RSB S HAR HERSR -
(EFI5R) % E R LA LE

fmEE/ RN X FETHAX

IR LG Rl T Clean il Backup

DPENVPN_ENABLED=1 " -
OPENVPN_DESCRIPTION=amit-routerd [

OPENVPM_PROTO=udp

OFPEMVPMN_PORT=1194

OFPEMVFMN_REMOTE_IPADDRE=vpn4dsenvice.eu

OPEMVPMN_PING_INTVL=60

OPEMVPMN_PING_TOUT=150

OFPEMVPMN _COMP=lzo

OPEMVPMN_AUTH=ts-mclient -
OPEMVPM_CA_CERT=LS0MLS1CRUdJTIBORVIUSUZIQOFURSMLSMCKTISURUREND QXIXZ0F3S

MO ERECEHPREANFRERTE - WLEAR -
Plain Text Configuration (43X &)

JEH REE &R AR

Clean (iBF%) Ea BRNFEE - (RHE Save REFZH D E—L BERARTPSREFHRE) -
Backup (f8f3) & HBOR FEHRE -

Save ({77F) i RIFEE

ENANFHRERBBEREMUTIIRD - ROLGFELE Linux MSRITHRESER script X5
TfER STARTUP S ERRARRRE - RN ELERHE Linux MLENRE - dUFERER
Proprietary Command Set fn LSS EETRHRE -

Configuration Content (FREAR)
Key Bl
OPENVPN_ENABLED 1: BB&p X EISLZEF OpenVPN & FinINEE -
0:ZHe
OPENVPN_&%BR WG TE 157E OpenVPN & FlniE R rRE 2
OPENVPN_PROTO ubP 75 OpenVPN EF IR E&ETHRE °
TCP e  TCP 8k TCP/UDP -> OpenVPN #1454 TCP {3 ERE &
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OPENVPN_PORT

OPENVPN_REMOTE_IPADDR

OPENVPN_PING_INTVL
OPENVPN_PING_TOUT
OPENVPN_COMP

OPENVPN_AUTH

OPENVPN_CA_CERT
OPENVPN_LOCAL_CERT
OPENVPN_LOCAL_KEY
OPENVPN_EXTRA_OPTS
IP_ADDR1

IP_NETM1
PPP_MONITORING

PPP_PING

PPP_PING_IPADDR
PPP_PING_INTVL
STARTUP

MEE=A o
INWEETE

IP 5% FQDN

7
5
e

BEREIB/TLS

=il g

&
W XE X
REORE R
& mE AL

IS
<
>

#I8

IP

IR S

1. X%

0: %

0: DNS Query
(DNS &39)

1: ICMP Query
(ICMP &34)
IP

b

E2E

59

£ M Telnet ETHXF R MR E
B 7 EERFEREBNAEXFREIN - BERARELFER Telnet CLI £17:RE - EEET
txtConfig” AR IFIEBRNITRHAENRRARTE

FREAEW Telnetm< "

443 18,
e UDP -> OpenVPN i#%fEH UDP B ERE 4 1194 18
IBEZEFE AN OpenVPN B FIHAVIE -
15E L OpenVPN & Pl BB &R OpenVPN fEliR 281 E Ik
IP/FQDN - @A IP fiiits% FQDN -
157 OpenVPN RIEFLEFRERBENREER -
157 OpenVPN & FlnfriFEFREMBHBRIE -
157 OpenVPN EFIf) LZO Compression B4 E &%
7% OpenVPN BB EREE.
e  TLS -> OpenVPN i/ TLS E#ERT - FEEE CA
Cert., Client Cert. ] Client Key
187 OpenVPN EF I EERT CA &B:E - 2318 Base6d it -
187 OpenVPN EFInAith/R:E - 538 Base64 14 -
157 OpenVPN ZE FlnR At 2 - 538 Base64 ik -
187 OpenVPN & FImpIEEIMETR
EI48 LAN IP
E 1548 LAN IEE
YA LR TNBER, BEE=R#G £ A DNS &E/95L ICMP BB E
#8738 DNS &i#f] - 24#% DNS EE R 815X
PPP_PING_IPADDR s B1RRIGEER -
FF ICMP &3 - %4133 PPP_PING_IPADDR $r5EM B 1R 5
% ICMP B E R EIRIGE EAR
157E IP A1 E7 3825 DNS &58/ICMP AR BE R -
R EERaEmE DNS B8 ICMP EaERFE 2 E -
ER1REE Linux m<RIRE, B EMRERSED, UE<ER
FAR STARTUP RAEN AR < -
Bil4n,
STARTUP=#!/bin/sh
STARTUP=echo “startup done” > /tmp/demo
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m<EI A : txtConfig(action)[option]

Clone (%) BAEE BHERNEPHNREANS, UREFHRBRER -
(Bl: txtConfig clone /tmp/config)
RERPHATE FHRFINAEXFan<EE - RFERT "Hh" 4

XFhRETEMEE -
Commit (12%) BERIEE R EANBTRERANERE -

(Bll: txtConfig commit /tmp/config)
Enable (&) # RURAES F R A AH RS -

(Bll: txtConfig enable)
Disable (£2R) = BRMNFRFHERE -

(Bll: txtConfig disable)
run_immediately # EREEREPERNREANS -

(Bll: txtConfig run_immediately)
run_immediately HEAIEE DECEERANRERE -

(Bl: txtConfig run_immediately /tmp/config)

6.1.2 SNMP
Simple Network Management Protocol fEE43ES %ﬁﬁ% SNMP - 2—E5®E&EBpollingHzE
HIREUREZERABSHNHE  SERERERRESIESRAERNEES -

AR SNMP £ H, —EsZEEREER (FESManager) B 55 R EEEIAE FHN—F AT
wE - BEFRERASETOURESNT —EELSENEE TH(Agent)Z8 SNMP [@EHERREEM -

SNMP IR EBEEREREZEIZHSNMP Manger - ZBEEAHFEEEETE - FlINEBERIKHE
B LEEERIENFERMNRE - @18 SNMP BEANEHEEBRGEDAHEN - ?Elt—bﬁikﬁiff%ﬁ
Hithcp &R (MR EELFHE M) HManagement Information Bases B2 & & (MIBs) it

B EZE A MIBs 1—f& SNMP {GERE A MIB - x18/J MIBs #1°'F: MIB-II (RFC 1213, &
2 IPv6) ~ IF-MIB ~ IP-MIB ~ TCP-MIB - UDP-MIB ~ SMIvl # SMIv2 - SNMPv2-TM #1 SNMPv2-
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MIB ~ #1 AMIB (ETHERWAN £ MIB)

SNMP EE

8}

Remote NMS Gateway 2
118.18.81.22 !
8 —

Remote NMS
118.18.81.11

LAN IP:10.0.75.2

o g; }

Intrane

Loe
10.0.75.100

HERERAREIER

* SNMP HEEEE 24 (NMS) BEMERAEINT R - A NMS IREREE S - TEEREE

SNMP Bz - BZ— B A2 FEAEIR NMS REEHE WAN NMEERIREERNTF A UDP B EHERR

ERE—EARE -

73 R AR

NMS Efkz3 o] LU SNMP e BB MEcER T A - BLERBARoILE NMS 15 UDP Eills
BHUE -

R A S E = (trap) SRS 4 NMS Ehkss

£ SNMPv3 IR E o] LURE SNMP an 2 M EI B EE -

BEESER IP UitrVER NMS oJLIEERRHE, B85 —E&ElR NMS BIATT -

SERTEREE
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NRIE F28EE - PR LLEPHRER 1 W—E7-ZE - W LAN F1 WAN 7TE LRI "SNMP" -
RPARERWSRERERE

Configuration Path [SNMP]-[Configuration]

SNMP Enable n LAN w WAN

Supported Versions nvl mvZc mv3

Get / Set Community ReadCommunity / WriteCommunity

Trap Event Receiver 1 118188111

WAN Access IP Address 118188111

Configuration Path [SNMP]-[User Privacy Definition]

ID 1 2 3

User Name UserNamel UserName2 UserName3

Password Password1 Password2 Disable

Authentication mMD5 SHA-1 Disable

Encryption DES Disable Disable

Privacy Mode authPriv authNoPriv noAuthNoPriv

Privacy Key 12345678 Disable Disable

Authority Read/Write Read Read

Enable m Enable m Enable m Enable
BRI

£ EBED - NMS ER=R ol IEEAR P2 (E S UDP-reachable (UDP ofiE) 48k - "Gateway
1" BFEEREZ— - LAN /THEABY IP i7it% 10.0.75.2 - WAN-1 /T ERY IP % 118.18.81.33 - {EES
NAT EEHzs -

EE—PEE - NMS BIEEAEBRMAERERFEEFRHBEN LR ELERTE NMS 24F - 8% NMS %
BB SNMP get S EH I AL ERBRORES -

SEHENERTELEERER - NMS 20T EH SNMP S2EMm< - NREMEEEH SNMPv3 1
TERE "Gateway 1" - BIfEA "UserNamel” tRFE - ARIEFER#EIRS "Read/Write(FE/=)" -

}T

B

AE
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IER7A "UserNamel” 1RETILGE “"Gateway 1" #ZRE NMS HIRRE -
—BRERBEREESEN - REFD Trap FBHHSHEINEEEE Trap B - NMS RBOJgEEHEP Y
NERZBIRZEE NMS M ERHE ZEE#H SNMP an S MEFE - 55FH SNMPv3 -

mEaER IP AR ESREAEE "Gateway 1" - A% "Gateway 1" RasfEBRSER IP
RS EBE WAN N EETEIE -
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s & SNMP

#2% Administration > Configure & Manage > SNMP EH -
SNMP BEE+RusHEAERTE SNMP BEERE, 82T HE ~ RAR - FHIESIA] trap FEEHZEIES -

EXE SNMP
ltemn Setting
» SNMP Enable LAN WAN
¥ WAN Interface Al WANs

b Supported Versions

v

v3

+ Remote Access IP

Specific IP Address +

(IP Address/FQDN)

b SNMP Port

161

SNMP Enable
(SNMP ExEh)

WAN Interface
(WAN 771H)

Supported

Versions (SZEHIAR
)

Remote Access IP
(=2ImTFEY IP)

SNMP Port

1. FERR I

1 WERE
2. TEREE ALL
WANSs

1. BEREE
2. RERAR D)

1. FBE: £
IPv4 firdlk
2. olEIEH

1. Al e

#1 SNMP 897 T LRV SNMP IJEE -
2% LAN FSHERS, 18RIE) SNMP IhEEFIE DI LA LAN E A SNMP -
7% WAN FH1ER, #5RE) SNMP IhaEA eI LA WAN E A SNMP - .

fRE=IH SNMP E# 0] R E AR ER WAN 7TH -
¥R 23 All WANS, 1 H WAN 7T EDE B R -

12 SNMP f R A

vl BAEWZER - BalIE A SNMP Al 1.

v2 FAEWER - BalIE A SNMP AR 2.

v3 AAEWZER - BalE A SNMP AR 3.

BE WAN HEIRZFEIP -

112 Specific IP Address (4584 IP fizitk) fi A IP il - L5 IP i
HEBT LR LAN/WAN & A SNMP

#12 |P Range (IP & &) - AR —EZER IP (il - LLEERA IP I
HEBT LR LAN/WAN & A SNMP

NEREAZE - FRORNEAT IP UL E O] LA LAN/WAN & A SNMP.

157E SNMP &
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(SNMP 18) %JEE%L AL HRARS: - BN EREACSERAEEERESR -
2. BB SNMP IR e - 65535,
161. -
3. MERTE
Save (IR 7%F) = FHE Save (IR f7) HHMLURERTEE
Undo ((EIR) I #5Z Undo (ZR) 2 tIBUHRE
By /REZSEER

SNMP ZBFFERARA 1 FARA 2 BUERAEERITREAZES - Z

= Multiple Community List [¥7] [EECCH

1D Community Enable Actions

S~ Add (1B0)izeh - 18 H3IR Multiple Community Rule Configuration (Z2BRAIRE)EH

Item Setting

¥ Community |Read Only v | | |

» Enable Enable

‘ Save | Undao | Back |

Multiple Community Rule Configuration (ZZfE#RAIFRE)

=i R EE Bz
1. FE5%#E#E Read
Only IBELMARA 1 SiRA v2c ERENELS - SR DT (GET A GETNEXT)
Community (Ef8) 2. MWERT 5 ER(GET ~ GETNEXT #0 SET) 73 BI& A.
3 FBMA AR WRNRARER32-
=
Enable (EX&p) 1. FEERAE 2428 Enable BXAIEARAK 1 ShRAK v2c ERE.
BHE Save(IRF)IZELURERTE - (BREAR SNMP IHEE - #R[E] SNMP
Save (IR %F) = FEREEER " Click on save button to apply your changes (R E{R 71
HUERGNER)" DURMESAEMBRTRE -
Undo (%) L 2528 Undo (EIR) % EREUERRE.
Back (3x[=)) " 2H% Back (RE)#Z RO RE—H
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Bi/REERER
SNMP 7EH AR5 3 hRfERE EHIRHE AL -
=) User Privacy List [ [P

ZBEHRR RS 128 EEAERARE -

allr

OID Filter
Prefix

Pﬂ;ggy Prri{:z;cy Enable| Actions

Password | Authentication | Encryption Authority

1% T Add (1g/0)izth - 15 L3R User Privacy Rule Configuration (& BARAIRE)EHE

@ User Privacy Rule Configuration

Setting

Item

b User Mame

r Password
b Authentication
» Encryption

b Privacy Mode

' noAuthNoPriv ¥ |

k Privacy Key

» Authority
» OID Filter Prefix 1 |
+ Enable Enable

User Privacy Rule Configuration (R &EFARBIERE)

User Name (£
E2E)

1. WERE

2. FHBFAEEX

RERRA 3 EHENERERRE -
#E1E: 1 ~ 32 [EF7T.

Password ()

EREMEINS authNoPriv 2 authPriv 5,
FE1E: 8 ~ 64 8= TT.

R 3 ERERERE -

Authentication (32

7g)

=
1. FHEEA ERX
=
1.

FRELETE None

EREMEINS authNoPriv 2 authPriv 5,
EIZF A MD5/SHA-1 B 1 EREER -

BRIRA 3 ERERES R

Encryption (1038) 1. #383i% None  MBRFAMEIUS authPriv B, 554 3 BREIEEMEHE -
1212 DES/AES BB HE -

Privacy Mode (8 1. 7838312 ISTRHRA 3 A EMRERMER -

IREE) noAuthNoPriv noAuthNoPriv.
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AMERS M BEREENMBHBE -

authNoPriv.
IEEB R NS
authPriv.

EES MR - B - MENRBFLER -

Privacy Key 1 7B EREY  BRNEMAERXA authPriv 5, 515 ERA 3 EHEHBALEEEG ~ 64
(A2 ) & Bx) -
Authority (f77) 1 FA:EiERead  I5EMRA 3 EFEMOMEEMENE - £ IEE(GET A1 GETNEXT) Si3B%E
(GET ~ GETNEXT #0 SET) #RlZE A.
OID Filter Prefix 1. %% 1 OID EFZRIASIRA 3 ERENE AIREIRATE OID fF 1R (sub-
oD grmATR) 2> UERE
3. e Amge  treerooted)
% OID FHEE 1 ~ 2080768,
Enable (&) LIRR AL T 1E 2% Enable(RAF) RUFAARA 3 A -
Save (I£75) = 2482 Save(IR%) IR E - FBFAIR SNMP I98E - 3EE SNMP £

B " Click on save button to apply your changes (2
BREFRIUERTNER)" LUREEREMETIRREFRE -

Undo (B/R) i 252 Undo (GER) R REUHRE.
Back GR[E]) = 2422 Back (RE)ZIBROIR%E—&

1L /4mEE Trap PEPH S HIZUNES
SNMP 7eRF R EREARY Trap FEASHEINES - ZIBHSRRZIE 4 (@ Trap FEHSHENESESE -

" Add Delete
1D Se;rl;rer Ssgvr?r vi';‘ls':‘cf:] Cuw;"r;'é]iw Nuasrﬁre Password P':‘i:zgy Authentication | Encryption Pﬂiircy‘Enable Actions

21~ Add (1&/0)1%#h - #& L3R Trap Event Receiver Rule Configuration (P& S48 R AR E)
=M - FERA SNMP IEARZ vl - RESEBIRHEMRA 1 AFEHNIER -
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# Trap Event Receiver Rule Configuration

ltem Setting
» Server IP | | (IP Address/FQDN)
¥ Server Port |162
» SNMP Version vl v

» Community Name |

» Enable ¥ Enable
EEEV2CR - BRTIREAAERS  RESHEE V] TEMEE -

EEEVIR  RESHERBRAE 3 Trap BHAREEZRERE -

# Trap Event Receiver Rule Configuration

Item Setting
» Server IP | | (IP Address/FQDN)
¥ Sarver Port |162 |
¥ SNMP Version v3i v

¥ Community Name

b User Name

» Password

¥ Privacy Mode

'noAuthNoPriv v |

¢ Authentication
¥ Encryption
*» Privacy Key |

» Enable |#| Enable

Server IP (falfRz3
IP)

; M‘i;ﬁi gn  TEETrap B ERE 1P S FQDN -
F R . — ) o
v frite FODN  Trap WS IR B 8IS 1P/FQDN -

Server Port (falfiR
FR1B)

LSRR ERR 5% Trap b AIREE

4R A e - B N )
2. 7828 SNMP trap WA EIRARSE - BN AR A ERILIEREE -
12 162 #0/F15 :1 ~ 65535.

172



EWS50 17&n3&: LTE FE=s

SNMP Version
(SNMP RRZK)

Community Name
(B#R227H)

User Name (€A
&RA)

Password (Z45)

Privacy Mode (&
FhiR =)

Authentication (32

=2
g

Encryption (I01%%)

Privacy Key (F&Fh

Enable (BXF)

Save (R7F)

3. WERTE

1. vl FERGEE

1.vlandv2c HE
BRIE

2. FEBXERX
=

1. v3 WERTE

2. FERIERX

=

%
1. v3 DEREE
2. FBFI EREX

=

%

1. v3 MERETE
2. noAuthNoPriv 8
IR

1. v3 NERE
2. None F8% #8142

1. v3 WERTE

2. None FERREE
1. v3 WERTE

2. FBEER ERX

=
R AESE

1 Trap PEBHARA

vl

MESEHRIRERA 1 AENESE -
v2¢

MEEERZIRERAR 2c FIREHNEZE -
v3

S E = H R AR 3 FAIRHNESE -

a]l]g

RRA 1 SiARA v2c Trap FEBHE ER#RE 218 -
ZEE: 1 ~32@FT

RhRA 3 Trap FAMHEEEREBRE -

#EE:1~32EFT

ZEREFAER % authNoPriv 3 authPriv 5, XA 3 Trap FEHIEER
-

EiE1E: 8 ~ 64 EF T

BRI 3 Trap FEMRIEBFAE -

#1Z noAuthNoPriv .

AMERTOSDERE BRI INZEHE -

#12 authNoPriv.
WEIETE BRI
#12 authPriv.

WAERESHRE « B - NBNELZE -

ZREFAER % authNoPriv 3 authPriv 5, BRI 3 Trap FEBHIE

E BOMEEE -

#1E MD5/SHA-1 B NS mERE iaay -

ERAENR authPriv 5, HERIRAE 3 FEHIEE MBRE -

CEEZFE RN HE DES/AES -

ERBFAMER S authPriv B, WEIEERBIZER (8 ~ 64 [EF 1) AR
K 3 Trap P&BH -

2422 Enable(RIFB) RIUF Lt PR 2L 38,

BHEE Save(IRB) IRIBIURERE - FBEAR SNMP IhgE - RE SNMP £
Eis#%8R " Click on save button to apply your changes (%
BEREFHMNERSHNER)" UREERAEMEISRFRME -
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Undo (B/R) E #4028 Undo (BIR) ZEUHRRTE -
Back (3R[g]) i® #HZ8 Back (BE)LIBRO&HE—H -

8 SNMP MIB-2 %4
MRFBE - B AULUEE MIB-2 ZFFAFEREE -

= SNMP MIB-2 System

ltem Setting

» sysContact | |

» sysLocation | |

EE @A
sysContact 1. OIERE 5 MIB-2 245 E M A K -
? _—
sysLocation 1. oJERE 5E MIB-2 24N BE -

=

#REE SNMP E]E
MREFERAEESENER MIB - BInBEATERTE - R/5%EM OID -

Item Setting
» Enterprise Name
» Enterprise Number 2736 |
» Enterprise OID 136141 2736.4

Options (EIH)

I5H

1. 88185 Etherwan SARBENMIB IEELEERE -

oy 2. UBHE EE: 1~ 10 5T, BRAA~Z ~a~z 0~9 ' — '+
(EF=) 3 FHAES TEXT g

Enterprise Name
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» 2. MNEHLE BTN MIB IEE £ -

Number (247 T o
) 3. FEME. any 20818 1 ~ 2080768.
%) number

1. J8REE BTN MIB 5 E1E% OID -
Enterprise OID ;-3;;;1;};2736‘4 18 OID Hy%EEI2 1-2080768 -
s - N ZERYAE s = s
(.IJ:% OID) 3 ?%Féﬁ 13_’5’:%':\/5\5 JJ:% OlD E@Eﬁj‘%gﬁ 31

OoID FtEHF AR PEEIFAER -
Save ({7 %) i 22 Save(IR ) IR HURFREW S E NE R SNMP IIEE -
Undo (Z/R) i 242 Undo (EIR) HHEUHRE.

6.1.3 Telnet =AY CLI

command-line interface as <%/ HE (CLI) thiEBan S EREZ MTEMEZSERETH - SEER
BRIETRIHXNAR, FAE EE PR UEENXFIEXnEXEEHS (ML) - THAEEH
an 2%l shell 17, Z <3 shell 2E—EES ML IFAXFRAMLE B L ER GBS NIRFRFINEEN
2 - FAGIIAENEFBE BTSSR BRAEBL - ZRED BIIE Telnet 1 SSH (%% Shell)
CLI MFEE ARFSIE 23 M 22 -

=T
¢
X2

Telnet & SSH A%

Network-A

4 \
y \
Gateway \

8 - SS%I::nc;;?iéﬁn' )

Local IP:10.0.75.2 '
\

Global IP: 118.18.81.33 |
Remote Admin

Subnet: 10.0.75.0/24

|
]
|
|

I
140.116.82.98 [
CllviaTelnet |

\ I ]

\ ! !

\ = /
Ly ;
\ Local Admin /
\ 10.0.75.100 /
N\ 4
N\ 7
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FEERENG
EHEREHEREEEANAN AR AR RN ETE IR - oJLIER "Telnet #3089 CLI" THEE
%38 Telnet g, SSH T B3R #E4T -

1=
AinEEEN RN EEEJUEREEESEREREZEMERR Telnet 3¢ SSH B REERER
i EEENFERZBeEn S EENFER ZBNER T B oBERMA N FHRMNE X E - EFE i
BESENMEER Telnet AT - EinESEEERERAR L& SSH MNEXH -

SERENTE
TFRIE T L REEFPNSEETE - & LAN I WAN TE LAY "Telnet =AY CLI"
RPRERNSEEARRE

Configuration Path (2 EIEE) [Telnet with CLI]-[Configuration]

Telnet with CLI (Telnet #=(#4 CLI) | LAN: m £nable WAN: m Enable

Connection Type (E4RIEHY) Telnet: Service Port (AR#518) 23 w Enable
SSH: Service Port (AR7%38) 22 m Enable

FREBEFER
fEEBD - “"Local Admin KihEIEE" 5§ “Remote Admin EIHEIEE" oI A S A AR AR
B "Gateway HEz8" - "Gateway FE=:" =2 Network-A WREE=S - EAMNFHEL

10.0.75.0/24 - EE7%E LAN 7T EAY IP firlt 10.0.75.2 1 WAN-1 7T EARY IP firilk 118.18.81.33 - {F R
NAT &=z -

RHEPRY "Local Admin AHEEE" FHEBSESERIKRFK Telnet EE2EIRRERS -

AERABEE PRy "Remote Admin ElnEE 8" FHEBESHERIKRFMN SSH EiEIRE: -
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a2 Telnet #&=2=0AY CLI

g 2] Administration > Configure & Manage > Telnet with CLI 5 -

Telnet R CLI oEFER BB BEFRL Telnet BEXNE AU - 7 Telnet(B %) R E 281 - B1F
s ERER EMER - BISEIEE D s ERRER Telnet A SSH Z#%/Y root 24§ -

Item Setting
v Telnet with CLI LAM Enable WAN [] Enable
Telnet - Service Port |23 | ¥ Enable
r C tion T
prnecton ype SSH - Service Port [22 | () Enable

Configuration (38 %)

JEH REE

Telnetwith CLI 1. F&Ez&Z% LAN Z)¥E Enable(RIR) 7S 1EELE) Telnet #x0AY CLI - DIEHE WAN/LAN 7T EIETTE
(Telnet #zthy 2. FEKRDEWAN -

CLI)

Connection 1. FE54%E Telnet ‘Z)¥E Telnet M Enable E{&) Telnet AR7% - 7% SSH B9 Enable B & SSH RS -
Type (E4HER) Service Port 3852 OB EEREERZRENVRFEZE -

23 FEE 1 ~ 65535.
2. FaRg AR SSH
Service Port 785&
22
Save (R %) = BHZE Save (fRF) IRHLURTEFREE
Undo (BE) @ 25% Undo (BF) ZELENST

7852 CLI BAIRSE" root” , BHR" wirelessm2m”

Item Setting

b root Old Password : | |

New Password - | |

Mew Password Confirmation :
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Configuration (3% %)

I5H

REE

Root (1R) 1. F&E FAXEFE, BRA BABZRBIIEEH BB ESREE -
BEEZTHZIT B B A ERE BN AR Telnet ZH5 -
2. Telnet TERBE &
"m2metherwan"

Save (I#%) m 22 Save (fR7F) RILURTEFREE

Undo (&BF) = 242 Undo (BR) 12 EUHRE
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6.2 RRIRIF

AR EREEEEERAARMNRE - i Web TEEES - BIEEN - 2R EM - 24KE - 24
i BER/REBMMKE - LREEMEMHRFE -

6.2.1 Z# & MMI (A 5RH)

#2% Administration > System Operation > Password & MMI EH -

BERE
SERBEEE DT REEEE F X Web 89 MMI(Man-machine interface AR H) S8R -

Item Setting

b Old Password |:|
» New Password |:|
» Mew Password Confirmation |:|

| Change Password (8o%&2®%)

EE BEE EE |

1. FHE: EAXFE
Old Password N o
e 2. BB WA BB -
(EEZHE) . .
admin" -
New Password
rassi S FAXS AT B
(P2 AE)
New Password
Confirmation FEB HAXF BRE A 2SR
(FrEEER)
Save (IR %F) i 2HE Save (IR F) B LURTFERE
Undo (BR) i 2628 Undo (BIR) = IBUHER E
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afl LTE EE=s

BHE A MMI s E

EAMEEEEAEBEARTEEARERETERE - MESRNEBR AR T ESEREREGRESY
BH - ZRENEEEMABENE L ITRESLRAERME -
ltem Setting
» Login Password-Guessing Aftack & MAX: [3 (times)
» Login Timeout Enable [0 (seconds)
¥ GUI Access Protocal http/https ¥
[s] default

F HTTPs Certificate Setup

Select from Certificate List

Ceriificate: | Client v | Key: | Client v

Login (B#%) FRERERTE

Login Timeout
(& BRABI)
GUI Access

p=lllg

WMARRSARE - #EE 3~ 10

MRBAEREAAEENENE T web GUI 1 - FHIFESEME"

Already reaching maximum Password-Guessing times, please wait a

few seconds! (E#ZZ 7T EBEARIRA K E - iSHEEE])

N . 7 " Enable(RIR)" FIERIE) BENE L INEE, AHEER AR ERE -
FERY R Z)%E Enable

#/E18 :30 ~ 65535.

Protocol (GUI &5 http/https FEE8#E1E. BEIZAN GUI BEAMIBIE - OIFER http/https, http only, 5t https only..

B 177 E)

HTTPs

Certificate

Setup (HTTPs &
EHRTE)

Save (R %F) i

Undo (BR)

R4

E=)

NRIESE HTTPs BARE - RIREE—DRE HTTPs ‘BEEIR -

# default RO B ERBRIERE - I RS P RIZREBMNRR -
BRARBRTE 2B H% Definition > Certificate Z8% -
2428 Save (IRF) HEHPURFERE -
242 Undo (GER) A BUERRE
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6.2.2 %#E:M System Information
A EN ST EEEENNREERERNREEMN -
#5 %l Administration > System Operation > System Information EH °

B

Item Setting

» Model Name

» Device Serial Number

» Kernel Version 2.6.36

» FW Version 0000TEOD.H31_e81.0000_08021800
» CPU Usage 9.80%

» Memory Usage 60%

» System Time Mon, 07 Aug 2017 15:45:25 +0800
» Device Up-Time 4day 3hr 22min 24sec

System Information (R# &)

Model Name _ -
BRI EmMmMETEEHE -

(32 7)
Device Serial
Number (25 % BRI ERNER -
%)
Kemel Version 85 S Linux FIZIRE
(AR )
FW Version (81 SR RSN
SR )
(CCPPUUL;E;) = 857 CPU FIFIREIE HLE -
?/';g;g;ge BB AR St -
System Time (% s o
= BB A B AR 0 BT 2 G R -
4i5m)
Device Up-Time BB R LR R T RS RIS R, -
2 R i
Refresh (RIZT) % 5558 Refresh(RIHR) SR EH 247, -
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6.2.4 Z#HESE System Log

2HwE BFRESHHGE LR  LERTHEBAEHENERRS

#2 3 Administration > System Operation > System Log EH °

BETTT view || et ow |
ltem Setting

» Web Log Type Category [# System [# Aftacks [ Drop @ Login message [} Debug
[ | Enable
Server: | — Option — ¥ | | Add Object

b Email Alert E-mail Addresses:

p:

Subject: | |

Log type Category: [ System [ Attacks [] Drop [ ] Login message [ | Debug

[| Enable Server: | — Option — ¥ || Add Object

» Syslogd Log type Category: (| System [ Attacks [) Drop [ | Login message [ | Debug
[ ] Enable
Select Device:
Log file name: [syslog

» Logto Storage Split file: [] Enable Size: 200 KB v |

| Download log file |

Log type Category: | System [ Attacks [ Drop [] Login message [ | Debug

28 & LEFHHFHHFEERKE
View(BE) R 05rEE HFEELEH © Email Now 12RO EIE S B XEIREFBHEHET O -

View & Email Log History (BE& & EFHH#EEHRES)

I =] REE B
View button

5188 View (E5) 1HEI7E S 0B SEQED:
(BEE ) L View (BE) 1%l "PEAREE REPEEARELDHE -
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Email Now
button (17B1&E & 2622 Email Now (RIBMEZEILRIR) % - YIS HHSSE 74 -
EIR )

= Web Log List . Previous | | | | . Download |
Time Log
Dec 2 18:38:23 kernel: klogd started: BusyBox v1.3.2 (2015-10-29 12:52:33 CST)
Dec 2 18:38:33 BEID: BEID STATUS : 0, STATUS OKI
Dec 2 18:38:40 commander: NETWORK Initialization finished. Result: 0
Dec 2 18:38:40 commander: Initialize MultiWAN
Dec 2 18:38:40 commander: index = 14, failover_index = 14
Dec 2 18:38:40 commander: wantype = 32, wantype index = 99, wan mode = 1, route enable = 1
Dec 2 18:38:40 commander: fo enable = 14, fo stay enable = 0, fo trigger = 1, fo time = 30, fo sequence =0
Dec 2 18:38:40 commander: wantype = 16, wantype index = 0, wan mode = 2, route enable = 1
Dec 2 18:38:40 commander: fo enable = 14, fo stay enable = 0, fo trigger = 0, fo time = 0, fo sequence =0
Dec 2 18:38:40 commander: LOAD BALANCE!
Dec 2 18:38:40 commander: ROUTING!
Dec 2 18:38:42 syslog: server_config.pool_check =1
Dec 2 18:38:42 syslog: start = 192.168.85.100, end = 192.168.85.200, lan_ip = 192.168.85.2, interface=br0, ifindex=0
Dec 2 18:38:42 udhcpd[1413]: udhcpd (v0.9.9-pre) started
Dec 2 18:38:43 syslog: Failure parsing line 13 of fetcfudhcpd_vlan0.conf
Page: 1/8 (Log Number: 109)

Web Log List Window (& HiF /5 ERE)

JEH R EE B

Time column — TR R
= N SIEIE:

(FrfE151) ’

Log column (B ERERNE

)

fibm ER 1R 51)

Previous i 2h% Previous(E—1{E) R EE —& -

Next i R Next(F—&) 1B HET—&H -

First i RHEE First(BE—{E) Rk ERE—= -

Last i RE Last(mE—(E) RN EIREE = -

Download = 2428 Download(T&E)1ZER I tar EEXEXEHE FERIEH PC L -
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Clear £ B2 Clear(ERR)ILSEBMRAIEHES -
Back £ BHE Back(RE)IZ$BRME F—& -

B RS AEE AR

MEHRRESNERAFHEBEEEEEERECHNEMHAE IR M EEEHRSRER
RN o R View ERRIMIEREBEHRSIREAPEEHFEL T -

System Attacks

F Web Log Type Category

Drop Login message

[ Debug

System TR D MHARBAUE "WMERAFSE" RE PR -

Attacks TR A RHENEEHTE "WMERFRSE" RE PR -

Drop TR A RHEERNNAERBHURRE "HERRGSE" REP -
Login message  FERRZ)E AR MRTHRBHLE "HEHRDEE" REPER -
Debug TR R A REMRIESEATE "WMERFSE" RE PR -

EFHHEER

BEFHHEREMAEREEEEERCRNSHRERD AR EENEFBAIRS -

(] Enable

Server. | — Option — v | | Add Object

* Email Alert E-mail Addresses:

Subject: |

Log type Category: [| System [ ] Attacks

[1 Drop [ Login message [ | Debug

Enable s 5% Enable(RUR) 5 1ER S B8 HREIB TR P EBOETE
BFHHEIES -
% "Server(FIRSE)" THRIRE PRI —EBT BAGMBELREHLE - 1
Server 1 RATMI - 2% Add Object(HNMEE) iR LU 18 L B T T4 FER
e
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E-mail address

fRE O] LI Object Definition > External Server > External Server EH
EINEHE FEBHERES -
WABGENEF I - BER "SR " 2REFEBAMI

7B BF A

B I thiL) WABFEFMUAERNS myemail@domain.com’

Subject (BE) & LA%Z WABTIES . BOT LRSS EET BEESE FEE -
Logt

catype o TSR RIS T E T HMES - TS
category (Hit — FERIAKRZE Svstem - Attacks - Drop - Lodi %1 Debug -

iﬁﬂiﬁ}uﬂb yS em aCKsS rOp Ogln message e Ug
Syslogd

Syslogd S H DT A ETE

SEEZTHNSH BB HEZZEEIEER Syslog fEARES -

Enable Server: | — Option — v || Add Object

" Syslogd Log type Category: System Attacks Drop Login message Debug
Enable JRRRAE 7 Enable(RUR)S1ERLE) Syslogd IN8E - S HHFS AR HASE MR
i€ " Server(fElfkzs)" MIEEPEZ—(EHGEARSE  BSHHAREBRS -
Server = MRRB IR, #E Add Object(SE M) Ll LI 11 245 H A5 AkEs -
a B Object Definition > External Server > External Server B EIE I %4 H &5 E AR
22
Log type

category (A FRERRARZE
it 40 2 4 )

BEEZCHENSHRRTRHEREIRENHR GRS JHSHZE System ~ Attacks -
Drop - Login message 1 Debug

auffi7# Log to Storage
HitrREAE AR ESEEEEECHRNSHRATFRENINIFRHRED -

F Log to Storage

Enable
Select Device: [|ntemal +

Log file name: |syslog

Split file: Enable Size: 200 KB r

Download log file

Log type Category: System Attacks Drop Login message Debug
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Enable FARR R A DEFELR AR H R RE R

Select Device Internal FEEG 812 EEANE NI FRERRE -

Log file name FRR AR T WAZRFHENIEEEE -

Splitfile Enable  FBR& AR 2% 2% Enable(BIA ) S 1E 2 # B2 HISERIERNRBIFRDIEE -

| ABER ) Bes R SR A\ RAE -

Split file Si 200 KB is set 7852
plit file Size is set F8E& 10 ~ 1000.

Log type
9P . . X BRI HFEEE: System ~ Attacks » Drop * Login message #1
category (H&&  FERRAKRZE
Debug
BV RI)

e Button Description (H& 2 F 1% iR AR)

R EE
Download log  #& 2522 Download log file( T & B &) 12t & HEEEZIHES. tar & -
file (F&H B
1)
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6.2.5 {7 & %18 Backup & Restore

% "Backup& Restore fBAHKE" SMES - cJLIEBHIEFKARREIE - oJLER/KERE

En—
aX AE

BR 7 ERRIEERERE Z 9 - MBI LSRR ERIFRERI(EIARE
KIRFREERTRRBRE °

ol R ER(EIRRER&RE

#2 3 Administration > System Operation > Backup& Restore EH -

ltem Setting

ViaWeb Ul v | | FW Upgrade |
Download ¥ || Via Web Ul |

» FW Upgrade

b Backup Configuration Settings

Enable | Save Conf. | Clean Conf. | Conf. Info. |

Download ¥ || Via Web Ul |

b Auto Restore Configuration

r Self-defined Logo

MRBEHMIIEA, FBE FW Upgrade(BIBEH 4R) 1L SR AR 8T 52
o] via Web UI(3&38 Web U1)3f Via Storage(GBiBZ R HE) -

FW Upgrade (3152 BHE " FW Upgrade(BNESF4R)" #2118, EF " Browse(iB)" X HHEE

FH4R) IREEIR Via Web Ul RIS IIER BT - AEEEE " Upgrade(FH4R)" L EREIEN B A2 FHARAZ
F - (NREFRRE GPL KIEHIENES - 5% " Accept unofficial
firmware(#=IFE S FE8)"

Backup Iﬁxﬂl«‘l?ﬁ?@%ﬁ% Via Web Ul(#E#8 Web Ul) &R BN EIRRELE
RLTE

Configuration

F8523#1Z Download  Download(F&): AR ERERDEIERE. bin & -

Settings (BHEE
tfﬁ')”gs ("0 Upload(Lf8): B RM R B R B RIIRE -
X

Auto Restore
Configuration (B ¥R AK7Z)% Enable

FERKE)

=AY =

Via Web UI(3&#8 Web Ul) : i&%8 Web GUI 18 R:R E1E -

RHE Enable(RUFR) % th AR EN B FT RO FRRER ETNRE -
RYENZINEEE - CILUBIBELE " Save Conf.(REFRLE)" 128, S84
£" Clean Conf.GEMRELE)" RIHMRFRERBEF]ITRRBE -
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6.2.6 EFFHK & EMERTE

ERLERKRRESIER - BT ERREREMARARREENRERIERRTE - R A BRER
FIRL/BARASIZ PRk EEM LAY Reset EERMARNITELRIFIN - MEILIZBREFREAITURE -

#2 3 Administration > System Operation > Reboot & Reset EH °

£ Reboot&Reset(EFFE & EFMRE)EEF - MIJLUEEE "Reboot EFFE" 1REAREFAL
gzt - WABIME "Reset EMRE" RIIBZREZEEHTRRRE °

Item Setting

* Reboot Mow v || Reboot |

b Reset to Default | Reset |

#hZ8 Reboot(E#FAM) LMl o] BRI FE E B L HFE R E=S -
Now(3R#) : 11BN &R

RebOOt (E%ﬁsﬁ - . =4 BH o N = T RR={== N
) FERZEEE Now Time Schedule(FFEIZHE): EER T BB EMHMANSETSRAN, DUE

I ERE BB S - #2| Object Definition > Scheduling >
Configuration B -

Reset to Default n N N .
R, i FHEE Reset(BE) %, BRENVREEERTERE -
(EREMER
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2 Diagnostics
R ERTESENBELE TE - HEEE YR TREENRETAIR
6.4.1 2T TH

ZET TERRBREESRME T —CEANARER T B(R L) RIREREER -
#2 % Administration > Diagnostic > Diagnostic Tools E [ °

e

Item Setting
F Ping Test Host IP: Interface: |Auta Ping
b Tracert Test Host IP: Interface: Ayt * | (UDP »
Tracert

b Wake on LAN Wake up

IEsFHEEE IP/FQDN FAIEL /T EI(LAN ~ WAN 2§ Auto) - R#EiGE

Ping Test (Ping I

G
)

L=
S E

p=lllg

SR T ENRE -

Al = ping EERIE - FHE Ping IREIEAIH EREFE - AllER

Trace route (tracert) <2 —EEEZE TE, BREBRER (5
&) WiEE 1P ER A EE R ENEREE - BHEREIINE (ZE)

Tracert Test (B&H
BRI

sl
fi
xS
filt

BENERFTEERMRI L - BRERMEFETEEE -
157 IP/FQDN -~ RIEE7TE (LAN ~ WAN 5§ Auto)#i#E (UDP 3k

ICMP) - 385& 2 UDP - iS5 E sl BHIEER TR - F5E Tracert 1251

BAHCEEFE - ASERGEBNE N ERS -

Wake on LAN (WOL)(#8F512A2) 2 — (B & S i A 1R 2 - et BN

Wake on LAN (#3

O
f
K5
filt

B IpER
5 @Iy MAC izt - LB rEimsag s -
Save (1275) = 2T Save (1275) RS GREE.

PR - MOILUBBRAEE Wake up(IREE) a2 1%l - ¢

BEBIE LAN
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6.4.2 FBEISHras Packet Analyzer

HElNaE o KBEERCRERIEHE - FRZULIEENEARBIEER N BWEBR EHRAETE
B - AR R TR AERAT SD REIMB USB FREE) - SRIEARMAHE TS -

#2 3| Administration > Diagnostic > Packet Analyzer EH -

ltem Setting
» Packet Analyzer Enable
b File Name
» Split Files Enable File Size : |200 KB *
WV AN-1 WWAN-2
ASY-1
* Packet Interfaces 24G: [ VAP-1 VAP2 [ VAP3 [ VAP-4 [ VAP-5 [ VAP [ VAP-
7 VAP-8
7)3% Enable(RUR) HER B E R B AR INEE
Packet Analyzer N . . N i o
EHasE) FRER R 2% MREBEMAZZIGE - BREGHRESSEIA - A USB &
> TR - RERAHEDRINEE -
1. OlERE WARELREUBREHENERHNER -
File Name (1% 2 FERAB/ZE BRIEERBSR  WRERMA 7 SplitFiles IrAOEREIR - BRISERFEM—ERSIT
#18) </TE>_<HBH>_<&5| " < &5 >" EEIEZR. pcap
>
1. o 7)3%E Enable(BUR) S 1EEE Bt 182 e E R AN PR -

Split Files (3f5 2. ﬁ;gquj\ﬁ’]ﬁ GES 200 MREATHSERER  AJMUE-—LRERDENERX/NNE
EX) KB - fi -
Z0/E1E - 10 ~ 99999 T EAZFEA/NABE/N\ IR 10 KB
ERHEsREEEN H -

Packet zw;;% BNE - BthiESEE - TENNES:
Interfaces 318  T[ERE WAN : EEERTHE LRIA WAN i, oI EEEE
ITE) ASY : R ERFEBENE - AREELIRE Field

Communication(3FiEM) THERHTE - REERMAT

190



EWS50 17&n3&: LTE FE=s

FENBAUEMNBE (0 " Modbus ") i, 7 EEEETE -
VAP : (UREHE AP - Z2RUAE Wi-Fi 1 VAP 5 - o] LIS #EE

2B -
Save ({&7F) = #%F Save (IR %F) HILUREREE.
Undo (GER) = %K Undo GER) ZtMUER E—EREE.

ERENHE LA FHEWSRIIEZE - JUE—DRE—EBRRAAMIESTSRANEHE -

= Capture Filters

ltem Setting

» Filter ) Enable

¥ Source MACs

» Source IPs

» Source Ports

¥ Destination MACs

¥ Destination IPs

¥ Destination Ports

Capture Fitters (#iEXER )

]| E AR
Filter (iBiE23) oG ‘Z)¥E Enable(RI ) S 1ERIEN BB 23 TOEE -
Source MACs (3 B3R EHRIRMAC (EBEFERE , ERIIBHIOR MAC it -
B MAC) HHMELER MAC it ERIE 6 -
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L EZE 10 @ MAC, BB " HbEE -
Fla0 AA:BB:CC:DD:EE:FF;11:22:33:44:55:66
ERFEBESERIE PRI —E MAC BFHET -

Source IPs (3R TIERRTE EFERIR IP ERERERR - BRI SR IP AL -
IP) RIS RN BRI E -

xEZZEL0ME IP, BHER "R -

91 192.168.1.1;192.168.1.2

BERHEREFSRAIEPNET—E IP FIE -

Source Ports (B8~ TIERTE EHEIEE - TR BNIRE -
it BIMIE S RBNEREE -

TIESE 10 S, BUER ;" IRE -

#5140 80;53

#6/F18 : 1 ~ 65535.
Destination OJERE EHEEE MAC (EBEREBRE, ERIEHNEE MAC it -
MACs (B1Z FBIMEURE MAC it B a -
MAC) $IEZE 10 8 MAC, BZER ""HFRE -

I3 AA:BB:CC:DD:EE:FF;11:22:33:44:55:66
ERFEBERESRIEDOECT—@E MAC A -

Destination IPs TR E EZBRIPEREERA - ERFERIEAR IP AL -
(B1R1P) M S RN ERIIE -

x#EZE 101@ IP, BLER "R -

40 192.168.1.1;,192.168.1.2

ERHERETERAE P —E IP RN -

Destination OIERRTE EEBRE - ERHIENERE -
Ports (B1RI8) M S RN ERIIE -

x#EZE 10 @E, BMAR " "2k -

#5190 80;53
Z5/E/(& - 1 ~ 65535.

192



EWS50 17&n3&: LTE FE=s

5 7 & HR#% Serverice

7.1 & T H4H Cellular Toolkit

{ Data Usage Monitoring
E 1. Statisticsof data usage thru3G/LTE !
1 2. SIMswitchordrop if reach quota limit |

%7 Cellular & KIER 4 - BT
Cellular WANRIERIEFER - BBSMS k23

ot 5= OB BE
REFEREE

s i e oot 2« EZSIMEBPINGS - & FHUSSD(Unstructured

‘«g’ il- Compose SMSmessage on gateway =
it 2. Receive SMSmessage from remote

& \ SIMPIN Management
Morge Nelworkg ) @ﬂ {1, siMcardPINlock or PIN unlock
perator Cellular { 2. PINcodechange or PUK unlock
Tower M2M

‘ g Mobile Network Scan | Cellulor Gateway

\((g:
£ i 1. Activelymobile networksearch
i 2. Manuallyselect mobile network

cellular
Tower
* # f USSD Communication
i 1. Instant communication with MNO
E 2. Subscriber inquiry or setting change

BRI INEE -

Al DA IS

)

A% AE

N

ERZ -

Tower DS ¢ @ Supplementary Service Data)as<EiCarrier/ ISP i
@ TEE  PITEREERBREEE

Cellular Toolkit TE#H E2#E 241E &4 Cellulars& E 2L FE F
ERER - SMS ~ SIM

PIN ~ USSDAAERIZHIERE A, HeE /B R ER
PERTEZA - BEFBYNSIMKIEARE -
| @) stows m SMS SIMPIN  USSD  Network Scan
l Basic Network | - Add
ID SIM inf Carrier Cycle Start Dat Data Limitati Connection Enable Acti
l@ Object Definition I info Name period art Date ata Limitation Restrict na ction

|@ Field Communication |

(&) Secury |
|e Administration |

|@ Service |

 Event Handling
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7.1.1 ElfER

RZH Cellular ZREMNERSREBBEER LR - IRERHERHEERKRERRG - JEEEERERS
HERRFDS - EMEERRRE  NEBBRENSEHRE -

BRERMERINGE - RESFHESEZEFRERERBRILRIFERIRE - REULRERUAEUHER
BERER  SEWRBEATE SIM & - RERUIREE SIM W B EETS —EEEERER -

NSRBI T ERfEATIEE - BIoIBIFE Status > Statistics & Reports > Cellular Usage B L &F %

BERME AR EESERTE -

- | Add | | Celete |
Carrier Cycle Connection
ID SIM info Start Date Data Limitation Enable Action
Hame Period Restrict
Man Feb 20
354G 5IM )
1 ISP A& 1 Manthly | 2017 00:00:00 1GB 7 7 Edit Select
A ' GMT+0800 =
3G/4G EilEH
. A B B NAE RS RIS R B IS EEIE Cellular
©) ey (P anEmuRRTe - wREP - SIM A R
é‘ =y D fl&EA 16b  WHFERKHBEASERAMN
:ﬁg-. %"’f ______ 20 B - ZREUVEAS 20 BRI ER
SIMB
et Gateway (HFE:tE - HEREMEET 1Gb K - BBE
#RIRTIG e Ezs1S SIM A B9 Cellular Efi%R -
SIM A Settings NREREPBLEERPRE L SIM HIED]

-Cycle Period: monthly
-Start Date: 2017 [ Feb [ 20
-Data Limitation: 1Gb
-Connection Restrict: Enable

BINEE - BB T8 E SIM B IEEE
¥ Cellular ERIGEBAR -
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R EERHE
3 Service > Cellular Toolkit > Data Usage £ -

MEREERER - CFBZNEER L RNGENREEY - REBHMERERE -

E1l/4miE 3G/4GC ERMERESR

=) 3G/AG Data Usage Profile List [T [EEEY

Carrier Cycle Connection
10 SIM info Start Date Data Limitation Enable Action
Name Period Restrict
Add (&n0)izh - & HIR 3G/4G Data Usage Profile Configuration (Bl fEFE X% E) = H,

=57
REZUUEBEUNEERMERRE - BFE=PEHNEE SIM TR —EEx -
3G/AG Data Usage Profile Configuration

‘

Item Setting

» SIM Select 13G/4G ¥ | [SIMA T |

¥ Carrier Name | |

» Cycle Period ‘Days v | |90 |

» Start Date (20167 | /' |October v |/ |11+ |
» Data Limitation | | |KB v |
¥ Connection Restrict [ Enable

* Enable Enable

3G/4G Data Usage Profile Configuration (3G/4G BRI {EREXERE)

I5H REE A AR
Setting
SIM Select 852 3G/4G-1 Fl BIE—(EERENE (3G/4G-1 3t 3G/4G-2) - HIEEENEENT SIM KLUE
(SIM #18) SIM A EREREARER -
AR 3G/4G-2 BERNEAERESENER -
Carrier Name TJ#IEH. A5 SIM RHEEBSEERHA -
(BEBERE)
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Cycle Period  F&5% Days —ERAWEER S Days(X) - Weekly(E/) A1 Monthly(E8)

(B 1EHA) Days(X): EESXWEN TN RE—DIEEE_EETPHXE - &5
f&:1~90 K.
Weekly(2E8) 1 Monthly(8R): BB EH%—Fzx—EE.

Start Date (f & IEERBASMBEENHEHE -

& HHA) AZEEBELH - ERERBRTER AR -

Data i BB HEE N ER 2 RE -

Limitation (&

i} PR )

Connection FERR R A, ‘Z)%E Enable(EY ) S 1ERIED E 4R PRI THEE -

Restrict (G#1% EIEENBIEARE - MREFRES R ERASBATHNER SRS - BIfFaHE

PR) PR EER -

Enable (&) fERARDE. Z) Enable(RUR) HER BN E KHE AR ELE -

7.1.2 SMS
BERARTS (SMS) 2 — B F ¥ L EZ AT - ERAIRE(CRBERHE EFHF R ELEIR
ERNH AR ER

" ESMS
g %Service > Cellular Toolkit > SMS EE

EREMREERRE - CIUBEFR—IRREBMNIEEWRIEE -

E SMS B &
Item Setting
* Physical Interface 3G/M4G1 v
F SMS # Enable SIM Status: SIM_A
» SMS Storage SIM Card Only v
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Configuration (3&E)

158 R EE
Physical . .
Interface (28 7832 3G/4G-1 EE—(EEENTE (3G/4G-1 5 3G/4G-2)AR AT SMS THEERRE
P T B 3G/4G-2 BN EA BB EBANES -
)1
SMS FEL A LRI SMS THEE -
SIM Status i RIBFEBT SIM BIAREE - TJRERV{E R SIM_A 5L SIM_B -
SMS Storage f:fy%*g SIMCard 5 GMS BRI E - BAIE—HORIER SIM £ -
Save (1R%F) = 262 Save (IREF)IZIHRERE
SMS A EE

BANORRB RN - SUNRER  RERFSEN - W o T 4mEE Al 882K - 1€ SIM REEEEE -

S0 | New SMS || SMS Inbox |

Item Setting
b Unread SMS 1
» Received SMS 7
» Remaining SMS 12

SMS Summary (B EE)

1| REE

Unread SMS MRIE—RIEA SIM £ - BIFKHH SMS BERE - EURBIHH SMS B3
GREmE) HES - ILE RS -

Received

SMS (KBl = I EER885RE SIM £ SMS HEE -

SR

Remaining

SMS (RIgsEs &= IbE% SMS AR BHREWBIN SMS B -

HAS)

New SMS (8 _ 255 New SMS(H722 SMS)#%5H, 55~ New SMS B - 528 F—Edi
Zr) # SMS -

197



EWS50 17&n3&: LTE FE=s

F5Z SMS Inbox (SMS Ui [E) %R, i %87~ SMS Inbox £H - FREKLE(E

SMS Inbox(f&
noox(® EEALEEAMRER - SEFARBLER - HEH T " SMS

AR Inbox List (SMS L 35 25)"
Refresh (RUFT) #& FZ Refresh(lfT) = HHEH SMS HE -
& SMS

FIEEE&ZE SMS -

SR Ll Send |

Item Setting

(Use '+ for International Format and ;' to Compose Multiple Receivers)

» Receivers

b Text Message

Length of Current Input: 0

» Result

New SMS (## SMS)
I5H REE an Af

Receivers (1% =

K58 A SMS iBEHRIZEWES - EIND SRS RS EZEWES -

Text Message . o - —

R N wE SMS AR - TIEHE A 1023 EFZTHEE -

FHEARR)

Send (=) &= HE Send(EW)LEH - BXFAEIER SMS 2% -

Result (4&5R) i MR SMS EINED - BIE# 7R Send OK, &R #~ Send Failed -
SMS SRR UL I E 51K

oI LIRIEAIREIEN - LIEEF N 2ESE -
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From Phone SMS Text
1D Timestamp Actions
Number Preview

SMS Inbox List (RS U4 E B E)

=S| R EE

ID i (SR A

From Phone

Number (¢& & AR B A TR -

5 SR AE)

;%:;Zt)amp ® = AR RS RS

SMS Text

Preview JEE & FEEBMAR - 3E Detail GFAEN) M IBEAS -
BHAR)

252 Detail GE 4 E M) 12t LB &I RN B &R - 3528 Reply / Forward
Action (178)) FERR AR C(E1E / E8%) RO B / B -
BIEFTAE - SA1BINE Delete(MIFR) 12 EAMIBREST -

Refresh (RllFT) & il "SMS IWHHE" BE
Delete (fIER) & MIBRPAA Action (1T78)) % 2ES AR -
Close (F8FH) = BRI REFAENER -
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7.1.3 SIM PIN

ERZEIER T - FAERER SIM R(XE UICOBAZRAZEERABULIRRE - SIM RESHZ
&) Mobile Operators 5 Service Provider it - &1 SIM < &8A —{EME—RYSEES(FraBRY ICCID) - f#t
AEFTAEZNRBHESSISREERE - AR SIM RERZEHESNEREZ AN EZEEEZAE
SIM R ERZE— L2 2RI LRSI EA -

£ SIM £ A PIN #52R:E Cellular &RERRAERBESANGEMBURL I - ZFERKED
AMRBEEMAE TEEEAEE SIM TR PIN 55 -

EHSIMERT PINTS
o D EEsRRm KRS SIM £ PIN 1 - It RS ERETOE
k [EFITEZE PIN B8 “0000" 7£ 3G / 4G-1 ) SIM-A _EESF3 PIN 7 -

MNO SIINIA . T
with PIN Code ‘0000 Gateway

SIM A Settings
-SIM Lock: Enable

-PIN Code: 0000

FHESIMFEHRI PINGG

IbRE R B TR SIM K ER PIN 45 - IBBREE - 5
Zi AR PIN 5§ "0000" - ZBEAFRY PIN 85 : '1234'LUi%

SIMA

withPINCode 0000 covoe, 1 PIN HESRTES'1234" - WIETIEDHM PIN 1E - 2B RER

ra AUFT PIN W5 P EFEm AR PIN &5 -

Change PIN Code Settings
-Current PIN Code: 0000
-New PIN Code: 1234
Verified New PIN Code: 1234

BPUKGAEFE SIM+

A o« MR 3G/4G-1WAN MREBEPRHA T R0 PIN 5=

:({g: RPLE - Bl SIM Ri#&# PUK(personal unlocking key B A f#% i
MNO SiAloked RS SHE - TR RBIT IRFE B PUK #5LARREH SIM

by PUK code Gateway
12345678’

+* - B PUK #2E "12345678" - B PIN #=E "5678" -

PUK Unlock Settings
“PUK Code: 12345678 200

-New PIN Code: 5678
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&2 E SIM PIN

#E % Service > Cellular Toolkit > SIM PIN EH

f£F SIM PIN ThsEE E - SJLARIAEA SIM SHE (B PIN #5{R:E)SLE X PIN 5% - dlAIFrat - 1858
oI EEABARMISRRARKEEN - MRTATELERMIRE - SRFEEI PUK 857 BEAE S
SIM & -

E=1ESIM £
Item Setting

b Physical Interface

¥ SIM Status SIM-A Ready

» SIM Selection SIM-AY || Switch
Configuration Window (RZER &)
1| REE
Physical FERREE 3G/4G-1 BIE—(EEENHEGG/4G-1 2 3G/4G-2) LIELFrE SIM £/ SIM PIN
Interface (Ef& B °
7TH) AR 3G/4G-2 EEANEREREEANER -
SIM Status = FARPTEER SIM A1 SIM RHIAREE -
(SIM AR &E) Ready (7i4%) « Not Insert (k& A)3k SIM PIN

Ready (#i4&)- S3EA SIM RIEEFER - oJEEE2A PIN £RER SIM
&, 50E SIM RE AW IEFER PIN W5AZEH -

Not Insert (R#EA)- SIM fEEF)2HBIEA SIM K -

SIM PIN --SIM = PIN $B{R:E - MEEKLHBBBIETEWN PIN 15825 -
SIM RIDERHEEARES

SIM Selection # E1Z SIM RRUE—DERE SIM PIN -
(SIM #E1%) % Switch(BARE) 1z il, R ERMERREE SIM RH)18E|S—5k -
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EXE)/E X PIN 55

RIFBEVZEFE PIN 5 (2245) Thet - sk E 2 E X PIN #5108
BT Sve JJ Change PIN Code

Item Setting
» SIM lock () Enable PIN Code: | | (4~8 digits)

* Remaining times 3

SIM function Window (SIM JHEEFR &)

B Setting o

SIM lock (SIM BURRS SIM £ 55%3 Enable(FﬁFﬁ)?ﬁfﬂl«){Fﬁ@J SIM REHI8E

+iH) —REZRA SIM REHINAERS - FEE PIN 55 - RERE Save(RF)%
ﬁﬂJ/XEﬁHMEQEE

Remaining BURAS SIM & 7~ SIM PIN ARSEROFRIBRL A REL -

times (RIgFX

)

Save (fR7%5) i HERIZIMREIEARE.

E=)

Change PIN 2528 Change PIN code(®e4 PIN #5)#% R E L PIN 1§ (B15) -

Code MRAKRA SIM $HIN8E, RIZZFE DY PIN #5izih - RN ZEE R PIN
RS, SBE SR SIM REEI08E - JES PIN fUHF - REFE Save(IRF)1Z
RLBIA - 2% - T LIE5EE Change PIN code(E X PIN %) 122K E
£Z PIN 5 -

= 25E Change PIN Code (2 PIN #6)3#%h - HIRM FEE
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ftem Setting

v Current PIN Code {4~8 digits)

F Mew PIN Code (4~ digits)

» Yertified Mew PIN Code {4~8 digits)

| Apply | Cancel |

Current PIN B TE & A SIM <RYERT () PIN 75 -
Code (HAIAY
PIN 78)
New PIN NEETE B AFTEY PIN 25 -
Code(¥hY
PIN #%)
Verified New MWEE BRHEZATR PIN 45 -
PIN Code (5
FE# PIN 58)
Apply (EAR) £ BHEE Apply(ER)#LERE AR PIN #5502 PIN 5 -
Cancel (BUH) & 2428 Cancel(BUH) R BUH E 20 fREE H AT PIN A5 -

AR MREBENTHE SIM KR PIN 1 - EWM/EE N Basic Network > WAN & Uplink >
Internet Setup > Connection with SIM Card EESFEEN PIN # - BRICIGEEEREAEY
(E5)PIN 15217855289 SIM PIN w518z -

Fl PUK B @2 8H

PUK WEEEEEJHAREES SIM % PUK HRERER - BEBER N - EERALEER PIN 15&
TEZREHE - SIM RIDBEERPRFGRERFER 0 - BEBERT - CHREMBIRBHEDLFKE
1% SIM RB PUK %% - T AV PUK 8528 SIM = - 2338 PUK 15T SH SIM =& - SIM #H7E
TNRER; BENELED
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« PUK function [EETC

ltem Setting
b PUK status PUK unlock.
* Remaining times N/A
» PUK Code | | (8 digits)
» New PIN Code | | (4~8 digits)

PUK Function Window (PUK Ih&EfR &)

JEH HMEE Sl

PUK status (PUK PUK Unlock (PUK & Z&7~ PUK #k%&&: PUK Lock (PUK ##)3 PUK Unlock (PUK £288) - #NRIFT

R A8) ) i - SIM i ERZLIAIERM PIN BERBHE - £EEBR T - PUK
/ PUK Lock (PUK $8  ikEE#S# A PUK Lock - EIEEE R T + 1§88~ PUK Unlock (PUK f#$) -
%)

Remaining times HURR SIM &£ PUK 255t FAFRIBR B -

(RERRE) /IE' AAFRBREERT - ©IFKEEE SIM £ NRRZAER PUK

B BRI ISP SKIB B ERS —EEMERY PUK LIS SIM -

PUK Code B TE %u/\ﬂ& PUK #2EHARE P AZEE SIM =89 PUK &5 (8 fu#iM) -

New PIN Code  MZERERTE A SIM REUET PIN 5 (4 ~ 8 UEF) -

(¥7EY PIN %) RIAZRRERSHTRY PIN AL EIUEERY ~ TRV - /JVDVRE PIN % (25) -
Save (R%) i *AE Save(fRTF) B RIRZARE

AR MRMER 7 EE SIM R PUK #5H] PIN 75 - E 788 4 Basic Network > WAN & Uplink
> Internet Setup > Connection with SIM Card EEF5ERAEIE PIN 15 - SRID[GESERERE
U(EE)PIN #5ETEAERA SIM PIN H51akg -
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7.1.4 USSD

Unstructured Supplementary Service Data FE&EB{ER TR ER(USSD)EGSMEE EE N AR
BHEBEBENGE - USSDTHERWAPEIE - FEIEERE - TR - NMWASRS -
EEEMRFURIFSMAEREEEN—ED

i

USSDAIERE&HZH/182MEF T - BREARE(SMS)FLEARE - USSDFREUSSDEEHEZ 11BN
ER - BRIRTH ARG - RFFEORBFIIER - EFEFUSSDELERASMSH R EEERERET

Item Setting
+ Physical Interface 3IGMG-1 v| SIM Status: SIM_A
i
D Profile Name USSD Command Comments Actions
1 roaming setfing *130#% Roaming function [] Select
E
Item Setting
» Profile Name [roaming setting |
» USSD Command [135% |
+ Comments [Roaming function |
;
Item Setting
» USSD Command [+135% |
= ChungHwa Data Roaming Services>
1 Order
2 Query
b USSD R 3 Sefing
esponse .
4 AP
ey
USSD 755
T Kk s S o= =+ Ny a- o
s USSD/sF R B &8y /ISPHETRIRE MBS - 4B
(£-2)

xDSL and/or

@ 4G Cellular
@ Sen .ussﬁéﬁ '—"-:I?ig;"‘
to enq roamingaervice. ,/

/5 /

N I ’

e ,L’ >
.‘_t,l @ The USSDserver replies wilh

cosr s - USSDAS™ 135 # RISEALBIARE - $5USSD
 SORRREENE . FIEUSSD ResponseiBE
chiE(SE)E - 353 EUSSDR S ERE & B /ISP
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E )

=<

a2 EUSSD

## 7 Service > Cellular Toolkit > USSD E ] °

£ "USSD" BEY - BIUEMARUSSDINEERN=HE - &£ "Configuration ()" SEF - Mol E
FERAUSSDHIMME3G/AGIEA(BRENH) - 2FAREREAPBESIMT2EANSIM* - E_EEEE

"USSD Profile List (USSD EZ3I%)" - B/R FFIAERMWUSSDEE - AREFHAREEHUSSDIEE
MIEm<S - BBEETH "Add (IEMN)" ZiR - Lo PUIEMN—EHHWUSSDEE - UHEFE=E=H

"USSD Profile Configuration (USSDEXEHE)" FPERZEXHNMS - SREERIEIUSSDEIAREERY
USSD3EARPEELRT - A EIEUSSDE R A ETENTAMS - ABREBZIERAN "Send (383X)" #%ih -
USSDE Rz B B Z#ERE "USSD Command (USSDmi<)” 47K - B8 "USSD Command
(USSDa%R)" FERIWMANMSER - WRIKWEIZEZZERE "USSD Response (USSDEIE)" WZEBHE -
EHE BB REUSSDan 2 B B REEa B ENUSSDEIE2REAUSSDEI k=3 815

USSD &7

Item Setting
» Physical Interface 3GMAG-1 v | SIM Status: SIN_A
Physical EIEBRENH (3G/4G-1 5 3G/4G-2)RERNEER# R E USSD (8
Interface (%2 78 E 3G/4G-1 % SIM_A = SIM_B) -
7TH) AR 3G/4G-2 EERRERERERENER -
SIM Status (SIM

i) BREERNERERS (1R85 SIM_A L SIM_B) -
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#1r/4mE USSD B

B HRERAITEE R USSD B - BB 35 8 USSD 5 -

=) USSD Profile List X7 IEET

1D Profile Name USSD Command Comments Actions

2% T Add (1E0)izeh - 1§ HIR USSD Profile Configuration (USSD X E)EH

= USSD Profile Configuration [EY

Item Setting

¥ Profile Name | |

b USSD Command | |

b Comments | |

Profile Name N ~

(=2 WA USSD Exm&TE -

USSD WMARBERERRA USSD i< -

Command = BEZEREFEE "0~ 9", " M "#" A< FE - USSD i
(USSD &%) PEEREEEAE  BRABRERBREAZUERFAEN -
Comments (3£ . N —.

) RERWAB G -

23% USSD &>

E83% USSD a2 - iF 3R USSD BIEEm| -
= E Clear (BFR)1Z R - USSD [EIEARHK -
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ltem Setting

» USSD Profile

r USSD Command | |
USSD Request (USSD #&3K)

IBH RREE
USSD Profil
rotre TS chIBIE —(F USSD (B RIE -
(USSD =2
USSD
Command kit P &M USSD S FEE B REILE -
(USSD $52)
USSD i PN _
Re<bonse - P52 Send(B&3X) =i 225 USSD an < - #%E~ USSD Response (USSD
P EE)EE - LB EIREBEHEENS - HKRREEN -
(USSD [E &)
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7.1.5 #HigtE

“Network Scan #@igiFiE" el FEEEERELBNTERITHBERSR - LEREEZG/AGT
EETERBE - fll - SR E LR EERAM—RITEBERRETER - BI2G - 3GELLTE - b5
oERZRIEFLIERITEEERSM - EEERUUFHFRHMOANTHBERR - REEFRF
HRASLERT -

Y EAE IS IF 1

% Service > Cellular Toolkit > Network Scan EiA -

£ "Network Scan (#Efm#)" BES - AMERREFEHINGESME - £ "Configuration (R7E)" M
oh . O] DUEEE R MMESG/AGRRA(BRE T E ) RAITHEFE - 2ARERAPERERIEANSIM
& - ol —E— @it TR FRAKRESE3G6/4G WANTH - fIE0] IIETE2G/3G/LTETEI R E
zmpERIER -

S E
.
Item Setting
k Ph'-)5||:a| Interface 3GMAG-1 - SIM Status: S”'ﬂ_.n"-".
» Network Type Auto v
* Scan Approach Auto v
Physical e N ) N
Interface (8 785795 3G/4G-1 EE—(EBRENHE (3G/4G-1 5 3G/4G-2) AR M IFHINGE -
B 1EY A= - - s " P, = o
P 8 I8 3G/4G-2 BEARE SR EEANER -
7
SIM Status i BROESNERR (12845 SIM_A 5 SIM_B) -

EEA BT HINEER IS LY -
OJBER Auto ~ 2G Only - 2G prefer ~ 3G Only + 3G prefer 5§ LTE Only -
Network Type  FEE%#EE1E Auto(B&)). SIEE Auto(BEh)E - ARBEBEENEE,
NRIEEE prefer(B5)F - BERUGRER A,
MNEREE Only(B) s - AIRDURROERIR ST ARES -
Scan FEEGEEIE Auto(B Eh). =E1E Auto(B 8 - BEEAFEEEEM -
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Approach

i

Save ({7 %) =

WNREE Manually(FEh)EIE - #1337 Network Provider List (4851
FERIHIFR)EE - % Scan(FH)RIMRRRIAVILES - EIE (EZIE) 78
BERILBAAEEE Apply(ER)ZITERRE -

BHE Save(RF)REFHE -

EREEHPEEFSREHABLIRE_EEE "Network Provider List (HEHEEHIIR)" - B
£ "Scan (FH)" RIMWEF1IZB0E - HERTEFRARSBERINETERE - BRFE "Apply (B
)" %l FRFERINFEAIG/AGTEHNTHZER R -

Scan &I Apply |

Provider Name Mobile System Network Status Action
Chunghwa Telecom 4G Current Select
Far EasTone 3G Forbidden Select
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7.2 Sz

SHEEZRNFEEERERERNSEN  BEBFNERNEXNLBTRNER - BREERIRTE -
BB o2 BRERER M EREIREMER - IWINETUEBNEE - EEZR R AHEIRE -
" EERfield busse BHID/OHE

SthEmEHES  EESHNENSHG -

EESHEANEERERABURERGEINEN" RE/ME" BN - et WFEESHE  BE
Zx i PREVIE T E LU INRE - WEFIFRRVE AR - I B iELRRYfield busBRIARES -

BANEHEMHEEREHFY AL IRIERRENSH - ot HEANVE RS EEZERRVfield bus
RBEMRNSH - ERMILIBBE - EFEAHAMSNMP Trapfafisgz -

ST SNMP Trap
! ] SNMP Trap received
Reboot system WAN-1 Failed

DI Modbus Event

Cabnet is opened [ I

Temp. is too high

iManagingl Notifying
' Event Trigger

_@ lSMS i
’O - i
Send SMS Alert to Set the alarm to "ON”
. i Administrator
! & Event Reactions E;p?glﬁ;egert o Reboot
i ; JO———— Reboot the Device
| | LeealUser Nps ! v
k ] SNMP Trap Syslog Modbus
""""""""" Send SNMP Trap to Send event log to Send Modbus command to
Management Center Syslog Server conneced devce

B IERERE  EEECBUMGERS RNREREE/BNEHER  LEHBESHETINER

oo

TEENEERBLUETERERY - Al - MEzHB#E - field busiREARERER - Bl BB ES|
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FRE/FEWRINEEEM - IAELEEENBNINEE BB SHEEINEEB RO ET -

N 2R ENERMS ARSI

(I AN EEMNSEHERERIRME -)
o FEXE(RA:

SMS & E MRS
B HHIRS
I A (D)EZE
Hiukt(DO)Ex
Modbus EESHERE
Modbus BAIE4E

i

v a

RS

o EIFHH:
AEESHERY : SMS ~ SNMP Trap FEBHFNE & A (D) -

1BRE . BEUEEAREE, 3058 E LAN/VLAN 174  Wi-Fi 174  NAT 174  BhXi&iT4
VPN 1745 ~ 2@ S8 - Administration 838 « g T KEZN Modbus 3% -

o BHSH:
REERARTY . iU A ~ EIRE - BARE(WAN » LAN & VLAN - Wi-Fi ~ DDNS) -

Administration 3 - Modbus F1ERER -
B . BEBAEIEE - Syslog » SNMP Trap FEBH e & 7 EH L3R B A
RBII =8 12l Modbus 2 ERIAREE -

BIEE, BER

EHEHSHEEEE  FRASHEERETERRENERRESHFAEN - BB SHmE(E

ANEE/BNSHNRERZR -  SERENRELEIEE, DhIESMSIEFER - EFBEHRBES

HiuW A (D)FEERTE - Bfusit(DO)FEEREMModbusES -
REBBRESHNBRIRGNSHOEY BRFARESEEE/BNEY - BESHHLIERE
BZEHE -
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7.2.1 :27E

%l Service > Event Handling > Configuration EH °

SHEEZRNMFEEEREALTERNSEN - BERFIEAFEZNCEBTHAVRTE -

BEE4ERE
ltem Setting
» Event Management [} Enable

Configuration

IER
Event AR KR DE 7)# Enable X&) Event Management If&E -
Management

BENEMEE

ZEHEMERIEE - BIIREELERE °

% SMS Configuration

Item Setting
» Message Prefix (] Enable & | |
» Physical Interface 3GMAG-1 v | SIM Status: SIM_A
* Delete Managed SMS after | ) Enpable
Processing

SMS Configuration (fz%E)

I5H REE
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Message Prefix A KA
(FRE2BUE)

Physical

Interface (B8 FERR@E 3G/4G-1
7YE)

SIM Status .

(SIM AR &E)

Delete FRR AR Z)E
Managed SMS

after

Processing (B
I MIBRER)

B1I/4miE R IRE

#6228 Enable(BY )75 1ERUA R AN BIAR 5 LABR RS U AVRSER - RUARZINEER -
AEREGEEEE AR
EEWEESHINEMLAREENRIRAERYIREHNG - AREEE BN
BIEERSRRERENAXNEBYE -

EE—(EEETH (3G/4G-1 5 3G/4G-2).
AR 3G/4G-2 EERANEREEERHANER -
B ERNERRT (1R85 SIM_A =L SIM_B) -

2% Enable(RUR)1E T EIEE MR RN E RS 4E

REGMKRFPUERERER - 255 5 @iKP -

J Add | | Delete |

1D Phone Number Phone Description Application SMS ‘ Enable ‘ Actions

Send confirmed

#HE Add / Edit (FTig/#RiE) 2L

A% AE FERMIRS -

ltem

Setting

* Phone Number Specific Number v

¥ Phone Description

» Application Ewvent Trigger || Motify Handle
* Send confirmed SMS Enable
* Enable #| Enable

Save
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Phone
Number (8%
BETE)

Phone

Description

(EBER )

Application(f&
)

Send
confirmed
SMS (FixER
fEah)

Enable (E&))
Save (fR7F)

1. FREFEFEHRE

2. WERTE

1. OJERE
2. RERAR D)%

FRRR AR 2

pa—

it
Zim

B/ ARIEE T B AR TSR

R EB T EIMRIFRFLUETTS 4B -

MM ADEE PEEEERE - MRFE - U THEFERIBIEER SMS
1R RIES -

oJgE& Specific Number($5E&(F)3¢ Allow Any (5355 E(T) - IR ZE
Specific Number($5E#R5R) - 515 EaItIEIEE 4 SMS 1R RIS -
EE : -1 ~ 32 fIEL

fExaan A SMS 1R -

15 E A 4EE - 5 Event Trigger (BF#EEES) - Notify
Handle(GB#N1ZH15E) 2k both(MfE) -

WMREFEIRIB RIS Allow Any(F8EFES) - Bl Notify Handle (G0 #E)
TS EADE -

2422 Enable (R4 M) 7 HERIEN AT BB IHAE -

EUEI SMS ERBMHES - g OSHEREERDNE - ERNME
SRR LTI " Device received a SMS with command xxxxx. (381
IR F 75 SH )

*HE Enable(RYFA) 75 1ERNEN LIRS -

1N Save (fr77) R LURGFREE.

&ZX%¥#5 5 ERP -

Add

Email Server

Delete

Enable Actions

Email Addresses |

#HE Add / Edit (FTi8/4REE) 1281 L

R EETFIHIRE -
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= Email Service Configuration

ltem Setting
+ Emai Servr
» Email Addresses | |
» Enable Enable
Save

Email Service Configuration (& 7 E4-AR75 7R 1E)

=)= RIEE AR
Email Server --- Option --- SN EREI AR 2R AR E h IR IF E T EMA IR PR B E FEMAEI AR 2R R EE -
Email 1. B4 E-mail 15 7E B 1R E FE G -

Addresses address format
2. WERTE
Enable FRRE AR ZE FHERY R ERE LIRS -
Save (f7%F) = 1N Save (fr17) RERLURGFREE

21/ 4miE U A (DI)E MR (Fx4& DI/DO)

REHUMADNERRR - £KZ78E 10 AEX -
= Digital Input (DI) Profile List [[Neeh

. Signal Check .
ID | DI Profile Name Description Dl Source Mormal Level Active Interval Enable| Actions
Time (s)
S~ Add (Fr18) % - #&& 1R Digital Input (DI) Profile Configuration (Bfu#i A (D) EXERE)E
H
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afl LTE &=

= Digital Input (DI) Profile Configuration

Item

Setting

¥ DI Profile Name

¥ Description

¥ Dl Source

¥ Normal Level

» Signal Active Time

(seconds)

¥ Check Interval

(seconds)

¥ Profile

DI Profile 1. FEE. 157E DI BEXEH -

Name (DI E% 2 LERTE gEE: -1~32BFT

£78) -

Description(f 1. (£ = EEBEEEESER

i) 2. OJERRTE

DI Source (DI 8% ID1 157E DI 2KJR - oJgE=Z ID1 5% ID2.

RIR) oA DI AR B ERFBORR E mRBLef -

Normal Level  7&&&% Low IBEIEE AR A Low(f&)sk High(F) -

(IEE#RA)

Signal Active 1. #FF &K IREEHRRARE -

Time (B5%A 2. LERTE HEE:1~107.

I SE))

Check Interval 1. gFF &K EE DI B ERik - IRSHERBEBERAGREEEMAREE - AIFE

(B E ) 2. NERTE B A EMEBREEEENSHE -

3. 7E% #0E1E: 0 ~ 8640 0 7.

AR BEZMEEREER MERAZEA - IR EhRARAES
THEAERXNE -

Profile (B%) TfFERAIE RHEE Enable(RUA) S ERIENLERREE
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Save (&%) 7= T Save (IR1F) HMPURFREE.

218



EWS50 17&n3&: LTE FE=s

Z17/4miE U L(DO)E %R A (FB<4E DI/DO)
s E s (DO)EEMRA - 57§?§ 10 1IE—m< °

= Digital Output (DO) Profile List |

DO Profile

DO | Normal | Total Signal Repeat & Duty .
Name Enable | Actions

Description | g5 rce| Level Period (ms) Counter Cycle(%)

=T Add (3870)#zth - #5 IR Digital Output (DO) Profile Configuration (Eifi#i i (DO)E X E)
=7 -

[
@ Digital Output (DO) Profile Configuration

ltem Setting
» DO Profile Name | |
» Description | |
b DO Source
b Mormal Level
» Total Signal Period 10 | (ms)
* Repeat & Counter () Enable & Counter 0 |
» Duty Cycle | | (%)
* Profile Enable

Digital Output (DO) Profile Conflguratlon (Bl L (DO) R EIEALE)

REE
DO Profile 1. FEBE. E DO BXEEH -
Name (DO & 2 MWEXRTE #EE: -1~ 32 @2
=%1H) I
Description(f 1. > 7 EESHEEESE
i) 2. OERTE
DO Source ID1 78&% BERNTHR -
(DO ilF)
Normal Level  F8&% Low IBEIEE AR A Low(f&)sk High(F) -
(IEE4RA)
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Total Signal 1. g7 FRE.
Period (#{55% 2. WERTE
iBER)

Repeat & FRE AR 2
Counter (E%&

& &t #(=R)

Duty Cycle (T 1. HFFHE5.
fEIBER) 2. WERTE
Profile (B%) FaKE
Save (fR7F) =

BEA SR

5 -

£/E15 : 10 ~ 10000 =¥

Z)¥E " Enable(RUR)" HIERMBEENHUH L - WiEEEE®REH -
£6/E1E : 0 ~ 65535

EEHAE LT FAE -

Z5E1E: 1 ~100%

#HZ8 Enable(BUR) S ERIENILAR EERRTE
T Save (R77) IRELUREFREE.

E1I/45EE Modbus B EHFEZR (FX1E Modbus)

=& Modbus BRSHER - HZXE 10 BEE -
- | Add | | Delete
Modb I Read |Modb Devi . Logi .
1D h?amgs Description Funeciiun I'u?lcdgs IP Port E’;HCE Register Ccmc;ﬂalrfamr Value |Enable | Actions
read co?
Read ,
level to . Edit
1 |co2 level | check if it Ri';'ii't’égrs TCP [1222233.44 |987 | 78 3 > 60 T
biggg{r]than (0x03) Select

#0Z8 Add / Eit(3B 0/ 4R EE) LR E R -
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% Modbus Notifying Events Profile Configuration

ltem Setting
* Modbus Name | |
+ Description | |
» Read Function 'Read Coils (0x01) v |
¥ Modbus Mode
» 1P | |
* Port | |
* Device ID | |
* Register | |
¥ Logic Comparator
» Value 0 |
* Enable Enable

Save

Modbus Notlfylng Events Profile ( BB MR ELRE)

Modbus 1. FEBEER. E Modbus BEEZ7E -

Name 2. MEE HEE: -1~ 32 BFT.

(Modbus % -

1)

Description 1. fFfaXX=F BERAEE -

(i 3t) 2. OERTE

Read ¥85% Read Holding 157 Notifying Events(GBAIE ) WEEUINAE

Function (2 Registers

ENIh&E

Modbus ¥a5% Serial 187 Modbus & 3: Serial (FF51) 2k TCP.

Mode

(Modbus &

)

IP 1. Modbus XM FIIE  5E Modbus = TCP Y IP - IPv4 18 -
fm
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2. Modbus B8 TCP B
NWERRTE

Port (3£) 1. Modbus RXHFIE  +57E Modbus 3T TCP I& -

P

G 20/ : 1 ~ 65535.
2. Modbus #BTH TCP B

MBS =
INWEELTE

Device ID 1. 7R IBEZRBERES NG - oI 1 8 247 -
(FRfERIES) 2. LERTE
Register (f 1. #FFEEI. BEZR B4R -
fii &%) 2. WERTE #B/EE : 0 ~ 65535.
Logic SR RBNEHETEELLRSE R > '< =" ">="8& " "<=">
Comparator
(EEEEEEER)
Value (BlfE) 1. &F>FH81. TEE8E -
2. WERTE #0818 : 0 ~ 65535.
Enable (2 YRR AR T)E BLhE Enable(RU ) S EREN LLRR EIERE ©
&)
Save (fR7F) #= 12N Save (frf7) IREBLURTFRREE -
Undo (BR) # 12N Undo (B/R) It ol BIRIE ERABERE E—ERE -

217 /4%EE Modbus BB EHHZE (=12 Modbus)

2 E Modbus EEEHER - HZXE 10 EER -

- | Add | | Delete |
D Mﬁ;irﬁgs Description F::I:I:rcittﬁan Mﬁgggs IP Port DEEHCE Register| Value | Enable | Actions
write water | ..
pump to Suikr:”ﬁa | Edit |
1 |water_pump | control the Regi%.ter TCP |233.445566 | 876 247 44 5678
motor speed (0x06) Select

high-low

RO LABREE Add / Eit(3B N/ 4RiE) L SRR EEE
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= Modbus Managing Events Profile Configuration

Item

Setting

¥ Modbus Name

¥ Description

¥ Write Function

| Write Single Coil (0x05) ¥ |

¥ Modbus Mode

kP

» Port

¢ Device ID

b Register

* Value

* Enable

Enable

Modbus Managing Events Profile (Modbus EIE2E 4% E1E)

Modbus 1. FEBEH. 157 Modbus BEZTE -

Name 2. MEE HEE: -1~ 32 BFT.

(Modbus % -

1)

Description(&t 1. (HaI32= BERAEE -

AH) 2. OERTE

Write F85& Write Single 187 Managing Events(BIEE#)WE= ATIRE -
Function (§A Registers

ThEE

Modbus ¥RE% Serial &€ Modbus & Serial (FF5)=; TCP.
Mode

(Modbus &

)

IP 1. Modbus I FIE #EE Modbus 30 TCP B9 IP - IPv4 183 -

P
i
Ay

2. Modbus #E=p9 TCP
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RINERTE

Port (3£) 1. Modbus =X HFIE  f&E Modbus =z T TCP % -

S

i #7/F15 : 1 ~ 65535.
2. Modbus B8y TCP

RINERTE

Device ID (38 1. ¥ F 2155 ISR E RS - ST 15 247 -
f& 8 Bl %) 2. WERTE
Register (5ft 1. = F 8% SRR -
#) 2. BERE #EE: 0 ~ 65535,
Value (B1f) 1 HFFSHER. IEEHE -
2. WERTE #0818 0 ~ 65535.
Enable (&) TERKRDE PEE Enable(RI ) S ERIEN LR EIERLTE °
Save ({7 %) g N Save (R f7) HHLUREFREE -
Undo (EIR) g %N Undo (BIR) izt ol MMz ERWASERE E—ERE -
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722 EEEH

BEESHRMEEEERSHERES  BEBFRMEEZENEGGERR) -

%l Service > Event Handling > Managing Events EH] °

BEEEEH

Item

Setting

¥ Managing Events

[} Enable

Configuration (38 %)

JEH REE Sl

Managing TR R B
Events (BEIEE
)

‘7] Enable (BX#1)Managing Events (B2 S4)INEE -
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B/ EIREAARA
REEBHESHRA - &Z7IE 128 RREA -

- | Add | | Delete |

D Event Description Enable Actions

1 SMS Get the Network Status from device v Select
2 SMS Connect cellular WAN connection v Select
3 SMS Disconnect cellular WAN connection v Select
4 SMS Switch Cellular WAN Connecting by SIM-A ’ Select
5 SMS Switch Cellular WAN Connecting by SIM-B ’ Select
6 SMS Turn On the WiFi Select
7 SMS Turn Off the WiFi Select
8 SMS Enable SSH login from WAN Select
g SMS Disable SSH login from WAN Select
10 SMS Enable TR-069 manage function Select
1 SMS Disable TR-069 manage function Select
12 SMS Backup config v Select
13 SMS Restore specific config 4 Salect
14 SMS Reboot System Immediately v Select
15 SMS Save current configuration as default 4 Salect

W EEMNERFR  B—LFEAEERN SMS EE4RA - Mo DUEEEE Edit(4REE)1ZEHZREEE - WX
RS Z RS EEENRR -
2%~ Add(1B0)3% Edit(4REE)iZ#HEF - 1§ IR Managing Event Configuration (BEEEHRE)EM -
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# Managing Event Configuration

ltem

Setting

» Event | [SMS v |

» Description |

[ ] MNetwork Status

[ LAN&VLAN

] WiFi

] NAT

[ ] Firewall

b Action [ VPN

[ GRE

[ ] System Manage
] Administration
[ Digital Output
] Modbus

¥ Managing | @ Enable
Event

Managing Event Configuration (B2 E#:RE)

IEESHELE (SMS - SNMP Trap F&B#3L Digital Input Efiréi A) 15
HEAIE/BE -

IC]= REE
Event () ¥a25% SMS (s SNMP
Trap)

SMS : 2 SMS W X 775 5 P AN S IE RS AR SRR 4

SNMP : #1Z SNMP Trap FEMLE X F 5 @A RELIEE SNMP
Trap PERHEE,

Digital Input(BI#A): BZFEUBMA - CEXANIEEEE DI i1
ASEHH DI B

2 OB AR Eam 22

Description(idf F B E=F.
BH)

BERPEESHE -

Action (211E) FREG R BIE.

157E Network Status(fABBAREE) - HEZ D EBETRRMTEERRANIEE
H & DI gifén AS 48 DI B2, SHREEVE EHRE -

Network Status(4FE&Hk8E): #212 Network Status(48E& AR 88)1Z BN 1E LA
AR BB E RSB RN,

LAN & VLAN : #1Z LAN & VLAN #ZEUSEMMERERFIE (On/Off(F/
B)), BB E R EF RS HIENE
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Managing FREZ AR T)E
Event (BEE
)

Save ({7 %F) g
Undo (GEIR) g

Wi-Fi : 2 Wi-Fi ZEU5EFNMBRENFIE (Wi-Fi radio On/Off (Wi-Fi #&
#RERF/F)), BB E R E RSB UHREE,

NAT : 232 NAT ZE5EF 48RRI FIE (Virtual Server Rule On/Off(E
EHE AR 23R AIR/BA), DMZ On/Off(DMZ B8/R)) - BER B EUNREER
SHHEIE,

Firewall (B3 X i8): 3 Firewall (B X #8) % BN 5 A2 F1HEEAY F 18 (Remote
Administrator Host ID On/Off(Z2lx 2 #t & 18 8 F 15158 F/R8)) - B
BT E RSB HENE

VPN : ##2 VPN #ZEU5ERN MR+ 1B (IPsec Tunnel ON/Off(IPsec i@iE
B/f8), - PPTP Client On/Off(PPTP & FimfE/E8) - L2TP Client
On/Off(L2TP &= Fiwfa/#8) - OpenVPN Client On/Off(OpenVPN EF
ImFR/E)) - MERE R EFREHRENE

GRE : #1% GRE #ZEUSHEM48EE 718 (GRE Tunnel On/Off (GRE #BER/
B)), FiEes EUREFRSHEE,

System Manage(%#t &12): £1Z System Manage(% A E ) ZIN51E
FAERERFIE (WAN SSH Service On/Off(WAN SSH @R 22 68/k8)), BE
1B EF RSB HRIENE;

Administration(&12): #1E Administration(B18)Z BV A EMERET
I8 (Backup Config(fE#7s%%E)  Restore Config(:&/R5&E) * Reboot(&
#BEH) - Save Current Setting as Default(i#% B BIER E R 7 = TERRB)),
RE RS E B BB HRIENE,

Digital Output(ifiI#it): #£4Z Digital Output(EU ¥ ) ZE5 & - &
EEZRREERE DO B I#HHEHHN DO B,

Modbus: #1£ Modbus #ZEUA1EM Modbus EEEHEE - RHREE
RSB HRIENE;

2 OB AR Eam 22
#0ZE Enable(RUR) S ERENILEESHRE -

T Save (frf7) ELURFREE
%N Undo (BIR) LIS R E—fEREE.
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7.2.3 BHEH

%l Service > Event Handling > Notifying Events EH] °

BANSHRENHEEEEESHREFINEERERF ZBEEHROERA) -

Enable Notifying Events

Item Setting

» Matifying Events Enable

Configuration

BEE
Notifying TR AR Z)E ZJ#E Enable &) Notifying Events Ik -

Events

B/ AR E S EA
REMBISHRA - TEZE 128 (F/RA -
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. | Add | | Delete |
D Event Description Action Enable Actions
Send alert SMS to Admin once -
1 VAN the Primary WAN link is Up SMS Salect
Send alert SMS to Admin once -
2 VAN the Primary WAMN link is Down SMS Salect
Send alert SMS to Admin once -
3 \WAN the Backup WAN link is Up SMS Salect
Send alert SMS to Admin once -
4 VAN the Backup WAN link is Down SMS Salect
3 WAN Send ale_rl SMS to Admin once SMS
the Dial-up Fail 5 Times Salect
5 WAN Send alert SI':."IS to Admin once SMS
the SIM Switching occurred Salect
Send the SMS and SNMP Trap .
7 WiFi out to Admin when WiFi Module SMS ; SNMP Trap
Up Select
Send the SMS and SNMP Trap .
) WiFi out to Admin when WiFi Module SMS ; SNMP Trap
Down Select
Send the SMS to Admin when .
9 | Administration Firmware Upgrade is under SMS
processing Select

W EEMNEBAR - B

A EEMAERRARA -

1% T Add(EN0)3k Edit(4REE) %2R - 15 HIR Notifying Event Configuratio GBS 4

LR ERNBISHRA -

IR
AN

B

ax AE

o] PUB B RAEE Edit(AREE) IR IR ARG E - ML RNAE

JEH -
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Item Setting

» Event Digital Input v |

¥ Description

(] Digital Output
[ SM5

] [] Syslog

¥ Action |:| SHNMP Tl'ﬂp
[ | Email Alert
[ Modbus

Tme | @) AWays v
Schedule (0) Always ¥

» Motifying # Enable
Events

Notifying Event Configuration GBAN1SE 48 E)
e Rl
Event (5) 7858 Digital Input (3¢ EESHEEMARNSHEE - TBENSHEERR:
WAN) Digital Input(B{fi1#ii A): %12 Digital Input(BiI#A) - BERANIE
ERE DI Bifs AE 48 DI BF;
Power Change EIRE N #E1Z Power Change(EiRE ) MAH R4
EEERLMSEH -

WAN : %12 WAN 1 —B#8 35 R 42 E R 8 WAN S4;

LAN & VLAN : %12 LAN & VLAN T8 1& 4 IS EFREM LAN &
VLAN E4;

Wi-Fi : 242 Wi-Fi NS 3HRGFLUEERRE Wi-Fi B4

DDNS : %1% DDNS F—E#5 8 154 RIS ERI DDNS S5
Administration(&I2): #Z Administration(B 1) 3G LUEER

ENEIEEH,;
Modbus: EZEFrE &M Modbus 1 Modbus BHSHEEEPDIEEE
& Modbus E4;

Data Usage(BHHER): EEFEERHER - SIM £ (BEEARER) MAERKGE
MieER—ERERSH,

A OB R R Eam 22
Description(ff F&HE: ERXF. WABNSHREERA -
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BH)
Action (211E)

Time
Schedule (I
BR)
Notifying
Events (GB%015E
)

Save (fR7F)
Undo ((E/8)

FRRR AR 2.

FERREEHE(0) Always

FRRR AR 23

EEEBERPSHREVENTHO—EEF -

Digital Output(ZifiI#it): #4Z Digital Output(BULi#H L) ZEN S 1E -
RERFAREEREME DO HuH HE460 DO B,

SMS : #4F SMS, BERaBESERN SMS IRFEEBLUEASHHN
E1E;

Syslog(B3#%) : 4% Syslog (B&%)102)%E/BUE 2% " Enable(BYA)" %
A EE RS HRIENE;

SNMP Trap(F&B#): #1Z SNMP Trap(F&BH), BERF@EEZRL SNMP
SRR 825 SNMP Trap FEBHER B HRIENF;

Email Alert (EFEHZHBEAN): 21=E Email Alert (BFEHERE

) - FEREEEFBHICEERNE IR IESSHREE
Modbus: EZFTEZEMN Modbus # Modbus BHIEHERLDIEER
{8 Modbus S,

JEE. ORI B LRI R S E an 2
BEBNSHRERRA -

#0228 Enable(RYR) ST ERIENILB IS HRE -

T Save (frf7) IELURFREE
%N Undo (BIR) LG R E—fERR EE.
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PRI

EEERIVANE
Cellular #8E%: (2RI EEN P RIEACIEER)
s 4G LTE: FDD-LTE, TDD-LTE
e 3G: WCDMA
2G: GSM/EDGE
RERFETR 2 x SMA 2
SIM Slots 2
WLAN 7T H
WiF; 802.11 a/b/g/#%& c 2T2R
(2.4G/5GHz TT)
BRM / CE

$E2E Frequency
Band

2.4 GHz (13 fE:&38)
5GHz (4 fE@%&)
5B / FCC

24GHz (11 fEEE)
5GHz (9 fEi@E)
=4 /NCC
2.4GHz(11 fE@%E)
5GHz (9 fE@E)
H03K / iDA
24GHz (13 faEE)
5GHz (9 fE@E)

m&EZz =zt

WEP - WPA 1/2-PAK & WPA 1/2
(8 x VAP / SSID)

RARIRTE

2x SMA &
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[EEE 802.3 10Base-T
[EEE802.3u 100BASE-TX/100BASE-FX

Standard
IEEE802.3ab 1000BASE-T
IEEE802.1x, = £& T %
bort 1 x RJ45 GE (WAN/LAN configurable) + 4*RJ45
orts

GE

Physical Layer

10/100/1000Base-T

=27

18 Ports 1 x RS-232/RS-485
I/O

. 1xDI( "Logic0” :0~2V, "Logicl” :5V~30V),
Digital I/0 e

1x DO (P#Z=ER, &5 30V / 1A)

USB
1% USB 2.0
Ports 1x USB Type A
THEE
Wi-Fi LAN AP F&E28, WDS, WDS B&# T
VLAN IREME, 20 EH VLAN

Port Forwarding

[E B faik2z/E8 Mk, DMZ £,
PPTP/L2TP/IPSec &3

izag=s] FFAE, EfAE: RIP1/RIP2, OSPF, BGP
Q05 SRS B RO SR B 1R I AT
BRI EEEIER
E#E COM RFC 2217, TCP £ A&, TCP f@AR=%, UDP
Modbus Modbus %15 Modbus & 5 Modbus TCP,
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Modbus RTU/ASCII /¢ &

VPN IPSec, OpenVPN, PPTP, L2TP, GRE
7 K A% BEEBFAETNR SPI B XS, IPS

S8 /BA1E 4 DI, DO, Modbus, SMS, 24t HEE,
SHEE

SNMP B&P#, Email 3, E#FRH

REEERLR

eVue (Q4, 2018)

HEBAEIR 2xDC12V ~ 48V (BIn# A=)
Th#% B&A 20W
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Bz
62 x 125 x 160mm (REEHEFEH)
R~ (WxDxH) 62 x 135 x 160mm (= DIN Rail E&E4)
200 x 125 x 65mm (& Bracket E%)
E¥= 1.2 T (2.64 %)
BE DIN-E85f, / EZ$}
RiE
TERE -30 2+70°C (-22 £ +158°F)
TERE -40 2 +85°C (-40 £ +185°F)
HERE 5% & 95% (non-condensing)
B A
GSM/UMTS PTCRB (Q4, 2018)
Emissions/ ,
_ CE/ FCC/NCCBSMI /DA
Immunity
EN 60950-1
L5

EN 62368-1:2014
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AR R ARAT
EtherWAN System, Inc.

www.etherwan.com
USA Office BATEMAE
2301 E. Winston Road
Anaheim, CA 9280 231 #ribmH ISR ERBIS 2355 6 F 2 5% 8 18
Tel: +1-714-779-3800 Tel: +886 -2- 6629-8986
Email: info@etherwan.com Email: info@etherwan.com.tw

FRCBNER A XGPEMNERY - WHEEHENH S ERENERY - GRAAERRSERER B

RIFIEMEAHESZ P ML EE -
mAd A ReE B A EGEREERR S RERV T RR - A FHEMARBNEENR - BASTEM -

WRtEPR7A 2019 (REBFIAER]
PREBENEMERISESBMBEENME
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