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PREFACE 

Audience  

This guide is designed for the person who installs, configures, deploys, and maintains the 

Ethernet network. This document assumes the reader has moderate hardware, computer, 

and Internet skills. 

Document Revision L evel  

This section provides a history of the revision changes to this document. 

 

Revision  Document  Version  Date  Description  

A Version 1 5/05/2016 Initial release for Firmware version 1.94.5 

Changes in this R evision  

 

¶ Added support for TACACS+ command authorization 

¶ Added Redundant Pair Protocol 

¶ Added Predefined Path Protocol 

¶ Added a Relay command for configuring a relayôs normally open/closed circuit 

¶ Added the following syslog events and MIBs support for PoE series  

a. PoE up / PoE down /PoE Over load /PoE System Error   
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Document C onventions  

This guide uses the following conventions to draw your attention to certain information. 

Safety and W arnings  

This guide uses the following symbols to draw your attention to certain information. 

 

Symbol  Meaning  Description  

 

Note Notes emphasize or supplement important points of the main text. 

 

Tip Tips provide helpful information, guidelines, or suggestions for performing tasks more 
effectively. 

 

Warning Warnings indicate that failure to take a specified action could result in damage to the 
device, or could result in serious bodily injury. 

 
Electric Shock Hazard This symbol warns users of electric shock hazard. Failure to take appropriate 

precautions such as not opening or touching hazardous areas of the equipment could 
result in injury or death. 

Typographic C onventions  

This guide also uses the following typographic conventions. 

 

Convention  Description  

Bold Indicates text on a window, other than the window title, including menus, menu options, buttons, fields, and labels. 

Italic Indicates a variable, which is a placeholder for actual text provided by the user or system. Angled brackets (< >) 
are also used to indicate variables. 

screen/code  Indicates text that is displayed on screen or entered by the user. 

< > angled 
brackets 

Indicates a variable, which is a placeholder for actual text provided by the user or system. Italic font is also used to 
indicate variables. 

[ ] square 
brackets 

Indicates optional values. 

{ } braces Indicates required or expected values. 

| vertical bar  Indicates that you have a choice between two or more options or arguments. 
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UNPACKING AND INSTALLATION  

This chapter describes how to unpack and install the EtherWAN Managed Switch 

The topics covered in this chapter are: 

Ç Package Contents (Page 15) 

Ç Unpacking (Page 15) 

Ç Required Equipment and Software (Page 16) 

Ç Computer Setup (Page 17) 

Ç Management Methods and Protocols (Page 17) 

Ç Default IP (Page 18) 

Ç Login Process and Default Credentials (Page 18) 

Ç Setting the initial IP address (Page 19) 

Package Contents  

When you unpack the product package, you will find the items listed below. Please inspect 

the contents, and report any apparent damage or missing items immediately to your 

authorized reseller. 

¶ This Managed Switch  

¶ Product CD 

¶ Quick Installation Guide  

¶ External power adapter/Cable (depending on model) 

Unpacking   

Follow these steps to unpack the EtherWAN Managed Switch and prepare it for operation:  

1. Open the carton and carefully remove the contents.  

2. Return all packing materials to the carton. If possible, save the carton and packing 

material in case you need to ship or store the switch in the future.  

3. Confirm that all items listed in the "Package Contents" section are included in the 

shipment. Check each item for damage. If any item is damaged or missing, notify your 

authorized EtherWAN representative. 
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Required Equipment and Software  

The following hardware and software are needed in order to manage the switch from the 

web interface: 

¶ Computer with an Ethernet Interface (RJ-45) 

Managing the switch requires a personal computer (PC) or notebook computer 

equipped with a 10/100base-TX Ethernet interface and a physical RJ-45 

connection. The preferred operating system for the computer is Microsoft Windows 

7/8/8.1/10. It is possible to use Apple OSX or Linux systems as well, but, for the 

sake of brevity, all web configurations in this manual will be shown using Windows 

7 as the underlying operating system. 

¶ Cat 5+ Ethernet Cables 

An Ethernet cable of at least Category 5 rating is required to connect your 

computer to the switch. The cable can be configured as ñstraight-throughò or 

crossover. 

¶ TFTP Server Software 

Trivial file transfer protocol (TFTP) server software is needed to update the switch 

firmware and to upload/download configuration files to the switch. Users not 

performing these tasks do not need TFTP software installed. Several good TFTP 

servers are available for free online. The server that will be used in this manual is 

TFTPD32 by Philippe Jounin. 

¶ Web Browser Software 

The end user can employ any of the following web browsers during switch 

configuration: Internet Explorer, Firefox, or Chrome. Internet Explorer is the 

preferred browser for EtherWAN switch configuration. If there is trouble with other 

browsers while attempting to program the switch, Internet Explorer should be used. 
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COMPUTER SETUP 

The end userôs management computer may need to be reconfigured prior to connecting to 

the switch in order to access the switchôs web interface through its default IP address (See 

Default IP). 

Management Methods and Protocols  

There are several methods that can be used to manage the switch. This manual 

will show the details of configuring the switch using a web browser. Each section 

will be followed by the CLI (Command Line Interface) commands needed to 

achieve the same results as described in that section. 

The methods available to manage the EtherWAN Managed Switch include: 

¶ SSH - Secure Shell CLI that is accessible over TCP/IP networks which and 

is generally regarded as the most secure method of remotely accessing a 

device. 

¶ Telnet - is like SSH in that it allows a CLI to be established across a 

TCP/IP network, but it does not encrypt the data stream. This type of 

connection requires a terminal, or a computer running a terminal emulation 

application (such as HyperTerminal or Putty). 

¶ HTTP (Hypertext Transfer Protocol) is the most popular switch 

management protocol involving the use of a web browser. 

¶ RS-232 ï The EtherWAN Managed Switch is equipped with a RS-232 

serial port that can be used to access the switchôs CLI. The Serial port is 

DCE DB9F. A straight through serial cable is used to connect to a typical 

computer serial port (Also requires terminal emulation application). 
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Default I P 

The switchôs default IP address is 192.168.1.10. The management computer must 

be set up so that it is on the same network as the switch. For example, the IP 

address of the management computer can be set to 192.168.1.100 with a subnet 

mask of 255.255.255.0. 

 

Login Process and Default Credentials  

Once a compatible IP address has been assigned to the management computer, 

the user is ready to log in to the switch. To log in, type the URL http://192.168.1.10/ 

into the address field of the browser and hit return. The following will appear in the 

browser window (See Figure 1) 

¶ The Default Login is root (case sensitive) 

¶ There is no password by default 

¶ Enter the login name and click the Login button 

 

Figure 1: Login screen 
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SETTING THE INITIAL IP ADDRESS 

Once logged in the user can now configure the switch per the network requirements. The 

two major addressing options are: 

¶ Simple IP addressing  

¶ Multiple VLAN addressing (See Add an IP to the Management VLAN on page 170).  

Simple I P Addressing  

A new IP address can now be assigned to the switch. From the System Information screen, 

go to the left hand navigation menu. 

1. Click on the + next to System 

2. Click on IP address 

3. Enter the desired IP address and subnet mask in the IP Address/Subnet Mask 

fields associated with VLAN 1 

4. Click the Apply & Save button (See Figure 2) 

 

Figure 2: Assigning an IP address 
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CLI COMMAND USAGE  

This chapter describes accessing the EtherWAN Managed Switch by using Telnet, SSH, or 

serial ports to configure the switch, navigating the Command Line Interface (CLI), typing 

keyboard shortcuts, and moving between the levels. This chapter assumes the user has a 

working understanding of Telnet, SSH and Terminal emulation applications.  

 

 Note: For a serial port connection use a standard DB9F to DB9M Modem Cable. The 
default Serial port parameters are Baud rate: 115,200bps, Data bits: 8, Parity: none, Stop 
bit: 1, Flow control: none. 
 

Navigating the CLI Hierarchy  

The CLI is organized into a hierarchy of command modes. The basic modes are User exec 

mode, Privileged exec mode, and Global configuration mode. There are also other modes, 

specific to certain configurations. Each mode has its own group of commands for a specific 

purpose. Below are the CLI commands needed to enter a specific mode: 

 

switch_a> Ŷ User exec mode  
switch_a> enable  

switch_a# Ŷ Privileged exec mode 

switch_a# configure terminal   

switch_a(config) Ŷ Global configuration mode 
switch_a(config)  spanning - tree mst configuration  

switch_a(config - mst)# Ŷ MSTP configuration mode 
 
switch_a(config)# line console 0  

switch_a(config - line)  Ŷ Line configuration mode 

 
switch_a(config)#  interface fe1  

switch_a(config - if)#  Ŷ Interface configuration mode 
 
switch_ a(config)# vlan database  

switch_a(config - vlan)#  Ŷ VLAN database configuration mode 

 

CLI Keyboard Shortcuts  

Ctrl + a: place cursor at the beginning of a line 
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Ctrl + b: backspace one character 

Ctrl + d: delete one character 

Ctrl + e: place cursor at the end of the line 

Ctrl + f: move cursor forward one character 

Ctrl + k: delete from the current position to the end of the line 

Ctrl + l: redraw the command line 

Ctrl + n: display the next line in the history 

Ctrl + p: display the previous line in the history 

Ctrl + u: delete entire line and place cursor at start of prompt 

Ctrl + w: delete one word back  

 
 

CLI Command modes  

Throughout this manual, each section that has CLI commands relevant to that section 

requires that the CLI be in a specific configuration mode. This section shows the main CLI 

commands to needed to enter a specific mode. 

Global Configuration Mode  

To set the EtherWAN Managed Switch to Global Configuration Mode, run the 

following commands from the CLI: 

1. enable 

2. configure terminal 

Example: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)#  

MSTP Configu ration Mode  

To set the EtherWAN Managed Switch to General MSTP configuration mode, run the 

following commands from the CLI: 

1. enable 

2. configure terminal  

3. spanning-tree mst configuration 



 

22 

EtherWAN Managed Switch Users Guide 

Example: 

switch_a> enable  

switch_ a#configure terminal  

switch_a(config)# spanning - tree mst configuration  

switch_a(config - mst)#  

 

Interface Configuration Mode  

Interface mode on the EtherWAN Managed Switch is used to configure the Ethernet ports 

and VLAN information. Valid interfaces are: 

¶ fe<port #> - 100mb ports use fe followed by the port number. Example: fe1 

¶ ge<port #> - Gigabit ports use ge followed by the port number. Example: ge1 

¶ vlan1.<vlan#> - ±[!bΩǎ ǳǎŜ ǾƭŀƴΦ CƻƭƭƻǿŜŘ ōȅ ǘƘŜ ±[!b L5Φ 9ȄŀƳǇƭŜΥ vlan1.10 

Example 1 configures 100mb port 1 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# interface fe1  

switch_a(config - if)  

 

Example 2 configures VLAN ID 9 

switch_a> enable  

switch_a# configu re terminal  

switch_a(config)# interface vlan1.9  

switch_a(config - if)  

 

VLAN Database Configuration Mode  

VLAN Database Configuration Mode on the EtherWAN Managed Switch is used to 
configure the VLAN settings. 
 

Example: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# vlan database  

switch_a(config - vlan)#  
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Saving a Configuration from the CLI  

Example: 

switch_a> enable  

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a#>  

SYSTEM MENU (WEB INTERFACE)  

System Information  

The System information link on the Left menu of the Web Configuration page takes you to a 

page that shows the following (see Figure 3): 

¶ System Name 

o The System name is typically used by network administrators. If SNMP is 

enabled on the switch, the system name can be found using MIB II 

(RFC1213) in the sysName property. 

¶ Firmware Version 

o If SNMP is enabled on the switch, the Firmware version can be found using 

MIB II in the sysDesc property 

¶ System Time 

o System time can be changed using NTP  

¶ MAC Address 

o The hardware (MAC) address of the Management interface 

¶ Default Gateway 

o The IP address of your networks Gateway (Typically a Router on your 

network) 

¶ DNS Server 

o The Dynamic Name Server (DNS) for your network 

¶ VLAN ID 
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o One or more listings depending on the number of VLANs defined on the 

switch 

o Lists VLAN ID, IP address, and subnet mask of the VLAN Interface(s) 

¶ Current User Information 

o Lists the current the currently logged in user and their user privileges 

 

 

Figure 3: System Information 

 

System Name/Password  

The System name is typically used by network administrators to make it easier to document 

a networks infrastructure and locate equipment on large networks. If SNMP is enabled on 

the switch, the system name can be found using MIB II (RFC1213) in the sysName property. 

To change the system name: 

1. Click on the + next to System. 

2. Click on System Name/Password (see Figure 4). 

3. Use your mouse to place the cursor in the System Name text box. 

4. Replace the existing name with the name you want to assign to the switch. 

5. Click on the Update Setting button. 
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By default there is no password assigned to the switch. To add or change a password: 

1. Click on the + next to System. 

2. Click on System Name/Password (see Figure 4). 

3. Use your mouse to place the cursor in the Password text box. 

4. Enter the new password. 

5. Retype the password in the Retype Password text box. 

6. Click on the Update Setting button below the Retype Password text box. 

 Note: The check box ñWrite to EB-232ò is only for use with the EtherWAN EB-232 

dongle. 

 

 

Figure 4: System Name/Password 

System Name/Password using the CLI  

For more information on CLI command usage see CLI Command Usage. 

System Name 

To set the system name on a switch, use the following CLI commands (Hostname must not 

contain spaces. Use the dash and underscore characters): 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

hostname <name> 

no hostname 

Usage Example 1: Setting a Hostname 

switch_a> enable  
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switch_a# configure terminal  

switch_a(config)# hostname switch_a  

switch_a(config)# write memory 

 

 

Usage Example 2: Removing a Hostname 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# no  hostname  

switch_a(config)# write memory  

 

Password 

To enable a password on a switch, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

enable password <password> 

 

Usage Example  

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# enable password mypassword  

switch_a(config)# write memory  

 

 

Show Switch Model using the CLI  

For more information on CLI command usage see CLI Command Usage. 

System Name 

To see the model number of a switch, use the following CLI command: 

CLI Command Mode: User Exec Mode or Privileged Exec Mode 

CLI Command Syntax:  

show integrate product series 

 

Usage Example 1:  

switch_a> enable  
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switch_a#  show integrate product series  

EX78000 series  

IP Address  

To navigate to the IP Address page: 

1. Click on the + next to System 

2. Click on IP Address (see Figure 5) 

There are 4 settings on this page: 

Static IP (see Simple IP Addressing) 

DHCP Client  

Use this to enable or disable DHCP on a VLAN. 

To enable the DHCP Client: 

1. Use the drop down box to enable the DHCP client on a particular VLAN 

2. Click the Submit Button 

Default Gate way  

If DHCP is enabled, the gateway setting is controlled by the DHCP server. The 

setting will be grayed out and the gateway supplied by the DHCP server will be 

displayed. The default gateway setting can be used when using a Static IP address. 

To enable the default gateway: 

1. Use the dropdown box to enable the default gateway. 

2. Type in the default gateway in the Default Gateway text box. 

3. Click on the Apply & Save button. 

DNS Server  

If DHCP is enabled, the DNS Server setting is controlled by the DHCP server. The 

setting will be grayed out and the DNS Server supplied by the DHCP server will be 

displayed. The DNS Server setting can be used when using a Static IP address. To 

enable the DNS Server: 

1. Use the dropdown box to enable the DNS Server. 

2. Type in the default gateway in the Default Gateway text box. 

3. Click on the Submit button. 
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 Note: After making changes to settings in the IP address section, the 

configuration needs to be saved using the System/Save configuration page 

(See Save Configuration) 

 

 

Figure 5: IP Address 
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IP Address - Configuration  using the CLI  

For more information on CLI command usage see CLI Command Usage. 

IP Address  

To set the IP address, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

ip address <A.B.C.D/M> (IP Address/Mask e.g. 10.0.0.1/8) 

no ip address 

Note: The Subnet Mask is defined as a Network Prefix instead of the common dotted 

decimal (ex. 255.255.255.0).  

The most commonly used Network Prefixes are: 

¶ /8 ï Known as Class A. Also known in dotted decimal as 255.0.0.0 

¶ /16ï Known as Class B. Also known in dotted decimal as 255.255.0.0 

¶ /24ï Known as Class C. Also known in dotted decimal as 255.255.255.0 

Usage Example 1: Assigning an IP address 

switch_a> enable  

switch_a #configure terminal  

switch_a(config)# ip address 192.168.1.1/24  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

Usage Example 2: Removing an IP address 

switch_a> enable  

switch_a# configure terminal  

switch_a( config)# no ip address  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  
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Default Gateway  

To set the Default Gateway, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

ip default-gateway <A.B.C.D> 

no ip default gateway  

Usage Example 1: Setting the Gateway 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# ip default - gateway  192.168.1. 254  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

Usage Example 2: Removing the Gateway 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# no  ip default - gateway  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

Domain Nam e Server (DNS )  

To set the DNS, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

ip dns <A.B.C.D> 

no ip dns  

Usage Example: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# ip dns  192.168.1.25 3 

switch_a(config)# q 

switch_a# write memory  
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Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

Usage Example 2: Remove a DNS IP Address 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# no  ip dns  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

Enable/Disable  DHCP Client on a VLAN  

To enable the DHCP client on a VLAN, use the following CLI commands: 

CLI Command Mode: Interface Configuration Mode 

CLI Command Syntax:  

get ip dhcp enable 

no get ip dhcp enable 

Usage Example ï Enable DHCP Client on VLAN2: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# interface vlan1.2  

switch_a(config - if )# get ip dhcp enable  

switch_a(config - if )# q 

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

Enable/Disable  Static IP on a VLAN  

To set the IP address, use the following CLI commands: 

CLI Command Mode: Interface Configuration Mode 
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CLI Command Syntax:  

ip address <A.B.C.D> 

no ip address <A.B.C.D> 

Usage Example 1 ï Enable Static IP on VLAN2: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# interface vlan1.2  

switch_a(config - if)# ip address 192.168.1.11  

switch_a(config - if)# q 

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

 

Usage Example 2 ï Disable Static IP on VLAN2: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# interface vlan1.2  

switch_a(config - if)# no  ip address 192.168.1.11  

switch_a(config - if)# q 

switch_a(config)# q 

switch_a# write me mory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

Management Interface  

To navigate to the Management Interface page: 

1. Click on the + next to System 

2. Click on Management Interface 

The Management Interface configuration page has three settings that allow the user to 

configure the methods available to manage the EtherWAN Managed Switch. 
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HTTPS 

HTTPS (Hypertext Transfer Protocol Secure) allows the user to determine what 

method, if any, is used to configure the EtherWAN Managed Switch. The default is 

unencrypted HTTP (see Figure 6). 

To disable the Web interface: 

1. Uncheck Http and Https. 

2. Click on the Update setting button. 

 Warning! Once the Submit button is pressed, the Web console will no longer 

function. As a safety precaution, the configuration is not saved by default. Rebooting 

the EtherWAN Managed Switch will restore the Web Console. To save the 

configuration, connect using the new IP address. 

To enable the Web Interface: 

1. Check HTTP, HTTPS or both 

2. Click on the Update Setting button. 

3. Save the Configuration (see Save Configuration) 

Telnet . 

Telnet is a network protocol that allows a remote computer to log into the EtherWAN 

Managed Switch to access its CLI (Command Line Interface). The CLI can be access 

using Telnet, SSH and the serial port on the EtherWAN Managed Switch. The secure 

method of accessing the CLI over a network is SSH.  

To enable or disable Telnet: 

1. Click the Enable or Disable radio button in the Telnet section on the 

Management Interface page (see Figure 6 below) 

2. Click on the Update Setting button 

3. Save the Configuration (see Save Configuration) 

SSH (Secure Shell)  

Secure Shell or SSH is a network protocol that allows data to be exchanged using a 

secure channel between two networked devices such as a computer and the 

EtherWAN Managed Switch. SSH is disabled by default on the V1.94.3 EtherWAN 

Managed Switch. 

To enable or disable SSH: 

1. Click the Enable or Disable radio button  in the SSH section on the 

Management Interface page (see Figure 6) 
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2. Click on the Update Setting button 

3. Save the Configuration (see Save Configuration) 

 

 

 

 

Figure 6: Management Interface 

 

 

Management Interface Configuration using the CLI  

For more information on CLI command usage see CLI Command Usage. 

Enabling/Disabling Telnet  

 
To enable or disable telnet, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

ip telnet 

no ip telnet 

 

Usage Example 1: Enabling Telnet:  

switch_a> enable  

switch_a# configure terminal  
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switch_a(config)# ip telnet  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

Usage Example 2: Disabling Telnet:  

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# no ip telnet  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q 

Note: If using Telnet to run the CLI Commands that disable telnet you will lose your 

connection. To Disable Telnet using the CLI, use SSH or the RS232 Console port on 

the switch. 

 
 

Enabling/Disabling SSH  

 
To enable or disable SSH, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

ip ssh 

no ip ssh 

Usage Example 1: Enabling SSH:  

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# ip ssh  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  



 

36 

EtherWAN Managed Switch Users Guide 

 

Usage Example 2: Disabling SSH:  

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# no ip ssh  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q 

Note: If using SSH to run the CLI Commands that disable SSH you will lose your 

connection. To Disable SSH using the CLI, use Telnet or the RS232 Console port on 

the switch. 

 
 

Enabling/Disabling HTTP and /or  HTTPS  

To enable or disable telnet, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

ip http server 

ip http secure-server 

no ip http server 

no ip http secure-server 

 

Usage Example 1: Enabling HTTP:  

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# ip http server  

switch_a(config)# q 

switch_a# write memory  

Buil ding configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

Usage Example 2: Disabling HTTP:  

switch_a> enable  

switch_a# configure terminal  
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switch_a(config)# no ip http server  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q 

 

Usage Example 3: Enabling HTTPS:  

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# ip http secure - server  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

Usage Example 4: Disabling HTTPS:  

switch_ a>enable  

switch_a# configure terminal  

switch_a(config)# no ip http secure - server  

switch_a(config)# q 

switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q 

 

Save Configuration  Page 

To navigate to the Save Configuration page: 

1. Click on the + next to System 

2. Click on Save Configuration 

 The Save Configuration page contains the following configuration functions (see Figure 7): 
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Save Configuration  

To save the currently running configuration to the flash memory on the EtherWAN 

Managed Switch: 

1. Click the Save Configuration button 

2. If the save is successful you will see the message:  

Building configurationé.. [OK] 

Load Configuration  

This function is used to load a previously saved configuration. Backing up and 

loading a configuration is achieved using a TFTP server.  

To load a configuration: 

1. Enter the IP address of your TFTP server in the TFTP Server text box 

2. Enter the name of the configuration file in the FILE text box 

3. Click on the Backup button 

4. If the file is successfully loaded the following message will be shown:  

Success!  System reboot is required!  

Backup Configuration  

This function is used to back up the current configuration of the EtherWAN Managed 

Switch. Backing up the configuration is achieved using a TFTP server such as 

TFTPD32.  

To back up a configuration: 

1. Enter the IP address of your TFTP server in the TFTP Server text box 

2. Enter the name of the configuration file in the FILE text box 

3. Click on the Backup button 

4. If the backup is successful the following message will be shown:  

tftp <filename>  to ip <ip address>  success!!  

Restore Default  

 To restore the V1.94.3 EtherWAN Managed Switch to factory defaults: 

1. Click on the Restore Default button. 

Auto Save  

The Auto Save function is used to set the switch to automatically save the 

configuration to flash. If the saved configuration is the same as the running 
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configuration then a save is not made. The Auto Save interval is used to determine 

how often the running configuration is checked for changes. 

To set the Auto Save function: 

1. Click the dropdown box next to Auto Save. 

2. Set the Auto Save interval (5~65535 sec) 

Note: If a Firewall is running on the PC that is running the TFTP server it may need 

to be temporarily disabled. 

 

 

Figure 7: Save Configuration Page 

 

Save Configuration Page using the CLI  

For more information on CLI command usage see CLI Command Usage. 

Saving a Configuration  

To save a running configuration, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

write memory 

 

Usage Example 1: Saving a Configuration  

switch_a> enable  
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switch_a# write memory  

Building configuration.....  

[OK]  

switch_a# q  

switch_a#  

 

Restore  Default Settings  

To restore the switch to its default settings, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

restore default 

 

Usage Example 1: Restoring Defaults 

switch_a> enable  

switch_a# restore default  

switch_a# q  

switch_a#  

 

Load Configuration from a TFTP Server  

To Load a Configuration from a TFTP server, use the following CLI commands: 

CLI Command Mode: Privileged Exec Mode 

CLI Command Syntax:  

install config-file <tftpserver_ipaddress> <filename> 

 

Usage Example: Loading a Configuration  

switch_a> enable  

switch_a# install config - file  192.168.1.100 file_name.txt  

switch_a# q  

switch_a#  

Save Configuration to a TFTP Server  

To Save a Configuration to a TFTP server, use the following CLI commands: 

CLI Command Mode: Privileged Exec Mode 
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CLI Command Syntax:  

write config-file <tftpserver_ipaddress> <filename> 

 

Usage Example: Saving a Configuration  

switch_a> enable  

switch_a# write  config - file 192.168.1.100 flash.tgz  

switch_a# q  

switch_a>  

 

Auto Save Configuration  

To set the Auto Save Configuration, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

service auto-config enable  

no service auto-config enable  

service auto-config interval <number> 

Usage Example 1: Enabling Auto Save and setting the interval 

switch_a> enable  

switch_a# service auto - config enable  

switch_a# service auto - config in t erval 10  

switch_a# q  

switch_a>   

Usage Example 2: Disabling Auto Save 

switch_a> enable  

switch_a# no service auto - config enable  

switch_a# q  

switch_a>  

 

Firmware Upgrade  

To navigate to the Firmware Upgrade page: 

1. Click on the + next to System 

2. Click on Firmware Upgrade 

To upgrade the firmware on the EtherWAN Managed Switch, a TFTP server is required. The 

firmware file for the V1.94.3 EtherWAN Managed Switch is in a .TGZ or .IMG format. This is 
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a compressed file; however, it should not be decompressed before updating the V1.94.3 

EtherWAN Managed Switch. 

To update the firmware on the EtherWAN Managed Switch (see Figure 8): 

1. Copy the firmware file to the correct directory for your TFTP server. The correct 

directory depends on your TFTP server settings 

2. Enter the filename of the firmware in the Filename text box. 

3. Enter the IP Address of your TFTP server in the TFTP Server IP text box. 

4. Click on the Upgrade button. 

5. During the firmware upgrade you will see the following messages. Do not reboot or 

unplug the switch until the final message is received. 

a. Downloading now, please wait...  

b. tftp <filename> .img  from ip <ip address>  success!! 

Install now. This may take several minutes, please 

wait...  

c. Firmware upgrade success!  

Note: If a Firewall is running on the PC that is running the TFTP server it may need to 

be temporarily disabled. 

 

 

Figure 8: Firmware Upgrade Page 

Firmware Update using the CLI  

For more information on CLI command usage see CLI Command Usage. 

CLI Command Mode: Privileged Exec Mode 

CLI Command Syntax:  

install image <tftpserver_ipaddress> <filename> 

 

Usage Example:  

switch_a> enable  
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switch_a# install image 192.168.1.100 flash.tgz  

switch_a# q  

switch_a#  

 

 

Note: Depending on the firmware being loaded, the extension may not be .tgz. The 

Switch does not use the extension to validate firmware. 

 

Reboot  

To navigate to the Reboot page: 

1. Click on the + next to System 

2. Click on Reboot 

To reboot the EtherWAN Managed Switch: 

1. Click on the Reboot button. 

2. Click OK on the popup message. 

Reboot using the CLI  

For more information on CLI command usage see CLI Command Usage. 

CLI Command Mode: Privileged Exec Mode 

CLI Command Syntax:  

reload 

Usage Example:  

switch_a> enable  

switch_a# reload   

Reboot now, please wait...  

Logout  

To logout of the Web Configuration Console: 

1. Click on the + next to System 

2. Click on Logout 
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Logout from the CLI  

CLI Command Mode: User Exec mode or Privileged Exec Mode 

CLI Command Syntax:  

logout 

User Account Page  

To navigate to the User Account page: 

1. Click on the + next to System 

2. Click on User Account 

From the User Account page, multiple users can be setup with different access privileges to 

the switch. There are two modes that can be used, Single-User or Multi-User. 

Changing the User Mode  

To set the user mode (see Figure 9): 

1. Select Single-User, Multi-User,  Radius-User or Tacacs in the dropdown box in 

the Multi-User Mode section. For more information on setting up Radius 

Authentication. Information on Tacacs+ can be found on page 220. 

2. Click on the Update Setting button. 

3. Click OK on the Popup message that appears. 

Note: Changing the user mode saves the configuration and reboots the switch. 
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Figure 9: User Mode 

Creating a New User  

To create a new user (see Figure 10): 

1. Choose the Create option from the dropdown list next to the User Account row 

heading.  

2. Enter a User Name (case sensitive) for the new user in the User Name text box. 

3. Enter a Password for the new user in the Password text box. 

4. Re-enter the Password in the Confirm Password text box. 

5. Select a Privilege Level from the dropdown list next to the Privilege Level row 

heading. For more information on Privilege levels see the User Privilege 

Configuration. 

6. Click on the Update button. 

7. Save the configuration (See the Save Configuration Page) 
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Figure 10: Creating Users 

 

Changing an Existing User Account  

To make modifications to an existing user account: 

1. Choose an existing user from the dropdown list next to the User Account row 

heading (see Figure 11). 

2. Change the password and/or access level following the steps in Creating a New 

User. 

3. To delete an existing user, select the user as in step 1 and then click on the Delete 

button (see Figure 12). 
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Figure 11: Selecting an Existing User Account 

 

 

Figure 12: Deleting a User Account 

 

User Privilege Configuration  

To navigate to the User Privilege page: 

1. Click on the + next to System. 

2. Click on User Privilege. 

There are 3 different Privilege levels on the EtherWAN Managed Switch. 

¶ Admin ï Has access to all configuration and administration of the switch. 

¶ Technician ï Configurable by Admin ï By default no configuration ability is given. 

¶ Operator ï Configurable by Admin ï By default no configuration ability is given. 
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The User Privilege Configuration page allows specific configuration and/or administration 

levels to be assigned or removed from the Technician and Operator user roles. 

 Note: For each function, an operatorôs privilege cannot be higher than a technician's 

To configure the privileges for each user access level, follow the below steps: 

1. For each of the configuration options listed under Web function \ User Privilege 

(see Figure 13), select the proper privilege from the drop-down list under the 

appropriate user access level (Technician or Operator). The valid options are: 

a. Show, Hidden, Read-Only, Read-Write 

2. Click on the Update button at the bottom of the page.  

3. Save the configuration (see Save Configuration) 

 

 

Figure 13: User Privilege Page 
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User Account Settings using the CLI  

For more information on CLI command usage see CLI Command Usage. 

Multi -User Mode  

To enable the multi-user feature, use the following CLI commands: 

CLI Command Mode: Line Configuration Mode 

CLI Command Syntax: login local 

 

Usage Example: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# line console 0  

switch_a(config - line)# login local  

% Switching Single/Multi/Radius - User mode need to reboot the 

switch to take effect!  

switch_a(config - line)# q 

switch_a(config)# q 

switch_a#  

Single User Mode  

To enable the single-user feature, use the following CLI commands: 

CLI Command Mode: Line Configuration Mode 

CLI Command Syntax: login 

 

Usage Example: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# line console 0  

switch_a(config - line)# login  

% Switchi ng Single/Multi/Radius - User mode need to reboot the 

switch to take effect!  

switch_a(config - line)# q 

switch_a(config)# q 

switch_a#  
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Radius User Mode  

To enable the radius-user feature, use the following CLI commands: 

CLI Command Mode: Line Configuration Mode 

CLI Command Syntax: login radius 

 

Usage Example: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# line console 0  

switch_a(config - line)# login  radius  

% Switching Single/Multi/Radius - User mode need to reboot the 

switch to take effect!  

switch_a( config - line)# q 

switch_a(config)# q 

switch_a#  

 

Tacacs  User Mode  

To enable the Tacacs-user feature, use the following CLI commands: 

CLI Command Mode: Line Configuration Mode 

CLI Command Syntax: login tacplus 

 
Usage Example: 
switch_a> enable  

switch_a# configure terminal  

switch_a(config)# line console 0  

switch_a(config - line)# login tac plus  

% Switching Single/Multi/Radius /Tacacs - User mode need to reboot the 

switch to take effect!  

switch_a(config - line)# q 

switch_a(config)# q 

switch_a#   
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Creating a New User  

To create a new user, use the following CLI commands: 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

username <user name-4 to 16 characters> privilege 

<admin|operator|technician> password < 8|blank> <password-1 to 35 

characters> 

Note: The optional <8> CLI command after the CLI command password is 

used to specify that the password should be displayed in encrypted form in the 

configuration file. 

 

Usage Example: 

switch_a> enable  

switch_a# configure terminal  

switch_a(config)# username user1 privilege operator  password 1234  

switch_a(config)# username user1 privilege operator password 8 1234  

switch_a(config)# username user2 privilege technician password 4321  

switch_a(config)# username user2 privilege technician password 8 4321  

switch_a(config)# username user3 privil ege admin password 5678  

switch_a(config)# username user3 privilege admin password 8 5678  

switch_a(config)# q 

switch_a#  

 

Permissions  

Permissions must be set using the Web GUI. See User Privilege Configuration. 
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DIAGNOSTICS 

Utilization  

To navigate to the Utilization page: 

1. Click on the + next to Diagnostics. 

2. Click on Utilization. 

The Utilization page shows (see Figure 14): 

¶ CPU Utilization ï Current and Max Utilization 

¶ Memory Utilization ï Total, Used and Free Memory 

 

 

Figure 14: Utilization Page 

 

System Log  

To navigate to the System Log page: 

1. Click on the + next to Diagnostics. 

2. Click on System Log. 

The System Log shows the date and time of port links going up or down (see Figure 15) 
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Figure 15: System Log 

 

 

System log using CLI command  

For more information on CLI command usage see CLI Command Usage. 

CLI Command Mode: Exec Mode or Privileged Exec Mode 

CLI Command Syntax:  

show system-log 

Usage Example:  

switch_a# show system - log  

switch_a# q  

switch_a#  

Remote Logging  

To navigate to the Remote Logging page: 

1. Click on the + next to Diagnostics. 

2. Click on Remote Logging. 

Remote Logging to a Syslog server allows administrators to log important system and 

debugging information. The Remote Logging configuration page allows reporting to a Syslog 

server to be enabled or disabled as well as management of a list of Syslog servers to report 

to (see Figure 16). 

To configure the Remote Logging on the EtherWAN Managed Switch: 
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1. Click on the Enable or Disable radio button under Remote Logging. 

2. Click on the Update Setting button. 

To add a Syslog server: 

1. Enter the IP Address of the Syslog Server in the Syslog Server IP text box. 

2. Click on the Add Syslog Server button. 

To delete a Syslog server from the list of servers currently on the switch: 

1. Select the Syslog server from the Drop down box  

 

2. Click on the Delete Syslog Server button 

 

 

 

Figure 16: Remote Logging Page 
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Remote Logging using CLI commands  

For more information on CLI command usage see CLI Command Usage. 

Enable/Disable Remote Logging 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

remote-log enable 

no remote-log enable 

Usage Example 1: Enable Remote Logging 

switch_a> enable  

switch_a# remote - log  enable   

switch_a# q  

switch_a#  

 

Usage Example 2: Disable Remote Logging 

switch_a> enable  

switch_a# no remote - log enable   

switch_a# q  

switch_a#  

Add/Delete a Remote Logging Host 

CLI Command Mode: Global Configuration Mode 

CLI Command Syntax:  

remote-log add <ip_address>  

remote-log del <ip_address> 

remote-log del all 

Usage Example 1: Add a Remote Logging Host 

switch_a> enable  

switch_a# remote - log add 192.168.1.100  

switch_a# q  

switch_a#  

 

Usage Example 2: Delete a Remote Logging Host 

switch_a> enable  

switch_a# remote - log del 192.168.1.100   

switch_a# q  

switch_a#  
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ARP Table  

To navigate to the ARP Table page: 

1. Click on the + next to Diagnostics. 

2. Click on ARP Table. 

The ARP Table page shows ARP (Address Resolution Protocol) entries that are stored in 

the Switches ARP Table. This is useful for System Administrators for troubleshooting 

purposes. The information shown is: 

¶ IP Address of the listed device 

¶ Hardware Type ï For Ethernet devices this will always be 1. 

¶ Flags  

o 2 = Device responded to ARP Request 

o 0 = No response to ARP Request 

¶ Hardware Address ï MAC Address of the listed device 

¶ VLAN ï The VLAN that the listed device is on 

 

Figure 17: ARP Table 

 

 

 
































































































































































































































































































































































































































































